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Author’s Introduction

A Message to the Reader

When I began my journey in programming with C++ more than two decades ago, debugging was an art limited
to printing statements (printf) and endlessly digging through tangled code. Today, with the evolution of the
language into C++20, C++23, and beyond, and with the emergence of tools and techniques that were
unimaginable just a few years ago, debugging has become a science in its own right—indeed, a complete
ecosystem that begins the moment the first line of code is written and extends far beyond the execution of
software in complex production environments.

The goal of this book is not merely to list tools and commands, but to build a comprehensive debugging mindset
for developers. You will learn how to think about problems, how to choose the right tool, and how to integrate
debugging techniques into your daily workflow. I have made sure that this book serves as a practical reference
that reflects the real needs of developers—whether they are working on a small personal project or a large
distributed system. Each chapter builds upon the previous one, moving from fundamentals to advanced technical
depths, using clear language and real-world examples.

This book is the result of accumulated experience, and I hope it becomes a faithful companion in your journey
toward mastering one of the most critical aspects of software development: the ability to understand errors and

fix them with confidence and efficiency.

Ayman Alheraki
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Prelude: Why Do We Need a New Book on Debugging?

If you are wondering: “Why a new book on C++ debugging?”, the answer lies in the accelerating pace of

change. Consider the following developments over just the past five years:

The revolution of modern standards

The arrival of C++20 and C++23 did not only introduce new language features (such as coroutines and
concepts), but fundamentally changed how errors appear and how we deal with them. Debugging code that uses

co_await is entirely different from debugging a regular function.

The rise of ‘“time-travel debugging” tools

What once sounded like science fiction has become reality. It is now possible to step backward through program

execution and observe the past exactly as it happened, turning elusive bugs into solvable puzzles.

Artificial intelligence in debugging

From tools like ChatDBG to intelligent assistants embedded in development environments, the developer is no
longer alone in the battle against bugs. This shifts our role from “searching for the needle in the haystack™ to

“guiding the assistant to find it.”

Integration of debugging into the CI/CD lifecycle

Debugging is no longer a purely local activity on a developer’s machine. Today, continuous integration systems
automatically detect and analyze errors, requiring a new understanding of how to interpret automated reports

and diagnostics.

This book brings all these developments into a unified practical context. It is your guide to navigating this new

world with confidence.



Part 1

Foundations and Principles
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The Debugging Mindset — How to Think Like an

Investigator

1.1 The Philosophy of Debugging: Why, When, and How?

Debugging is more than a technical skill; it is a systematic process of inquiry and a fundamental mindset. The
reality is that programmers spend the majority of their time debugging as opposed to writing new code.
Approaching this task with a defined philosophy transforms it from a frustrating exercise in trial and error into a
methodical investigation.

The first principle of the debugging philosophy is to understand the why. Before touching any code, a skilled
debugger seeks to answer the question: “What did the code do, and why did it do that?”” The goal is not just to
fix a symptom but to uncover the root cause. This ensures the fix is robust and does not introduce new issues
elsewhere. A core tenet of this philosophy is that the debugger is the developer’s “get out of jail free card”. It is
the tool that allows you to observe the program’s true behavior, which is often different from your mental model.
The question of when to debug is straightforward: whenever the program’s behavior deviates from its
specification. However, the philosophy dictates that the debugging process begins long before a bug manifests. It
starts with writing clean, understandable code, adding meaningful assertions, and setting up a robust logging
and error-handling framework. This proactive stance is as crucial as the reactive one.

How to debug is a structured process built on the scientific method:

1. Reproduce the Problem: A bug that cannot be consistently reproduced is nearly impossible to fix. The
first step is to create a minimal, self-contained example that reliably triggers the issue. This isolates the

problem from the complexity of the larger system.

2. Form a Hypothesis: Based on the observed symptoms and knowledge of the codebase, formulate a

theory about what might be causing the error. This is an act of deduction. For instance, “The crash is

16
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occurring because a pointer is being dereferenced after the object it points to has been destroyed.”

3. Test the Hypothesis: Use debugging tools to gather evidence that either supports or refutes the
hypothesis. This is where debuggers like WinDbg, GDB, and sanitizers become indispensable. You set
breakpoints, inspect variables, and trace the program’s execution path. The goal is to narrow down the

infinite space of possibilities.

4. Isolate and Correct: Once the hypothesis is proven, you isolate the specific lines of code responsible.
The fix should be targeted and precise. A key principle here is the “fail fast” approach: ensure that errors

are detected as early as possible, ideally at compile time or during development, rather than in production.

Finally, an essential part of the philosophy is to reflect and learn. After fixing a bug, ask what could have
prevented it. Could a static analyzer have caught it? Would a different design pattern have been safer? Could a
more comprehensive test have exposed it earlier? This reflection turns each bug into a learning opportunity that

strengthens your future code and debugging skills.

1.2 Error Classification: Syntax, Logic, Memory, Performance, and

Security

To effectively debug, you must first be able to classify the error you are facing. Different categories of errors
require vastly different investigation techniques. Errors can be broadly classified into five primary categories in

modern C++ development.

1.2.1 Syntax and Link-Time Errors

These are the most fundamental errors, caught during the compilation and linking phases.

» Syntax Errors: These occur when the code violates the grammatical rules of the C++ language. The
compiler detects them and provides an error message. Examples include a missing semicolon (; ),
mismatched parentheses, or a typo in a keyword. Modern IDEs like Visual Studio underline these in red in

real-time, making them trivial to fix.

¢ Link-Time Errors: These occur after compilation, when the linker attempts to combine all object files
into a final executable. They typically arise from a mismatch between a function’s declaration and its
definition. For example, if you declare a function void foo(); but forget to provide its body or link its

library, the linker will issue an “unresolved external symbol” error (LNK2019 in MSVC).
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1.2.2 Logic Errors

Logic errors are subtle flaws in the program’s design that cause it to behave incorrectly, even though it compiles

and runs without crashing. The program does what you fold it to do, not what you wanted it to do.

#include <iostream>
int main() {
int person = 1;
// Logic error: The condition should be >= to include '1'.
if (person > 1) {
std::cout << "Someone is reading this\n";
} else {
std::cout << "Not a single person is reading this\n";

}

// Output: "Not a single person is reading this” (Incorrect)

return 0;

These are often the hardest to find because the program does not provide an obvious crash. Debugging logic
errors requires a combination of strategic logging, using a debugger to step through the code line by line, and
verifying the program’s state against your expectations. Off-by-one errors, incorrect loop conditions, and flawed

algorithmic implementations are common examples.

1.2.3 Memory Errors

Memory errors are the signature bugs of C and C++, resulting from manual memory management. They are
notorious for causing crashes, unpredictable behavior, and severe security vulnerabilities. They are often

classified as “critical undefined behavior” because they can lead to memory corruption.

* Dereferencing a Null or Invalid Pointer: Attempting to read or write to memory address nullptr or an
address that the program does not own (e.g., an uninitialized pointer). This typically results in an access
violation (0xC0000005 on Windows) and a crash.

» Use-After-Free (UAF): Accessing memory after it has been deallocated using delete or free. The
memory might have been reused by another part of the program, leading to data corruption or a crash

when the allocator’s internal structures are overwritten.

* Double Free: Attempting to deallocate a block of memory more than once. This corrupts the heap

manager’s bookkeeping data and almost always leads to a crash.
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* Buffer Overflow: Writing data past the end of an allocated buffer. This is a classic security vulnerability
that can allow an attacker to overwrite adjacent variables or even the function’s return address, hijacking

program control.

* Memory Leak: Allocating memory with new or malloc and losing all pointers to it without deallocating
it. Over time, this can exhaust system memory, causing the application or the entire system to slow down

and eventually fail.

Tools like AddressSanitizer (ASan), Valgrind, and Application Verifier on Windows are essential for detecting

these errors.

1.2.4 Performance Errors

A performance error is a defect where the program functions correctly but consumes excessive resources—CPU

time, memory, or I/O bandwidth. This category often overlaps with logic errors but is distinct in its symptoms.

* Excessive Memory Allocation: Creating and destroying many objects in a tight loop, causing heap

fragmentation and spending significant CPU time in the allocator.

* Unnecessary Copying: Passing large objects by value instead of by const& reference, leading to

redundant copy constructor calls.

* Contended Locks: In multithreaded code, multiple threads may spend most of their time waiting for a

single mutex, effectively serializing the program and nullifying the benefits of concurrency.

* Inefficient Algorithms: Using an O(n?) algorithm when an O(n log n) alternative exists for a large dataset.

Profiling tools like perf (on WSL) or the Visual Studio Performance Profiler are required to diagnose

performance errors, as they measure where the program is spending its time rather than just tracking its state.

1.2.5 Security Errors

Security errors are a subset of other errors, particularly memory and logic errors, that can be exploited by an
attacker to compromise a system. While a simple null pointer dereference might cause a harmless crash (Denial
of Service), a buffer overflow can lead to arbitrary code execution.

Modern C++ strongly emphasizes mitigating these at the language and library level. The C++ Core Guidelines

provide a framework for writing secure code. Key security-related error types include:
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» Using a raw charx for string manipulation instead of std: :stringor std::string_view.
* Failing to validate external input, leading to injection vulnerabilities.
» Using unsafe C standard library functions like strcpy or sprintf.

Understanding this classification is the first step in a successful investigation. When a program misbehaves, you
should first ask: “Is this a logic error, a memory corruption, or a performance issue?”” The answer will dictate

which set of tools and strategies you deploy next.

1.3 Isolation Strategies: Divide and Conquer

When faced with a large, complex codebase, finding a bug by reading through every line is infeasible. The most
powerful general-purpose strategy for debugging is isolation, commonly known as “Divide and Conquer.” The
core idea is to repeatedly narrow down the search space for the bug until it is contained in a small, manageable
section of code.

The process is analogous to a binary search algorithm:
1. Establish a Baseline: Confirm you have a reliable way to reproduce the bug. This is your “test case.”

2. Divide the System: Mentally or physically split the execution path of the program into two halves. The
“halves” can be temporal (the first half of a function’s execution), spatial (the first half of a large module),

or version-based (e.g., using git bisect to find the commit that introduced the bug).

3. Test One Half: Using a debugger, a log statement, or a breakpoint, determine if the bug’s presence can be
detected in the first half. For example, check if a variable’s value is already corrupted halfway through the

function.

4. Conquer the Problem Space: If the bug is present in the first half, discard the second half from your
immediate investigation and focus on the first. If it is not present, you know the bug must originate in the

second half. Repeat the process, subdividing the remaining half again and again.

1.3.1 Techniques for Division
Several concrete techniques enable this strategy:

* Binary Search with git bisect: This is the ultimate divide-and-conquer tool for regressions. If you
know a feature worked in an old commit (good) and fails in the latest commit (bad), git bisect

performs a binary search through the commit history to find the exact change that introduced the bug.
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C:\dev\project> git bisect start
C:\dev\project> git bisect bad HEAD

O

:\dev\project> git bisect good <old_commit_hash>

Git checks out a commit in the middle. Test it.
If it's bad: git bisect bad
If it's good: git bisect good

H OH H R

Repeat until the offending commit is found.
C:\dev\project> git bisect reset

¢ Commenting Out or Stubbing Code: A classic and effective method. Disable large blocks of code to
see if the bug disappears. If it does, you know the bug is within the disabled section. In C++, #if @ ...
#endif preprocessor blocks are a quick way to do this. You can also stub out complex functions to return

a hardcoded, known-good value, isolating the caller from the callee’s complexity.

¢ Conditional Breakpoints and Logging: Instead of stopping the program at every iteration, set a
breakpoint that only triggers when a certain condition is met (e.g., when a loop counter is exactly halfway
to its maximum value, or when a variable takes on an invalid value). This allows you to “jump” directly to
the point of interest and assess the state. In Visual Studio, this is done by right-clicking a breakpoint and

selecting “Conditions.”

¢ Component Isolation: In large Windows applications, isolating components can be done at the system
level. For instance, if a crash occurs when loading a specific DLL, you can use a side-by-side assembly
manifest to force your application to load a specific version of that DLL in an isolated activation context.

This helps you determine if the problem is in your code or in a specific version of a dependency.

The divide-and-conquer strategy transforms an overwhelming problem into a series of small, solvable puzzles. It

is the hallmark of an experienced debugger.

1.4 The Difference Between Proactive and Reactive Debugging

Debugging is often viewed as an activity that starts after a bug is found. This is reactive debugging. While
essential, it is only one half of the story. Proactive debugging refers to the practices, tools, and design choices

you implement before a bug ever appears, with the goal of making bugs easier to prevent, detect, and fix.
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1.4.1 Reactive Debugging: The Firefighter Mindset

This is the classic scenario: a user reports a crash, a test fails, or a developer stumbles upon unexpected behavior.
The debugger is attached to a running process or a crash dump file is opened. The investigation begins from a
symptom and works backward to find the cause. This approach is necessary but expensive. It consumes
developer time, delays releases, and if the bug reaches production, damages user trust. The primary tools of

reactive debugging are:

¢ Interactive debuggers (Visual Studio, WinDbg, GDB)
¢ Crash dump analysis

* Log file analysis

Reactive debugging can feel like being a firefighter, constantly responding to alarms. While skilled firefighters

are valuable, a better strategy is to build a fire-resistant building.

1.4.2 Proactive Debugging: The Architect Mindset

Proactive debugging is about building quality and debuggability into the software from the ground up. It is a
continuous, integrated part of the development workflow, not a separate phase. A proactive approach
significantly reduces the number of bugs that survive to the later, more expensive stages of development. Key

components include:

« Static Analysis: Running tools like Clang-Tidy, Cppcheck, or Microsoft’s built-in code analysis on every
build. These tools act as a virtual code reviewer that never sleeps, catching potential security holes, logic
errors, and performance pitfalls. They can detect an uninitialized variable or a null pointer dereference

long before the code is ever run.

* Sanitizers: Compiling and testing code with sanitizers like AddressSanitizer (ASan) and ThreadSanitizer
(TSan). This is one of the most impactful proactive techniques in modern C++. A single test run with
ASan can instantly pinpoint a heap-use-after-free or buffer overflow, errors that might otherwise take days

to track down reactively.

¢ Assertions and Contracts: Liberally using assert() and static_assert(). These act as executable
documentation and runtime sentinels. They validate the programmer’s assumptions about the state of the
program. For example, asserting that a pointer is not null before dereferencing it causes the program to
fail immediately and visibly at the source of the contract violation, rather than mysteriously later on.

C++20 and C++26 introduce language-level contracts, further formalizing this practice.
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* Comprehensive Logging and Tracing: Implementing a structured logging framework (e.g., spdlog).
Instead of std: :cout statements that are often removed or commented out, a proper logging library can
output messages at different severity levels (debug, info, warning, error). This provides a rich history of

the program’s execution path, which is invaluable for both reactive and proactive analysis.

 Unit and Integration Testing: Writing a robust suite of automated tests. Each test is a small,
self-contained program that verifies a specific piece of functionality. A well-maintained test suite is the

ultimate proactive safety net, catching regressions the moment they are introduced.

In summary, reactive debugging is about finding what did go wrong. Proactive debugging is about building a
system where things are less likely to go wrong, and when they inevitably do, the path to the root cause is short

and well-lit. Mastering modern C++ requires fluency in both.

1.5 The ““Digital Forensics’’ Mindset: Handling Core Dumps and Crash
Reports

In production environments, you cannot attach a debugger to a live server or a user’s machine. Instead, you rely
on post-mortem debugging—analyzing the state of the program at the exact moment it crashed. This is the realm
of the “Digital Forensics” expert, where the primary piece of evidence is the crash dump file.

A crash dump (or core dump) is a snapshot of the application’s memory at the time of an unhandled exception or
crash. On Windows, these are files with the extension . dmp or .mdmp. Analyzing a crash dump with a tool like
WinDbg allows you to peer back in time to see the call stack, variable values, and CPU registers as they were

during the fatal event.

1.5.1 Capturing Dumps on Windows
There are several ways to collect a crash dump on Windows:

1. Windows Error Reporting (WER): This is the most common method. When an application crashes, the
Windows Error Reporting service automatically creates a crash dump file. By default, these are stored in
%LOCALAPPDATA%\CrashDumps. You can also configure WER via the registry to save dumps to a specific

location or to create full dumps instead of minidumps.

2. ProcDump: Part of the Sysinternals suite, procdump. exe is a powerful command-line utility that can be
configured to automatically generate a dump file when a process crashes, hangs, or exceeds a CPU or

memory threshold.
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3. Manual Capture: You can create a dump of a running process using Task Manager (right-click the

process and select “Create dump file”’) or Process Explorer.

1.5.2 Analyzing a Crash Dump with WinDbg

WinDbg is the premier tool for deep-diving into Windows crash dumps. The following is a standard forensic
procedure for a native C++ application.

Step 1: Setting Up the Environment

Before opening the dump, you must configure WinDbg to find the correct symbol files (PDB files). Symbols are
what translate raw memory addresses like @x00007ff71234abcd into human-readable names like

MyApp!MyClass: :MyFunction+0x45. Without them, the call stack is just a list of meaningless numbers.

1. Open WinDbg.
2. GotoFile >Symbol File Path... (or press Ctrl+S).

3. Enter a path that includes a Microsoft public symbol server and a local cache. The following command

tells WinDbg to download symbols from Microsoft as needed and cache them in C:\Symbols:

SRV*C:\Symbols*https://msdl.microsoft.com/download/symbols

4. Click OK. This is a critical step; analysis without proper symbols is nearly impossible.

Step 2: Opening and Initial Analysis

Open the dump file by going to File >Open Crash Dump. .. (or pressing Ctr1+D) and selecting the .dmp file.

Once loaded, the first and most important command is the automated analysis:

0:000> !analyze -v

This command parses the dump, identifies the exception that caused the crash (e.g., access violation, stack

overflow), and attempts to pinpoint the faulting instruction. It provides a wealth of information, including:
e FAULTING_IP: The instruction pointer where the crash occurred.
e EXCEPTION_RECORD: The type of exception (e.g., EXCEPTION_ACCESS_VIOLATION).

e STACK_TEXT: A best-effort reconstruction of the call stack.
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Step 3: Manual Investigation

While !analyze -v is powerful, it is not always perfect, especially with stack corruption. You often need to
perform manual forensics.

Viewing the Call Stack: The k command displays the call stack. Different variations provide more or less detail:
0:000> k // Displays the basic stack trace.

0:000> kb // Displays the stack trace with the first three parameters to each function.
0:000> kp // Displays the full stack trace, including function prototypes (requires full PDBs).

A typical output might look like this:

00 0000004b~ae7ff010 00VO7ff6°d0012345 MyApp!MyClass: :MyFunction+@x85
01 0000004b"ae7ff080 00007ff6”de@2abcd MyApp!AnotherFunction+0x15
02 0000004b”ae7ff100 00007ff6°d0030000 MyApp!WinMain+@x2d

This tells you the sequence of function calls that led to the crash. In this example, the crash occurred in
MyClass: :MyFunction at an offset of @x85 bytes into the function.
Inspecting Variables and Memory: You can examine the state of local variables and memory using the dv and

dt commands.

0:000> dv /t /v // Displays all local variables with their types and addresses.

0:000> dt MyApp!MyClass * 0x0000004b~ae7ff@10 // Displays the members of a MyClass object at a specific
— address.

0:000> db 0x0000004b”ae7ff@10 L1600 // Dumps 0x100 bytes of raw memory starting at the address.

Example Forensic Walkthrough: Let’s walk through a simple example. Suppose you have a program that

crashes, and you receive a dump. You open it in WinDbg and run !analyze -v. The output shows:

EXCEPTION_RECORD: (.exr -1)
ExceptionAddress: 00007ff6098010b1 (CrashDemo!main+@x0000000000000041)
ExceptionCode: c0@000005 (Access violation)
ExceptionFlags: 00000000
NumberParameters: 2
Parameter[0]: 0000000000000001
Parameter[1]: 0000000000000000
Attempt to write to address 0000000000000000

This immediately tells you that the crash was an access violation caused by trying to write to address
0x0000000000000000 (a null pointer). The kb command then shows:

00 0000004b™~ae7ffaf@ 000O7ff6°098010b1 CrashDemo!main+0@x41
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You can then disassemble around the faulting instruction pointer to see the exact assembly code:

0:000> uf 00007ff6098010b1
CrashDemo!main+0x41:
00007ff6°098010b1 70022000000 mov dword ptr [rax],2Ah

This confirms that the code is trying to write the value @x2A to the memory address pointed to by the RAX
register. A quick check of the registers with r rax would show rax=0000000000000000. The forensic evidence
is conclusive: a null pointer dereference.

By mastering these techniques, you transform from a developer who relies on guesses to an investigator who

follows the evidence. This digital forensics mindset is what separates novice debuggers from expert ones.



Setting Up the Ideal Debugging Environment

2.1 Build Tools: CMake, Make, Ninja and Embedding Debug

Information

A properly configured build system is the foundation of an efficient debugging workflow. Without the correct
compiler flags and debug symbol generation, even the most sophisticated debugger is rendered nearly useless.
This section covers the three dominant build tools in the modern C++ ecosystem and the essential debug
information flags for both GCC/Clang and MSVC toolchains.

2.1.1 CMake: The Modern Standard

CMake has become the de facto standard build system generator for C++ projects, particularly for cross-platform
development. Its ability to manage multiple build configurations and toolchains makes it indispensable for

setting up a robust debugging environment.

CMake Build Configurations

CMake provides four predefined build types, each with specific optimization levels and debug information

settings:

* Debug: No optimization (-00 for GCC/Clang, /0d for MSVC), full debug symbols generated. Ideal for
interactive debugging and stepping through code line by line.

* Release: Maximum optimization (-03 for GCC/Clang, /02 for MSVC), no debug symbols, assertions
disabled via -DNDEBUG. Used for production builds.

* RelWithDeblInfo: Optimized code (-02 for GCC/Clang, /02 for MSVC) with debug symbols retained.

Essential for profiling optimized builds and analyzing crash dumps from production-like environments.
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* MinSizeRel: Size-optimized build (-0s for GCC/Clang, /01 for MSVC), no debug symbols. Suitable for

embedded systems or applications with strict binary size constraints.

The -Og Optimization Level

GCC and Clang offer a specialized optimization level, -0g, designed specifically for the debugging workflow. It
provides a reasonable level of optimization that does not interfere with the debugging experience, striking a
balance between the complete lack of optimization in -00 and the aggressive transformations of higher levels
that can make variable values appear optimized out or cause the debugger to jump unpredictably. The GCC

manual explicitly recommends -0g as the standard choice for the edit-compile-debug cycle.

set (CMAKE_CXX_FLAGS_DEBUG "-0g -g")

Configuring CMake for Debugging on Windows

On Windows, CMake can target either the MSVC toolchain or a GCC/Clang toolchain such as MinGW-w64 or
Clang-cl. The appropriate compiler flags differ between these toolchains.
For MSVC (cl.exe):

cmake_minimum_required (VERSION 3.20)
project(DebuggingDemo)

# Set MSVC debug information format to Program Database

if (MSVC)
set (CMAKE_MSVC_DEBUG_INFORMATION_FORMAT "ProgramDatabase")
# Alternative: target-specific approach using generator expressions
add_compile_options($<$<CONFIG:Debug>:/Zi>)
add_compile_options($<$<CONFIG:Debug>:/0d>)

endif ()

add_executable(my_app main.cpp)

The /Zi flag instructs the MSVC compiler to generate a Program Database (PDB) file containing complete
debugging information, while /0d disables optimization.

For Clang-cl (Clang with MSVC-compatible command-line interface) or MinGW-w64:

cmake_minimum_required (VERSION 3.20)
project(DebuggingDemo)

set (CMAKE_CXX_STANDARD 20)
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set (CMAKE_CXX_STANDARD_REQUIRED ON)

# For Debug configuration, use -Og and -g
set (CMAKE_CXX_FLAGS_DEBUG "-0g -g -Wall -Wextra")

add_executable(my_app main.cpp)

Setting Default Build Types
To ensure a consistent debugging experience, set a default build type in your top-level CMakeLists. txt:

if (NOT CMAKE_BUILD_TYPE AND NOT CMAKE_CONFIGURATION_TYPES)
set (CMAKE_BUILD_TYPE Debug CACHE STRING "Choose the type of build.” FORCE)
set_property(CACHE CMAKE_BUILD_TYPE PROPERTY STRINGS
"Debug” "Release” "RelWithDebInfo” "MinSizeRel")
endif ()

CMakePresets.json for Streamlined Configuration

CMake 3.19 introduced CMakePresets. json, a powerful mechanism for sharing build, test, and package
configurations across a development team. A preset for a debug build on Windows with MSVC might look like
this:

"version”: 6,

"configurePresets”: [

{
"name”: "windows-msvc-debug”,
"displayName”: "Windows MSVC Debug",
"description”: "MSVC Debug build with full symbols and no optimization”,
"generator”: "Visual Studio 17 2022",
"binaryDir”: "${sourceDir}/build/debug”,
"cacheVariables”: {
"CMAKE_BUILD_TYPE": "Debug",
"CMAKE_CXX_STANDARD": "23",
"CMAKE_MSVC_DEBUG_INFORMATION_FORMAT": "ProgramDatabase"”
}
3
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2.1.2 Make: The Classic Build Automation Tool

GNU Make remains a popular choice for many C++ projects, particularly on Unix-like systems. On Windows,
Make is available through several distributions including MinGW-w64, MSYS2, and Cygwin. For debugging
purposes, the critical aspect is the compiler flags passed to GCC or Clang.

A basic Makefile configured for debugging:

CXX = g++

CXXFLAGS = -std=c++23 -Wall -Wextra -Wpedantic -Wshadow -Wconversion
DEBUG_FLAGS = -Og -g

RELEASE_FLAGS = -03 -DNDEBUG

# Debug build
debug: CXXFLAGS += $(DEBUG_FLAGS)
debug: my_app

# Release build
release: CXXFLAGS += $(RELEASE_FLAGS)

release: my_app

my_app: main.cpp helper.cpp
$(CXX) $(CXXFLAGS) -o $@ $*

clean:

rm -f my_app *.0

On Windows, the rm command should be replaced with del when using cmd. exe, or the Makefile can be

executed within a Unix-like shell environment such as Git Bash or MSYS2.

2.1.3 Ninja: The Speed-Optimized Build System

Ninja is a lightweight build system designed for maximum speed. It is frequently used as the backend for
CMake-generated build files, particularly in large projects where incremental build performance is critical.
Ninja focuses on executing build edges as quickly as possible, making it an excellent choice for fast
edit-compile-debug cycles.

To use Ninja with CMake for a debug build on Windows:

cmake -S . -B build -G "Ninja" -DCMAKE_BUILD_TYPE=Debug
cmake --build build
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Ninja supports parallel builds by default and automatically determines the optimal number of jobs. It also

integrates well with MSVC when using the Ninja generator with appropriate MSVC environment variables set.

call "C:\Program Files\Microsoft Visual Studio\2022\Community\VC\Auxiliary\Build\vcvars64.bat"
cmake -S . -B build -G "Ninja" -DCMAKE_BUILD_TYPE=Debug
ninja -C build

2.1.4 Debug Information Formats: DWARF and PDB

Debuggers require symbol information to map machine code back to source code, variable names, and type

definitions. Two primary debug information formats dominate the C++ ecosystem.

DWAREF (Debugging With Attributed Record Formats)

DWAREF is the standard debugging format on Unix-like systems and is supported by GCC, Clang, and LLDB.
When compiling with -g, the compiler embeds DWARF debug information directly into the object files or
executable. Modern versions of DWARF (DWARF 5) support advanced features such as split debug information
(using separate .dwo files) and compressed debug sections.

On Windows, DWAREF is the default debug format when using MinGW-w64 or Clang in GNU-compatible mode.
Some Windows debugging tools, including Dr. Memory and recent versions of Visual Studio (via the

DkmNativeDwarfRuntimeInstance API), provide partial support for DWARF symbols.

g++ -g -0g main.cpp -o main
objdump --dwarf=info main

PDB (Program Database)

PDB is Microsoft’s proprietary debug information format used by Visual Studio, WinDbg, and the MSVC
toolchain. PDB files are separate from the executable, containing symbol information, source file references, and

type data. The /Zi flag generates a full PDB, while /Z7 embeds debug information in the object files.
cl /Zi /0d main.cpp /Fe:main.exe
When debugging with WinDbg, proper symbol configuration is essential:

.sympath SRV*C:\Symbolsxhttps://msdl.microsoft.com/download/symbols
.reload /f
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2.1.5 Choosing the Right Build Tool for Debugging

The choice of build tool depends on project requirements and team workflow:

¢ CMake: Recommended for most modern C++ projects. It provides excellent IDE integration,

cross-platform support, and sophisticated dependency management.

* Make: Suitable for smaller projects or when minimal external dependencies are desired. It requires

manual maintenance of dependency rules.

* Ninja: Ideal for large projects where build speed is paramount. Most effective when used as a CMake

backend rather than writing build.ninja files manually.

Regardless of the chosen build tool, the essential requirement for debugging is the presence of debug symbols

(-g or /Zi) and minimal optimization (-0g, -00, or /0d) during development.

2.2 Modern Compilers: GCC 13+ and Clang 18+ — Advanced Warning
Flags

Modern C++ compilers are far more than mere code translators; they are sophisticated static analyzers that can
detect a vast array of potential bugs before the code ever executes. Properly configuring compiler warnings is

one of the highest-leverage activities in proactive debugging.

2.2.1 The Importance of Compiler Warnings

Compiler warnings identify code patterns that, while syntactically valid, are likely to contain logic errors,
portability issues, or undefined behavior. Treating warnings as errors (-Werror) enforces a discipline where
every warning must be addressed before the build can succeed, effectively preventing entire classes of bugs from
ever entering the codebase.

The recommended base set of warning options for GCC and Clang consists of:

* -Wall: Enables a broad set of common warnings, including unused variables, implicit type conversions,

and functions used without prior declaration.

* -Wextra: Activates additional warnings not covered by -Wall, such as uninitialized variables, redundant

code, and empty conditional statements.
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* -Wpedantic (or -pedantic): Issues warnings for code that uses GCC or Clang language extensions not

part of the ISO C++ standard. This is essential for writing portable code.

* -Wshadow: Warns when a local variable declaration shadows a variable in an outer scope or a class

member. This prevents subtle bugs where the wrong variable is inadvertently modified.

* -Wconversion: Warns about implicit type conversions that may alter the value, such as assigning a

double to an int or a signed value to an unsigned variable.

set (CMAKE_CXX_FLAGS "${CMAKE_CXX_FLAGS} -Wall -Wextra -Wpedantic -Wshadow -Wconversion")

2.2.2 Advanced Warning Flags for GCC 13+

GCC 13 and later versions include numerous specialized warning flags that can be enabled to catch specific

categories of errors.

* -Wnon-virtual-dtor: Warns when a class with virtual functions has a non-virtual destructor. This is a
critical warning for polymorphic classes, as deleting a derived object through a base class pointer without

a virtual destructor invokes undefined behavior.

e -Woverloaded-virtual: Warns when a derived class function hides a virtual function from the base

class with the same name but a different signature.
* -Wsign-conversion: Warns about implicit conversions that change the signedness of an integer value.

* -Wmisleading-indentation: Warns when the indentation of code suggests a different block structure
than what the braces actually define. This catches bugs where a line of code appears to be inside an if

block but is actually outside it.
* -Wduplicated-cond: Warns when a chain of if/else if statements contains duplicate conditions.

¢ -Wduplicated-branches: Warns when the true and false branches of an if statement contain

identical code.

* -Wlogical-op: Warns about suspicious uses of logical operators in contexts where a bitwise operator was

probably intended.

e -Wnull-dereference: Warns when the compiler can statically prove that a null pointer dereference will

occur.
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* -Wdouble-promotion: Warns when a float is implicitly promoted to double, which can have

performance implications on some architectures.

* -Wformat=2: Enables extensive checking of printf-style format strings.

A comprehensive warning configuration for GCC 13+ in CMakelLists. txt:

if (CMAKE_CXX_COMPILER_ID STREQUAL "GNU")
target_compile_options(my_app PRIVATE
-Wall
-Wextra
-Wpedantic
-Wshadow
-Wconversion
-Wsign-conversion
-Wnon-virtual-dtor
-Woverloaded-virtual
-Wmisleading-indentation
-Wduplicated-cond
-Wduplicated-branches
-Wlogical-op
-Wnull-dereference
-Wdouble-promotion
-Wformat=2
-Wimplicit-fallthrough
-Wold-style-cast
-Wcast-align
-Wunused
-Wuseless-cast
)
endif()

2.2.3 Advanced Warning Flags for Clang 18+

Clang is renowned for the clarity and actionability of its diagnostic messages. Clang organizes warnings into

diagnostic groups, which allow related warnings to be enabled or disabled together.

* -Wdocumentation: Checks the syntax and consistency of documentation comments.

e -Wimplicit-fallthrough: Warns when a case statement falls through to the next without an explicit

annotation such as [[fallthroughl].



35

-Wunreachable-code: Warns about code that can never be executed.

-Wunreachable-code-break: Warns about a break statement that is unreachable because it follows a

return, throw, or continue.

-Wunreachable-code-return: Similar to the above, but for unreachable return statements.

-Wunused-exception-parameter: Warns when an exception parameter is declared but not used in the
catch block.

-Wrange-loop-analysis: Warns about potential performance issues when a range-based for loop

copies elements that could be accessed by const reference.

-Wmove: Warns about common pitfalls with std: :move, such as moving from a const object (which

results in a copy, not a move).

-Wheader-hygiene: Warns about using namespace std in header files, which can pollute the global

namespace for all includers.

-Wnewline-eof: Warns when a source file does not end with a newline character.

A comprehensive warning configuration for Clang 18+ in CMakelLists. txt:

if (CMAKE_CXX_COMPILER_ID STREQUAL "Clang")
target_compile_options(my_app PRIVATE

-Wall
-Wextra
-Wpedantic
-Wshadow
-Wconversion
-Wsign-conversion
-Wnon-virtual-dtor
-Woverloaded-virtual
-Wdocumentation
-Wimplicit-fallthrough
-Wunreachable-code
-Wunreachable-code-break
-Wunreachable-code-return
-Wunused-exception-parameter
-Wrange-loop-analysis
-Wmove

-Wheader-hygiene
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-Wnewline-eof
-Wold-style-cast
-Wcast-align
-Wunused
-Wdouble-promotion
-Wformat=2
-Wtautological-compare
-Wtautological-constant-out-of-range-compare
)
endif ()

2.2.4 MSVC Warning Configuration

The Microsoft Visual C++ compiler uses a numeric warning level system rather than the named flags of GCC
and Clang. The recommended practice is to set the warning level to /W4 (the highest practical level) and to

enable specific additional warnings.

if (MSVC)
target_compile_options(my_app PRIVATE
/W4 # Highest warning level
/WX # Treat warnings as errors
/W14640 # Enable warning about non-thread-safe static local initialization
/w14826 # Enable warning about signed/unsigned mismatch in comparison

)
# Disable specific warnings that are not relevant
target_compile_options(my_app PRIVATE
/wd4996 # Disable deprecation warnings for standard library functions

)
endif ()

2.2.5 Combining Compilers for Maximum Coverage

Using multiple compilers during development is a powerful strategy for catching a wider range of issues. Each
compiler implements the C++ standard slightly differently and has its own set of heuristics and warnings.
Configuring a CI pipeline to build with both GCC and Clang (and MSVC on Windows) can expose portability

issues and non-standard code that a single compiler might overlook.

# .github/workflows/build.yml (GitHub Actions)
jobs:
build-gcc:
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runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v4
- run: cmake -B build -DCMAKE_BUILD_TYPE=Debug -DCMAKE_CXX_COMPILER=g++-13

- run: cmake --build build

build-clang:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v4
- run: cmake -B build -DCMAKE_BUILD_TYPE=Debug -DCMAKE_CXX_COMPILER=clang++-18

- run: cmake --build build

2.3 Integrated Development Environments: CLion, VS Code, and Visual
Studio

Modern IDEs integrate build systems, debuggers, and code editors into a unified interface that dramatically
streamlines the debugging workflow. Each of the three major C++ IDEs offers distinct strengths for debugging

on Windows.

2.3.1 CLion: Cross-Platform Debugging with GDB and LLDB

CLion, developed by JetBrains, is a dedicated C++ IDE that runs on Windows, macOS, and Linux. It provides a
unified debugging interface that works with both GDB and LLDB backends.

Configuring Debugger in CLion

To configure debugging in CLion on Windows, navigate to File > Settings > Build, Execution,

Deployment > Toolchains. CLion supports multiple toolchain configurations:

¢ MinGW-w64: Provides GCC and GDB on Windows. The bundled MinGW-w64 toolchain includes a
version of GDB optimized for Windows debugging.

* Visual Studio: Uses the MSVC compiler and the Visual Studio debugger engine. Note that remote GDB

server configurations are not available with this toolchain.
e Cygwin: Provides a Unix-like environment with GCC and GDB.

* WSL: Allows CLion to use the GCC and GDB toolchain installed in Windows Subsystem for Linux.
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DAP (Debug Adapter Protocol) Support

CLion 2025.3 introduced support for the Debug Adapter Protocol (DAP), enabling integration with a broader
range of debuggers beyond GDB and LLDB. CLion 2026.1 expands this with TCP connection support, allowing
connections to debuggers that listen on network ports.

To configure a DAP debugger with TCP attachment:

1. Open Run > Edit Configurations...
2. Click + and select DAP.

3. Choose Attach mode.

N

. Configure the host (e.g., localhost) and port (e.g., 4711).

W

. Save and launch the debug configuration.

Remote GDB Server Debugging

CLion supports debugging applications running on remote machines via gdbserver. This is invaluable for

debugging embedded systems or applications running in isolated environments.

1. Create a Remote GDB Server configuration.

[\

. Specify the target to build and the executable to upload.

3. Provide SSH credentials for the remote machine.

N

. Configure the target remote arguments, typically a TCP connection string like 192.168.1.100:1234.

W

. Place breakpoints in the code and start the debug session with Shift+F9.

Valgrind Memcheck Integration

CLion integrates Valgrind Memcheck for memory error detection. On Windows, this requires WSL (Windows

Subsystem for Linux) to run Valgrind. To use it:

1. Ensure WSL is installed and configured with a Linux distribution.

2. In CLion, configure a WSL toolchain under Settings > Build, Execution, Deployment >

Toolchains.
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3. Create a run configuration and select Valgrind Memcheck from the Before Launch options.

4. Run the configuration to analyze memory usage and detect leaks and invalid accesses.

2.3.2 Visual Studio Code: Lightweight and Extensible

Visual Studio Code, combined with the Microsoft C/C++ extension, provides a highly customizable debugging

environment for C++ on Windows.

The Three Configuration Files

VS Code debugging relies on three separate JSON configuration files, each serving a distinct purpose:

* settings.json: Configures IntelliSense, specifying which compiler the editor should reference for code

completion, error squiggles, and syntax highlighting. It does not affect actual compilation or debugging.

* tasks.json: Defines build tasks. It specifies the actual compiler executable, arguments, and build

commands executed when you run Ctrl+Shift+B.

¢ launch.json: Configures the debugger, specifying which executable to debug, which debugger to use, and

any pre-launch build tasks.

Configuring launch.json for MSVC

When using the MSVC compiler (cl.exe) and the Visual Studio debugger on Windows:

{

"version”": "0.2.0",
"configurations”: [
{

"name": "MSVC Debug"”,
"type": "cppvsdbg”,
"request”: "launch”,
"program”: "${workspaceFolder}/build/Debug/my_app.exe”,
"args": [1,
"stopAtEntry": false,
"cwd”: "${workspaceFolder}",
"environment”: [1],
"console": "integratedTerminal”,
"preLaunchTask”: "MSVC Build”
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Configuring launch.json for MinGW-wé64 (GDB)

When using MinGW-w64 with GDB on Windows:

"version”: "0.2.0",
"configurations”: [
{
"name"”: "GDB Debug",
"type”: "cppdbg"”,
"request”: "launch",
"program”: "${workspaceFolder}/my_app.exe",
"args": [],
"stopAtEntry”: false,
"cwd": "${workspaceFolder}",
"environment”: [],
"externalConsole”: false,
"MIMode": "gdb",
"miDebuggerPath”: "C:/mingw64/bin/gdb.exe",
"setupCommands”: [
{
"description”: "Enable pretty-printing for gdb”,
"text": "-enable-pretty-printing”,

"ignoreFailures"”: true

Ay
"preLaunchTask”: "GCC Build”

Corresponding tasks.json

{

"version": "2.0.0",
"tasks"”: [
{
"label”: "MSVC Build”,
"type": "shell”,
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"command”: "cl.exe",

"args": [
"/zi",
"/0d",
"/EHsc",
"/Fe:${workspaceFolder}/build/Debug/my_app.exe",
"${workspaceFolder}/main.cpp”

P
"group”: {
"kind": "build",
"isDefault”: true
h

"problemMatcher”: ["$msCompile”]

2.3.3 Visual Studio: The Premier Windows Debugging Environment

Visual Studio remains the gold standard for C++ debugging on Windows, offering an unparalleled suite of

integrated diagnostic tools.

Project Configuration for Debugging

In Visual Studio, debug settings are configured through the project property pages:

* Configuration: Select Debug from the solution configuration dropdown.

C/C++ > General > Debug Information Format: Set to Program Database (/Zi).
¢ C/C++ > Optimization > Optimization: Set to Disabled (/0d).

 Linker > Debugging > Generate Debug Info: Set to Generate Debug Information (/DEBUG).

Memory Analysis Tools

Visual Studio includes integrated memory analysis tools accessible through the Diagnostic Tools window
during debugging. The Memory Usage tool allows taking snapshots of the native heap at breakpoints or specific
execution points.

To use memory snapshots:
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1. Start debugging with F5.

2. Inthe Diagnostic Tools window, ensure Memory Usage is enabled.
3. Pause execution at a breakpoint.

4. Click Take Snapshot to capture the current heap state.

5. Continue execution, then take a second snapshot at another point.

6. Compare snapshots to identify objects that persist longer than expected, revealing potential memory leaks.

Snapshot Debugging

Visual Studio 2025 enhances post-mortem debugging with improved snapshot analysis integration. The
dotMemory tool, now fully integrated into Visual Studio, allows analyzing memory snapshots directly within the

IDE without switching to a standalone application.

Debug Dump Analysis
Visual Studio can open and analyze crash dump files (.dmp) directly:
1. Drag and drop the . dmp file into Visual Studio, or use File > Open > File.
2. Visual Studio loads the dump and displays a summary with the exception information and call stack.

3. Set the symbol path via Debug > Options > Debugging > Symbols to include the Microsoft Symbol

Server.

4. Click Debug with Native Only to begin analysis.

2.4 Essential Command-Line Tools: strace, Itrace, perf, and valgrind

Command-line tools provide a lightweight, scriptable alternative to full IDEs and are essential for debugging in

headless environments, CI pipelines, and production systems.
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2.4.1 strace and Windows Equivalents

strace is a Linux utility that traces system calls made by a process. It is invaluable for understanding how a
program interacts with the operating system, identifying file access issues, and diagnosing permission problems.

On Windows, there is no direct, built-in equivalent to strace, but several alternatives exist:

* ProcMon (Process Monitor): Part of the Sysinternals suite, ProcMon provides real-time monitoring of
file system, registry, and process/thread activity. It is the most comprehensive Windows alternative to

strace.

¢ API Monitor: A specialized tool for monitoring Windows API calls made by applications. It can log

function calls, parameters, and return values.

* Dr. Memory with Dr. Syscall: The DynamoRIO platform includes Dr. Syscall, a system call monitoring

library that can trace Windows native system calls.

* NtTrace: A lightweight system call tracer for Windows that logs calls to NT native API functions.

procmon.exe /AcceptEula /Quiet /Minimized /BackingFile C:\temp\log.pml

2.4.2 Itrace and Windows Equivalents

ltrace traces dynamic library calls made by a process, showing which shared library functions are invoked and
with what arguments.

Windows equivalents include:

* API Monitor: Monitors Windows API calls and COM interfaces, providing detailed parameter

information.

* Dependency Walker (depends.exe): Though primarily a static analysis tool, it can profile runtime DLL

loads.

WinAPIOverride: A more advanced tool that can intercept and modify Windows API calls.

* Microsoft Detours: A library for intercepting Win32 API functions programmatically.

2.4.3 perf: Linux Performance Profiling on Windows via WSL

perf is a powerful Linux performance profiling tool that samples CPU performance counters to identify

hotspots and performance bottlenecks. On Windows, perf can be used within WSL2.
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Installing perf in WSL2

sudo apt update
sudo apt install linux-tools-common linux-tools-generic linux-tools-$(uname -r)

sudo perf stat ls

Using perf for C++ Profiling

perf record ./my_cpp_app
perf report

perf record captures performance data, and perf report displays an interactive report showing which
functions consumed the most CPU time. For more detailed analysis, perf annotate shows the disassembly

with performance counters annotated per instruction.

perf stat -e cycles,instructions,cache-misses,branch-misses ./my_cpp_app

Windows-Native Performance Tools

For profiling Windows-native applications without WSL, Visual Studio’s Performance Profiler and Windows

Performance Toolkit (including WPR and WPA) are the recommended tools.

2.4.4 valgrind: Memory Debugging on Windows via WSL

Valgrind is a suite of dynamic analysis tools for detecting memory errors, threading issues, and performance

problems. The most commonly used tool is Memcheck, which detects:

* Use of uninitialized memory

* Reading or writing memory after it has been freed
* Reading or writing past the end of allocated blocks
* Memory leaks

* Mismatched allocation and deallocation functions (e.g., malloc/delete)

On Windows, Valgrind can be used through WSL?2 or by compiling with MinGW-w64 and running with a
compatibility layer.
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Using Valgrind in WSL2

sudo apt install valgrind
valgrind --leak-check=full --show-leak-kinds=all ./my_cpp_app

Sample Valgrind output for a memory leak:

==12345== HEAP SUMMARY:

==12345== in use at exit: 40 bytes in 1 blocks

==12345== total heap usage: 2 allocs, 1 frees, 1,064 bytes allocated
==12345==

==12345== 40 bytes in 1 blocks are definitely lost in loss record 1 of 1
==12345== at Ox483BE63: operator new(unsigned long) (in /usr/lib/valgrind/..
==12345== by 0x1091A3: main (main.cpp:42)

==12345==

==12345== LEAK SUMMARY:

==12345== definitely lost: 4@ bytes in 1 blocks

==12345== indirectly lost: @ bytes in @ blocks

==12345== possibly lost: @ bytes in @ blocks

Valgrind with CLion on Windows

)

CLion integrates Valgrind Memcheck through WSL. Configure a WSL toolchain, then add Valgrind Memcheck

to the Before Launch section of your run configuration.

Windows-Native Memory Debugging Tools

For debugging memory issues in native Windows applications without WSL, consider:

* Dr. Memory: A cross-platform memory debugging tool that works on Windows and supports both

MSVC and MinGW-w64 binaries.

* Application Verifier: A Microsoft tool that can detect various classes of programming errors, including

heap corruption and handle leaks.

¢ AddressSanitizer (ASan): Now fully supported in MSVC (/fsanitize=address).
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2.5 Version Control in Debugging: git bisect to Pinpoint When the Bug
Appeared

When a bug appears in a previously working feature, the most efficient way to locate the cause is to identify the
exact commit that introduced it. Git bisect automates this process by performing a binary search through the

commit history.

2.5.1 How git bisect Works

Git bisect operates on the principle of binary search. Given a known good commit (where the bug did not exist)
and a known bad commit (where the bug is present), Git bisect repeatedly checks out a commit halfway between
them. The developer (or an automated script) tests that commit and marks it as good or bad. Git then narrows
the search range and repeats, converging on the exact commit that introduced the regression in O(log n) steps
rather than O(n).

2.5.2 Manual git bisect Workflow

git bisect start
git bisect bad HEAD
git bisect good abc1234

After executing these commands, Git checks out a commit in the middle of the range. The developer then:
1. Builds and tests the application.
2. If the bug is present: git bisect bad.
3. If the bug is absent: git bisect good.
4. If the commit cannot be tested (e.g., build failure): git bisect skip.

Git repeats this process, each time reducing the number of commits under consideration by half, until the
offending commit is identified:

abcdef1234567890 is the first bad commit

commit abcdef1234567890

Author: Developer <dev@example.com>
Date: Mon Jan 20 10:00:00 2025

Add new feature that introduced the regression
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To exit bisect mode and return to the original branch:

git bisect reset

2.5.3 Automated git bisect with git bisect run

The true power of git bisect is realized through automation with git bisect run. If you can write a script that
returns exit code O for a good revision and a non-zero exit code (typically 1 to 127) for a bad revision, Git can

perform the entire bisect process without manual intervention.

git bisect start HEAD abc1234
git bisect run test_script.bat

Example test_script.bat for Windows:

@echo off

cmake --build build --config Release
build\Release\my_app.exe --test-flag
if %ERRORLEVEL% EQU @ exit @

exit 1

Example test_script.sh for WSL or Git Bash:

#!/bin/bash
cmake --build build --config Release
./build/Release/my_app --test-flag

2.5.4 Constraining the Search Space with git bisect paths

If you know that the bug must originate from changes to a specific directory or file, you can constrain the bisect

search using the - separator:

git bisect start HEAD abc1234 -- src/module/

This instructs Git to ignore commits that do not modify any files under src/module/, dramatically reducing the

number of commits that need to be tested.
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2.5.5 git bisect in Windows Environments

On Windows, git bisect works identically to other platforms, whether using Git for Windows in PowerShell or
Command Prompt, or using git within WSL. When working in PowerShell, the exit code handling for automated
scripts is consistent with standard Windows behavior.

For automated bisect with MSBuild and MSVC:

@echo off

msbuild MyProject.sln /p:Configuration=Debug /p:Platform=x64
if %ERRORLEVEL% NEQ @ exit 125

Debug\MyApp.exe --run-tests

if %ERRORLEVEL% EQU @ (exit @) else (exit 1)

The exit code 125 is a special signal to git bisect that the commit cannot be tested (equivalent to git bisect
skip).
2.5.6 Best Practices for git bisect

* Write a reliable test: The script used with git bisect run must consistently reproduce the bug. Flaky

tests will lead to incorrect bisect results.

* Ensure each commit builds: If the repository contains commits that do not compile, use git bisect

skip or have your test script return 125 to bypass them.

* Use a fresh build directory: To avoid build artifacts from interfering, consider cleaning the build

directory or using a separate build directory for bisect operations.

* Document the bisect session: Use git bisect log to record the sequence of operations. This can be

replayed with git bisect replay if needed.

* Consider using git worktree: To avoid disrupting your main working directory, use git worktree to

create a separate working tree for the bisect session.



Fundamentals of Traditional Debuggers — GDB
and LLLDB

3.1 GDB: GNU Debugger — Basic and Advanced Commands

The GNU Debugger (GDB) remains one of the most widely used debuggers for C++ development across

platforms. Version 17, released in December 2025, introduces several enhancements for Windows debugging,
including improved non-stop mode support and a new —binary command-line option for handling binary files
directly. This section provides a comprehensive guide to using GDB effectively on Windows for modern C++

debugging.

3.1.1 Installing GDB on Windows

On Windows, GDB is available through several distribution channels. The most common and recommended
approach for C++ development is to install it as part of the MinGW-w64 toolchain or through MSYS2.
Installation via MinGW-w64

Download the MinGW-w64 installer from the official website. During installation, select the architecture
matching your system (typically x86_64) and ensure the GDB component is selected. After installation, add the

bin directory (e.g., C: \mingw64\bin) to your system PATH environment variable.
C:\> gdb --version

GNU gdb (GDB) 17.1
Copyright (C) 2025 Free Software Foundation, Inc.
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Installation via MSYS2

MSYS?2 provides a more comprehensive Unix-like environment on Windows and offers up-to-date packages for
GDB.

pacman -S mingw-w64-x86_64-gdb

Windows-Specific Considerations

When using GDB on Windows, be aware of the following platform-specific behaviors:

* GDB on Windows uses the Windows API for process control, which differs from the ptrace system call

used on Linux.
* Debugging 64-bit applications requires a 64-bit build of GDB.

* For debugging applications compiled with MSVC, GDB can consume PDB files through the
add-symbol-file command, though support is limited compared to DWARF.

¢ The Intel Distribution for GDB offers additional features for debugging SYCL and OpenMP applications
on Windows.
3.1.2 Starting a Debugging Session

To begin debugging a C++ program with GDB, first ensure the program is compiled with debug symbols. For
GCC and Clang, this requires the -g flag.

g+t -g -0g -std=c++23 main.cpp -o main.exe
gdb main.exe

Upon starting, GDB loads the executable and its symbol table, then presents the (gdb) prompt.

Essential Startup Commands

(gdb) start # Begin execution and break at main()
(gdb) run # Run the program until completion or breakpoint
(gdb) run argl arg2 # Run with command-line arguments

(gdb) set args argl arg2 # Set arguments for subsequent runs

(gdb) show args # Display the current argument list
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3.1.3 Basic Navigation and Inspection Commands

Once execution is paused at a breakpoint, GDB provides commands for inspecting program state and controlling

execution flow.

Execution Control

(gdb) continue # Resume execution until next breakpoint

(gdb) step # Execute one source line, stepping into functions
(gdb) next # Execute one source line, stepping over functions
(gdb) finish # Continue until current function returns

(gdb) until 42 # Continue until reaching line 42

(gdb) kill # Terminate the debugged program

(gdb) quit # Exit GDB

Examining Variables and Memory

(gdb) print variable Print the value of a variable

(gdb) print/x variable Print in hexadecimal format
(gdb) print/t variable
(gdb) print *ptr@1e

(gdb) display variable

Print in binary format

Print array of 10 elements pointed to by ptr
Automatically display variable at each stop
(gdb) info display
(gdb) undisplay 1
(gdb) x/10xw address

List automatic display expressions

#
#
#
#
#
#
# Remove automatic display number 1
#

Examine 10 words of memory in hex at address

Examining the Call Stack

(gdb) info locals
(gdb) info args

Display local variables in current frame

(gdb) backtrace # Display the full call stack (alias: bt)
(gdb) bt full # Display stack with local variables
(gdb) frame 3 # Switch to stack frame number 3
(gdb) up # Move up one stack frame
(gdb) down # Move down one stack frame

#

#

Display function arguments in current frame

3.1.4 Advanced GDB Commands for C++

Modern C++ introduces features that require specialized debugging techniques. GDB provides commands

specifically designed for inspecting C++ objects and templates.
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C++ Object Inspection

(gdb) ptype object # Print the type definition of an object

(gdb) set print object on # Display actual derived type for polymorphic objects
(gdb) set print pretty on # Enable pretty-printing of structures and classes
(gdb) set print vtbl on # Display virtual table information

(gdb) info vtbl object # Show the virtual table layout of a polymorphic object

Template and STL Container Inspection

GDB includes Python-based pretty-printers for STL containers, which are automatically loaded in modern

distributions.

(gdb) print vec # Prints vector contents in readable format
(gdb) print map # Prints map key-value pairs

(gdb) print str # Prints std::string contents

(gdb) info pretty-printer # List available pretty-printers

Examining Smart Pointers

(gdb) print ptr # For std::shared_ptr, shows reference count and raw pointer
(gdb) print *ptr # Dereferences the smart pointer to show the object

(gdb) print ptr._M_ptr # Direct access to the underlying raw pointer

Setting Breakpoints in C++ Contexts

(gdb) break MyClass::method # Break at method (may be ambiguous)
(gdb) break MyClass::method(int, double) # Break at specific overload

(gdb) break 'myapp.cpp':123 # Break at specific file and line

(gdb) break 'namespace::MyClass'::MyClass # Break at constructor

(gdb) rbreak “MyClass::.x # Set breakpoints on all MyClass methods

3.1.5 Advanced GDB Features Introduced in Recent Versions

GDB 16 and 17 introduced several features particularly relevant to modern C++ debugging.

Enhanced Record and Replay

The record command now supports more architectures and provides improved performance. The record

function-call-history command displays a log of function calls during recorded execution.
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(gdb) record

(gdb) continue

# After program completes or hits breakpoint
(gdb) record function-call-history

(gdb) reverse-step

(gdb) reverse-continue

Non-Stop Mode on Windows

Non-stop mode allows the debugger to continue executing other threads while one thread is stopped at a

breakpoint. Windows support for non-stop mode has been significantly improved in recent GDB versions.

(gdb) set non-stop on
(gdb) set target-async on
(gdb) break function
(gdb) run &

Multi-Target Debugging

GDB now supports debugging multiple inferiors (processes) simultaneously, with improved commands for

switching between them.

(gdb) add-inferior -exec program2.exe
(gdb) inferior 2

(gdb) run

(gdb) info inferiors

(gdb) inferior 1

3.1.6 GDB on Windows: Practical Examples

Example 1: Debugging a Simple Crash
Consider a program that crashes due to a null pointer dereference:

#include <iostream>

#include <memory>
struct Data { int value; };
int main() {

std: :unique_ptr<Data> ptr;

std::cout << ptr->value; // Crash: dereferencing null unique_ptr
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return 0;

Debugging this with GDB:

C:\> gdb crash_demo.exe

(gdb) run

Program received signal SIGSEGV, Segmentation fault.
0x00007ff7123410a0 in main () at crash_demo.cpp:7

7 std::cout << ptr->value;

(gdb) print ptr

$1 = std::unique_ptr<Data> = {get() = 0x0}

(gdb) backtrace

#0 0x00007ff7123410a0 in main () at crash_demo.cpp:7
(gdb) frame @

(gdb) info locals

ptr = {get() = 0x0}

Example 2: Conditional Breakpoints
Setting a breakpoint that only triggers when a specific condition is met:

(gdb) break process_element if index == 500

(gdb) condition 1 value > threshold

(gdb) info breakpoints

Num Type Disp Enb Address What

1 breakpoint keep y  0x00007ff712341200 in process_element at main.cpp:42
stop only if index == 500

3.2 LLDB: The LLVM Debugger — Modern Architecture and Clang

Integration

LLDB is the debugger component of the LLVM project, designed from the ground up with a modern, modular
architecture. Its tight integration with Clang provides superior C++ debugging capabilities, including more
accurate expression evaluation and better support for modern language features. LLDB has seen substantial
growth in 2025, with improved Windows support, enhanced DAP (Debug Adapter Protocol) integration, and
new formatters for MSVC STL types.
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3.2.1 LLDB Architecture Overview

LLDB is built as a set of reusable components that leverage other LLVM libraries. This architecture provides

several advantages for C++ debugging:

* Clang Integration: LLDB uses the Clang parser for expression evaluation, ensuring that C++ expressions
are evaluated exactly as they would be by the compiler. This eliminates many of the discrepancies

between compiled code and debugger-evaluated expressions that plague other debuggers.

* Modular Design: The debugger is divided into distinct layers (API, Command Interpreter, Core, and

Plugins), making it extensible and maintainable.

¢ Scripting Interface: A comprehensive Python API allows deep customization and automation.

Platform Abstraction: LLDB abstracts platform-specific details, providing a consistent interface across

Windows, Linux, and macOS.

3.2.2 Installing LLDB on Windows

LLDB can be installed on Windows through several methods. The recommended approach is using the LLVM
installer from the official LLVM website.

Installation via LLVM Installer

Download the LLVM installer for Windows from the official LLVM releases page. The installer includes LLDB
along with Clang and other LLVM tools. During installation, ensure the option to add LLVM to the system
PATH is selected.

C:\> 11db --version
11db version 20.1.1

Alternative Installation Methods
LLDB is also available through:

e MSYS2: pacman -S mingw-w64-x86_64-11db
* Visual Studio: LLDB can be used as an external debugger with the appropriate extensions

¢ Chocolatey: choco install 1lvm
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3.2.3 Starting an LLDB Debugging Session

LLDB uses a command syntax that differs from GDB but follows a consistent, verb-noun structure. Commands

are organized hierarchically, with the general form <noun> <verb> <options>.

clang++ -g -Og -std=c++23 main.cpp -o main.exe
11db main.exe

Upon starting, LLDB presents the (11db) prompt and displays basic information about the target.

Essential Startup Commands

(11db) process launch # Launch the process (alias: run, r)

(11db) process launch -- argl arg2 # Launch with arguments

(11db) settings set target.run-args argl arg2 # Set arguments for subsequent runs
(11db) target create main.exe # Load an executable

(11db) file main.exe # Alias for target create

3.2.4 LLDB Command Structure

LLDB commands follow a structured format that differs significantly from GDB’s traditional Unix-style
commands. Understanding this structure is essential for efficient use.

Command Hierarchy

LLDB commands are organized into noun-verb pairs. Common nouns include breakpoint, watchpoint,

target, process, thread, and frame.

(11db) breakpoint set --name main --file main.cpp --line 42
(11db) br s -n main -f main.cpp -1 42 # Short form equivalent

Help System

LLDB’s built-in help system is comprehensive and discoverable:

(11db) help # General help overview
(11db) help breakpoint # Help on breakpoint commands
(11db) help breakpoint set # Detailed help for breakpoint set

(11db) apropos "memory read” # Search for commands related to a topic
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3.2.5 Basic Navigation and Inspection Commands

Execution Control

(11db) continue

(11db) step

(11db) next

(11db) finish

(11db) thread step-inst
(11db) thread step-inst-over
(11db) process kill

(11db) quit

Resume execution (alias: c)

Step into (alias: s)

Step over (alias: n)

Step out of current function

Step one instruction (alias: si)

Step over one instruction (alias: ni)
Terminate the debugged process

Exit LLDB (alias: q)

H OH H OH O OH O R

Examining Variables and Memory

(11db) frame variable # Show all local variables (alias: v, fr v)
(11db) frame variable variable # Show specific variable

(11db) frame variable -L # Show variable locations (register/stack)
(11db) expression variable # Evaluate expression (alias: p, print)
(11db) expression -- variable # Evaluate expression with arguments

(11db) expr -- int $myVar = 42 # Create a convenience variable

(11db) memory read address # Read memory at address (alias: x)

(11db) memory read -s4 -fx -c1@ address # Read 10 4-byte words in hex

Examining the Call Stack

(11db) thread backtrace
(11db) thread backtrace all
(11db) frame select 3
(11db) up

(11db) down

(11db) frame info

(11db) frame variable -g

Display call stack (alias: bt)

Show backtraces for all threads
Switch to frame number 3 (alias: f 3)
Move up one stack frame

Move down one stack frame

Display information about current frame

HOoH H ¥ O H H

Show global variables

3.2.6 LLDB Features for Modern C++

LLDB’s Clang integration provides exceptional support for modern C++ features.

Expression Evaluation with Clang

LLDB uses the Clang compiler infrastructure to evaluate expressions. This ensures that C++ expressions are

evaluated with full language support, including templates, overload resolution, and user-defined operators.
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(11db) expr std::vector<int>{1, 2, 3}.size()
(unsigned long long) $0 = 3

(11db) expr std::accumulate(vec.begin(), vec.end(), 0)
(int) $1 =15

(11db) expr -- template_function<int>(42)

Natural Syntax for C++ Types
LLDB parses C++ type names directly, without requiring the special syntax often needed in GDB.

(11db) expr MyTemplate<int, std::string>::static_method()
(11db) frame variable std::vector<std::pair<int, double>> &vec

STL Formatters

LLDB includes built-in data formatters for STL containers. Recent versions (2025) have added formatters for

MSVC STL types, including std: :variant.

(11db) frame variable vec

(std::vector<int>) vec = size=3 {

[0] = 10
[1]1 = 20
[2] = 30
}
(11db) type summary list # List all type summaries

(11db) type summary add --summary-string "${var.size()}" std::vector

C++ Coroutines Support

LLDB 18 and later provide improved debugging support for C++20 coroutines, allowing inspection of coroutine

frames and promise objects.

(11db) frame variable
(coro_frame*) $0 = 0x00007ff712340000
(11db) expr coro.promise()
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3.2.7 LLDB on Windows: Recent Improvements

LLDB’s Windows support has seen significant enhancements in 2025, making it a viable alternative to

traditional Windows debuggers.

Improved Windows Support

Recent LLDB versions have focused on Windows compatibility, including:
* Support for debugging MSVC-compiled binaries using DWARF debug information
* Enhanced handling of Windows exceptions and structured exception handling
* Improved integration with Windows process management APIs

* OutputDebugStringA logging for integration with tools like DebugView

MSVC ABI Support

LLDB now includes initial support for the Microsoft ABI, enabling better handling of C++ exception
breakpoints and dynamic values in Windows applications.

Performance Optimizations for Large Projects

CLion 2025.1 introduced optimizations for LLDB that deliver up to 50x faster stepping times on large C++

projects, with most operations completing in under 100ms.

3.2.8 GDB to LLDB Command Mapping

For developers transitioning from GDB, LLDB provides built-in GDB compatibility aliases. The following table

summarizes the most common command mappings:

GDB Command LLDB Command

break main breakpoint set --name main

break file.cpp:42 breakpoint set --file file.cpp --line 42
info breakpoints breakpoint list

delete 1 breakpoint delete 1

run process launch

continue continue
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step step

next next

finish finish

backtrace thread backtrace

frame 3 frame select 3

print var expression var

info locals frame variable

info threads thread list

thread 2 thread select 2

x/10xw addr memory read -s4 -fx -c10 addr
watch var watchpoint set variable var

LLDB also supports many GDB commands directly through compatibility aliases, so bt, p, and r work as

expected.

3.3 Advanced Breakpoints: Breakpoints, Watchpoints, and Catchpoints

Breakpoints are the fundamental tool for pausing program execution at specific locations or under specific
conditions. Advanced use of breakpoints transforms debugging from a passive observation activity into an

active, precise investigation.

3.3.1 Breakpoints: The Foundation of Interactive Debugging

A breakpoint instructs the debugger to suspend program execution when execution reaches a specified location.

Both GDB and LLDB provide sophisticated mechanisms for setting and managing breakpoints.

Setting Breakpoints in GDB

(gdb) break function_name

(gdb) break filename.cpp:line_number

(gdb) break *address

(gdb) break +offset # Break at current line + offset
(gdb) break -offset # Break at current line - offset
(gdb) break MyClass::method(int) # Break at specific overload

Setting Breakpoints in LLDB

(11db) breakpoint set --name function_name
(11db) breakpoint set --file filename.cpp --line line_number
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(11db) breakpoint set --address address
(11db) breakpoint set --selector method_name: # For Objective-C
(11db) breakpoint set --method method_name # For C++ methods

Managing Breakpoints

Both debuggers assign a unique numeric identifier to each breakpoint upon creation. This identifier is used for

subsequent operations.

(gdb) info breakpoints
(gdb) disable 2
(gdb) enable 2

# List all breakpoints
#
#
(gdb) delete 2 # Delete breakpoint 2
#
#
#

Disable breakpoint 2
Enable breakpoint 2

(gdb) delete
(gdb) ignore 2 5
(gdb) break function thread 2

Delete all breakpoints
Ignore breakpoint 2 for next 5 hits

Break only when thread 2 hits the breakpoint

(11db) breakpoint list # List all breakpoints
(11db) breakpoint disable 2 # Disable breakpoint 2
(11db) breakpoint enable 2 # Enable breakpoint 2
(11db) breakpoint delete 2 # Delete breakpoint 2
(11db) breakpoint delete # Delete all breakpoints

(11db) breakpoint modify --ignore-count 5 2 # Ignore next 5 hits
(11db) breakpoint set --thread-id 2 --name function

3.3.2 Conditional Breakpoints

Conditional breakpoints pause execution only when a specified expression evaluates to true. This is invaluable

when debugging loops or functions called many times.

GDB Conditional Breakpoints

(gdb) break process_item if index == 42
(gdb) break 123 if value > threshold && !validated
(gdb) condition 1 i % 100 ==

LLDB Conditional Breakpoints

(11db) breakpoint set --name process_item --condition "index == 42"
(11db) breakpoint modify --condition "value > threshold” 1



62

Example: Debugging a Loop with Conditional Breakpoints
Consider a program that processes a large array and fails only for specific values:

#include <vector>

#include <iostream>

int process_value(int x) {
if (x % 100 == 0 & x > 5000) {
return 100 / (x - 5000); // Potential division by zero
3

return x * 2;

int main() {
std: :vector<int> data(10000);
for (int i = 0; i < 10000; ++i) {
data[i] = process_value(i);
3

return 0;

To debug the crash, set a conditional breakpoint that triggers when the problem condition is approached:

(gdb) break process_value if x > 4990 && x % 100 ==
(gdb) run

Breakpoint 1, process_value (x=5000) at main.cpp:5
5 return 100 / (x - 5000);

(gdb) print x

$1 = 5000

(gdb) print (x - 5000)

$2 =10

3.3.3 Watchpoints: Monitoring Variable Changes

Watchpoints pause execution when the value of a specified variable or memory location changes. They are

essential for tracking down memory corruption issues.

GDB Watchpoints

(gdb) watch variable_name # Break when variable changes
(gdb) rwatch variable_name # Break when variable is read
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(gdb) awatch variable_name # Break on read or write
(gdb) watch *@x12345678 # Watch memory address
(gdb) info watchpoints # List all watchpoints

Watchpoints can be hardware-assisted (using debug registers) or software-implemented (by single-stepping and
checking values). Hardware watchpoints are faster but limited in number (typically 4). GDB automatically

prefers hardware watchpoints when available.

LLDB Watchpoints

(11db) watchpoint set variable variable_name

(11db) watchpoint set expression -- my_object->member
(11db) watchpoint set variable -w read variable_name
(11db) watchpoint set variable -w read_write variable_name
(11db) watchpoint list

(11db) watchpoint delete 1

Example: Tracking Down Memory Corruption

class Counter {
int value;
public:
Counter() : value(0) {}
void increment() { ++value; }
int get() const { return value; }

s

int main() {
Counter c;
for (int i = 0; i < 100; ++i) {
c.increment();
3
// Bug: c.value gets corrupted here

return c.get();

To find where the value changes unexpectedly:

(gdb) break main
(gdb) run
(gdb) watch c.value

Watchpoint 1: c.value
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(gdb) continue

Watchpoint 1: c.value

0ld value = 42
New value = -559038737
0x00007ff712341234 in some_function ()

3.3.4 Catchpoints: Trapping System Events

Catchpoints pause execution when specific system events occur, such as the throwing of a C++ exception, the

loading of a shared library, or a fork system call.

GDB Catchpoints

(gdb) catch throw

(gdb) catch catch

(gdb) catch syscall

(gdb) catch fork

(gdb) catch load

(gdb) catch unload

(gdb) catch signal SIGSEGV

Catch all C++ exceptions when thrown
Catch all C++ exceptions when caught
Catch system calls

Catch fork system calls

Catch loading of shared libraries

Catch unloading of shared libraries
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Catch segmentation fault signals

To catch a specific exception type:

(gdb) catch throw std::runtime_error

LLDB Exception Breakpoints
In LLDB, exception handling is configured through breakpoint types:

(11db) breakpoint set -E c++ # Break on C++ exceptions
(11db) breakpoint set -E objc # Break on Objective-C exceptions

(11db) breakpoint set -f std::runtime_error

Example: Debugging Exception Flow

#include <stdexcept>

#include <iostream>

void risky_operation(int value) {
if (value < @) {

throw std::invalid_argument(”Value must be non-negative");
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3
if (value == 0) {

throw std::runtime_error("Division by zero risk");
3

std::cout << 100 / value << "\n";

int main() {
try {
risky_operation(@);
} catch (const std::exception& e) {
std::cerr << "Caught: " << e.what() << "\n";
3

return 0;

Debugging with catchpoints:

(gdb) catch throw

Catchpoint 1 (throw)

(gdb) run

Catchpoint 1 (exception thrown), 0x00007ff712341000 in __cxa_throw ()
(gdb) backtrace

#0 __cxa_throw ()

#1 risky_operation (value=0) at main.cpp:7

#2 main () at main.cpp:15

(gdb) frame 1

(gdb) info locals

value = @

3.3.5 Breakpoint Commands and Actions

Both debuggers allow you to associate commands with breakpoints, enabling automated actions when a

breakpoint is hit.

GDB Breakpoint Command Lists

(gdb) break risky_operation

(gdb) commands

> silent

> printf "risky_operation called with value = %d\n”, value

> continue
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> end

The silent directive suppresses the usual breakpoint message, allowing custom output only.

LLDB Breakpoint Commands

(11db) breakpoint command add 1

Enter your debugger command(s). Type 'DONE' to end.

> frame variable value

> continue

> DONE

(11db) breakpoint command add -s python 1

Enter your Python command(s). Type 'DONE' to end.

def function(frame, bp_loc, dict):
value = frame.FindVariable("value")
print(f”risky_operation called with value = {value.GetValue()}")
return False

DONE

3.3.6 Breakpoint Saving and Restoring

Both debuggers can save breakpoint configurations to files for reuse across debugging sessions.

GDB Breakpoint Persistence

(gdb) save breakpoints my_breakpoints.txt
(gdb) source my_breakpoints.txt

LLDB Breakpoint Persistence

(11db) breakpoint write -f my_breakpoints.json
(11db) breakpoint read -f my_breakpoints.json

3.4 Stack Navigation and Heap Analysis

Understanding the program’s memory layout—both the call stack and the heap—is essential for diagnosing
crashes, memory leaks, and logic errors. GDB and LLDB provide comprehensive commands for navigating and

analyzing both memory regions.
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3.4.1 Stack Navigation Fundamentals

The call stack records the sequence of function calls that led to the current execution point. Each function

invocation creates a stack frame containing its local variables, parameters, and return address.

Examining the Stack in GDB

(gdb) info locals
(gdb) info args

Display local variables in current frame

Display function arguments

(gdb) backtrace # Display the call stack
(gdb) backtrace full # Display stack with all local variables
(gdb) info frame # Display information about current frame
(gdb) frame # Show current frame number and function
(gdb) frame 3 # Select frame 3
(gdb) up # Move up one frame (toward caller)
(gdb) down # Move down one frame (toward callee)

#

#

#

(gdb) info registers Display CPU registers

Examining the Stack in LLDB

(11db) thread backtrace
(11db) thread backtrace -e 1
(11db) frame info

(11db) frame select 3

(11db) up

(11db) down

(11db) frame variable

(11db) register read

Display the call stack

Extended backtrace (including inlined frames)
Display information about current frame
Select frame 3

Move up one frame

Move down one frame

Display local variables
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Display CPU registers

3.4.2 Advanced Stack Analysis

Inspecting Inlined Functions

Modern compilers inline small functions to improve performance. Both GDB and LLDB can represent inlined
functions in the call stack, though they may not appear by default.

(gdb) set print frame-arguments all

(gdb) frame

#0 process (data=ox7fffffffdeee) at main.cpp:15
#1 0x00007ff712341000 in worker () at main.cpp:25

In LLDB, use the extended backtrace to reveal inlined frames:
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(11db) settings set target.process.thread.trace-thread true
(11db) thread backtrace -e 1

Examining the Stack Memory

Raw stack memory can be examined to diagnose stack corruption issues.

(gdb) info frame # Displays frame at address ox7fffffffdooo
(gdb) x/40xw $rsp # Examine 40 words starting at stack pointer
(gdb) x/10i $rip # Examine 10 instructions at instruction pointer

(11db) memory read -s4 -fx -c4@ $rsp
(11db) disassemble --start-address $rip --count 10

3.4.3 Heap Analysis

Heap memory analysis is crucial for detecting memory leaks, use-after-free errors, and buffer overflows. While
specialized tools like Valgrind and AddressSanitizer provide comprehensive heap analysis, debuggers offer

manual inspection capabilities.

Examining Dynamically Allocated Memory in GDB

(gdb) print ptr # Display pointer address

(gdb) print *ptr # Display the object pointed to

(gdb) print *ptr@i1e # Display array of 10 elements (if contiguous)
(gdb) x/10xw ptr # Examine memory as hex words

(gdb) info symbol 0x12345678 # Identify which symbol is at an address

Examining Dynamically Allocated Memory in LLDB

(11db) expr ptr # Display pointer value
(11db) expr *ptr # Display dereferenced value
(11db) memory read -s4 -fx -c10 ptr

(11db) image lookup --address @x12345678

Tracking Allocations with Debugging Malloc
On Windows, the Debug Heap can be enabled for applications to track allocations:

set _NO_DEBUG_HEAP=1 # Disable debug heap (for performance)
set _CRTDBG_LEAK_CHECK_DF=1 # Enable leak checking at exit
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Within the code, you can enable CRT debug heap features:

#define _CRTDBG_MAP_ALLOC
#include <crtdbg.h>
#include <stdlib.h>

int main() {
_CrtSetDbgFlag(_CRTDBG_ALLOC_MEM_DF | _CRTDBG_LEAK_CHECK_DF);
// Your code here
_CrtDumpMemorylLeaks();

return 0;

Heap Analysis with GDB Python Extensions

GDB can be extended with Python scripts to perform heap analysis. Many projects provide GDB extensions for
this purpose:
# Example GDB Python script for heap walking (simplified)

import gdb

class HeapWalkCommand(gdb.Command):
"""Walk the heap and print allocated blocks.”""
def __init__(self):
super (HeapWalkCommand, self).__init__("heap-walk"”, gdb.COMMAND_DATA)

def invoke(self, arg, from_tty):
# Implementation would call into debug heap functions

print("Heap walking not implemented in this example”)

HeapWalkCommand()

3.4.4 Analyzing Stack and Heap Corruption

When memory corruption occurs, the stack or heap metadata may be overwritten, causing crashes that are
difficult to trace. Debuggers provide commands to help identify the source.

Detecting Stack Corruption

Stack corruption often manifests as a corrupted return address or overwritten canary value. On Windows, the

/GS compiler flag enables stack cookies (canaries).
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(gdb) info frame
Stack level @, frame at ox7fffffffdeooo:
rip = Ox7ff712341234; saved rip = 0x4141414141414141

# Corrupted return address indicates stack overflow

Detecting Heap Corruption

Heap corruption typically appears when the heap manager detects inconsistencies during allocation or

deallocation.

(gdb) run
Heap corruption detected at 0x0000012345678900
(gdb) x/20xw 0x0000012345678900 - 16  # Examine heap block header

3.4.5 Memory Analysis with Core Dumps

When a program crashes, analyzing the core dump (or minidump on Windows) provides a post-mortem view of

both stack and heap.

(gdb) core-file crash.dmp

(gdb) thread apply all backtrace full
(gdb) info registers

(gdb) x/100xw $rsp

For LLDB:

(11ldb) target create --core crash.dmp
(11db) thread backtrace all
(11db) register read

3.5 Remote Debugging with gdbserver and lldb-server

Remote debugging allows you to debug programs running on a different machine, in an embedded device, or in
an isolated environment. This is essential for debugging production-like environments, embedded systems, and

cross-platform development.

3.5.1 Remote Debugging Architecture

Remote debugging follows a client-server model:
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1. The debug server (gdbserver or lldb-server) runs on the target machine, controlling the debugged process.

2. The debug client (GDB or LLDB) runs on the development machine, providing the user interface and

symbol information.

3. The client and server communicate over a network connection (TCP/IP) or a serial line, using a

well-defined protocol (GDB Remote Serial Protocol for GDB/gdbserver).
This architecture offers several advantages:

» The target machine requires minimal resources; only the debug server needs to be present.
* The development machine can use its full symbol database and source code.

* Debugging can occur across different architectures (e.g., debugging ARM Linux from x86_64 Windows).

3.5.2 Remote Debugging with gdbserver

gdbserver is a lightweight program that implements the GDB remote protocol. It is part of the GDB distribution.

Setting Up gdbserver on Windows

While gdbserver is traditionally a Linux tool, it can be used on Windows in several configurations:

1. Debugging Windows applications from Windows: gdbserver.exe can be built as part of MinGW-w64

and used to debug native Windows applications.

2. Debugging Linux applications from Windows: This is a common scenario where the target is a Linux

machine (physical, virtual, or WSL) and the client is GDB on Windows.

3. Cross-architecture debugging: Using a cross-compiled gdbserver for the target architecture.

Starting gdbserver
On the target machine, start gdbserver specifying how to communicate and which program to debug:

# Linux target (or WSL)
$ gdbserver :1234 ./my_app argl arg2

# Windows target (using MinGW gdbserver)
C:\> gdbserver.exe :1234 my_app.exe argl arg?2
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# Attach to running process
$ gdbserver --attach :1234 12345

The : 1234 argument tells gdbserver to listen on TCP port 1234 on all network interfaces. You can also specify a
specific IP address, e.g., 192.168.1.100:1234.

Connecting GDB to gdbserver

On the development machine, start GDB and connect to the target:

(gdb) target remote 192.168.1.100:1234

Remote debugging using 192.168.1.100:1234

Reading symbols from target:/lib/1ld-linux.so.2...
0x00007f1234567890 in _start () from target:/lib/ld-linux.so.2

To ensure proper symbol loading, specify the local executable with symbols:

(gdb) file my_app.exe
(gdb) target remote 192.168.1.100:1234

Remote Debugging from Windows to WSL2

WSL2 provides an ideal environment for remote debugging Linux applications from Windows. Here is a

complete setup:

1. Install gdbserver in WSL: sudo apt install gdbserver
2. In WSL, start gdbserver: gdbserver :1234 ./my_app

3. In Windows (PowerShell or Command Prompt), start GDB:

C:\> wsl hostname -I

172.25.123.456

C:\> gdb my_app.exe

(gdb) target remote 172.25.123.456:1234

Using gdbserver with Extended Remote Protocol

The extended remote protocol allows gdbserver to handle multiple debugging sessions and provides better

process control:
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# Start gdbserver in multi-process mode
$ gdbserver --multi :1234

# In GDB, use extended-remote

(gdb) target extended-remote 192.168.1.100:1234
(gdb) set remote exec-file /path/to/program
(gdb) run

gdbserver on Windows for Native Windows Debugging
To debug a Windows application using gdbserver on the same machine (useful for isolated debugging):

# Terminal 1 (server)

C:\> gdbserver.exe :1234 my_app.exe

# Terminal 2 (client)

C:\> gdb my_app.exe

(gdb) target remote localhost:1234

3.5.3 Remote Debugging with lldb-server

lldb-server is the server counterpart for LLDB, supporting both the gdb-remote protocol (for compatibility) and
LLDB’s native protocol.

lldb-server Modes

11db-server operates in two primary modes:

1. Gdbserver mode: Compatible with GDB’s remote protocol, allowing LLDB to connect to gdbserver and

vice versa.

2. Platform mode: Provides enhanced functionality including file transfer, process listing, and multiple

debugging sessions.

Starting lldb-server in Gdbserver Mode

# Launch a new process
$ lldb-server g :1234 ./my_app argl arg2

# Attach to a running process
$ lldb-server g :1234 --attach 12345
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# Reverse connection (server connects to client)

$ lldb-server g --reverse-connect client_host:1234 ./my_app

Starting lldb-server in Platform Mode
Platform mode provides a richer feature set and is the recommended approach for LLDB remote debugging:

# Start platform server

$ lldb-server platform --server --listen :1234

# Optionally specify a separate port for gdbserver connections

$ 1ldb-server platform --server --listen :1234 --gdbserver-port 5678

Connecting LLDB to lldb-server
For gdbserver mode:

(11db) platform select remote-linux # Or remote-windows, remote-macosx
(11db) platform connect connect://192.168.1.100:1234

(11db) target create my_app

(11db) process launch

For platform mode:

(11db) platform select remote-linux
(11db) platform connect connect://192.168.1.100:1234
Platform: remote-linux
Triple: x86_64-unknown-1linux-gnu
(11db) platform process list # List running processes on target
(11db) process attach --pid 12345 # Attach to specific process

Cross-Architecture Remote Debugging with LLDB
LLDB supports debugging across different architectures when properly configured:

(11db) platform select remote-linux

(11db) platform connect connect://192.168.1.100:1234
(11db) settings set target.default-arch armé4

(11db) target create --arch armé4 my_app

(11db) process launch
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lldb-server on Windows

lldb-server can be built for Windows and used to debug Windows applications remotely. The command syntax is

similar to other platforms:
C:\> lldb-server.exe g :1234 my_app.exe

C:\> lldb-server.exe platform --server --listen :1234

3.5.4 Advanced Remote Debugging Techniques

Debugging Through Firewalls and NAT

When the target is behind a firewall, use SSH tunneling or reverse connections.
SSH Tunneling:

# On development machine
ssh -L 1234:1localhost:1234 user@target-host

# Then connect to localhost
(gdb) target remote localhost:1234

Reverse Connection:

# On target

$ gdbserver --reverse-connect dev_host:1234 ./my_app

# On development machine
(gdb) target remote :1234

Remote Debugging with Symbol Servers
When debugging remote targets, you can use symbol servers to automatically download matching symbols:

(gdb) set debug-file-directory /path/to/symbols
(gdb) set sysroot /path/to/target/root

(11db) settings set target.symbol-path /path/to/symbols
(11db) settings set target.sysroot /path/to/target/root
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Remote Core Dump Analysis
You can analyze core dumps from remote systems by transferring the dump file:

# On target
$ gcore 12345 # Generate core dump of process 12345
$ scp core.12345 dev@host:

# On development machine

$ gdb my_app core.12345

3.5.5 Windows-Specific Remote Debugging Tools

In addition to gdbserver and lldb-server, Windows offers native remote debugging solutions:

Visual Studio Remote Debugger (msvsmon.exe)
The Visual Studio Remote Debugger is a powerful alternative for Windows-to-Windows remote debugging:

# On target machine, start the remote debugger
C:\> "C:\Program Files\Microsoft Visual Studio\2022\Community\Common7\IDE\Remote Debugger\x64\msvsmon.exe"

# Configure authentication and note the server name

In Visual Studio on the development machine, use Debug > Attach to Process and enter the remote machine

name.

ExdiGdbSrv: Bridging WinDbg and GDB

Microsoft provides the ExdiGdbSrv component that allows WinDbg to connect to GDB servers, enabling
Windows debuggers to debug remote targets through gdbserver:

C:\> ExdiGdbSrv.exe --port 1234 --target 192.168.1.100:1234

3.6 Debugging Automation: Init Files and Scripting

Manual debugging commands are powerful, but automating repetitive tasks dramatically increases productivity.

Both GDB and LLDB provide robust mechanisms for automation through initialization files and scripting APIs.
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3.6.1 Initialization Files: .gdbinit and .lldbinit

Initialization files contain commands that are automatically executed when the debugger starts. They allow you

to customize the debugging environment, define convenient aliases, and load extensions.

GDB .gdbinit

GDB reads initialization commands from .gdbinit files in two locations:

1. The user’s home directory (YUSERPROFILE%\.gdbinit on Windows)

2. The current working directory

Example .gdbinit for Windows C++ Development

# ~/.gdbinit

# General settings

set print pretty on

set print object on

set print static-members off
set print vtbl on

set print demangle on

set demangle-style gnu-v3

set print sevenbit-strings off

# History settings

set history save on

set history size 10000

set history filename ~/.gdb_history

# Disassembly flavor (Intel syntax preferred by many)

set disassembly-flavor intel

# Disable confirmation prompts

set confirm off

# Automatically load safe-path (for Python extensions)
set auto-load safe-path /

# Pagination control

set pagination off
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# Custom aliases
define cls
shell cls

end

define xxd
if $argc ==
x/10xw $argo
else
printf "Usage: xxd <address>\n"
end

end

document xxd
Examine memory in hex word format

end

define hook-stop
printf "Stopped at "
frame

end

# Python integration
python
import sys

sys.path.append("C:/Users/username/gdb_scripts”)

def setup_pretty_printers():
# Load custom pretty-printers
pass

end

Windows-Specific .gdbinit Considerations

On Windows, GDB looks for . gdbinit in the user’s home directory as defined by the HOME or USERPROFILE

environment variables. If neither is set, GDB may not locate the file. Set the environment variable explicitly:

setx HOME "C:\Users\YourName"

LLDB .lldbinit

LLDB reads initialization commands from .11dbinit files in:
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1. The user’s home directory (YUSERPROFILE%\.11dbinit on Windows)
2. The current working directory

3. A global location (/etc/11dbinit on Unix-like systems)

Example .lldbinit for Windows C++ Development

# ~/.1ldbinit

# General settings

settings set target.enable-synthetic-value true
settings set target.max-children-count 256
settings set target.max-string-summary-length 1024

settings set terminal-width 120

# Output settings

settings set use-color true

# Command aliases
command alias cls platform shell cls

command alias xxd memory read -s4 -fx -c10

# Custom command for Windows

command alias ps platform shell tasklist

# Stop hook

target stop-hook add
frame info

DONE

# Load Python scripts

command script import "C:/Users/username/lldb_scripts/my_commands.py"

# Type formatters
type summary add --summary-string "${var.size()}" std::vector

type summary add --summary-string "${var._M_dataplus._M_p}" std::string

# Settings for Windows debugging

settings set plugin.process.windows.use-exception-breakpoints true
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3.6.2 Python Scripting in GDB

GDB provides a comprehensive Python API for extending its functionality. Python scripts can define new

commands, create pretty-printers, automate complex debugging tasks, and interact with the debugged program.

GDB Python API Basics
The GDB Python API is exposed through the gdb module. Key classes include:
e gdb.Inferior: Represents a debugged process
* gdb.Thread: Represents a thread within an inferior
* gdb.Frame: Represents a stack frame
* gdb.Breakpoint: Represents a breakpoint
» gdb.Value: Represents a value in the debugged program

» gdb.Type: Represents a type in the debugged program

Creating a Custom GDB Command

# my_commands.py

import gdb

class PrintVectorCommand(gdb.Command):

nnn

"""Print the contents of a std::vector.

def __init__(self):
super(PrintVectorCommand, self).__init__("print-vector”, gdb.COMMAND_DATA)

def invoke(self, arg, from_tty):
if not arg:
print("Usage: print-vector <vector_variable>")

return
try:
# Get the vector object

vec = gdb.parse_and_eval(arg)

# Get the start, finish, and end pointers
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start = vec['_M_impl']['_M_start']
finish = vec['_M_impl']['_M_finish']

# Calculate size

size = finish - start

print(f"Vector size: {size}")

print("Contents:")

# Iterate and print elements

for i in range(int(size)):
element = start[i]
print(f" [{i}] = {element}")

except Exception as e:
print(f"Error: {e}")

PrintVectorCommand()

Load and use the command:

(gdb) source my_commands.py
(gdb) print-vector my_vector

Vector size: 5

Contents:
[0] = 10
[1] = 20
[2] = 30
[3]1 = 40
[4] = 50

Creating a Pretty-Printer for a Custom Type

# custom_pretty.py
import gdb

class MyStructPrinter:

nnn

"""Pretty printer for MyStruct.

def __init__(self, val):
self.val = val
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def to_string(self):
x = self.val['x"']
y = self.vall'y']
name = self.val['name'].string()

return f"MyStruct(x={x3}, y={y}, name='{name}')"

def children(self):
for field in self.val.type.fields():
yield field.name, self.val[field.name]

def lookup_function(val):

"""Lookup function for pretty-printers.”""
if val.type.name == 'MyStruct':

return MyStructPrinter(val)

return None

gdb.pretty_printers.append(lookup_function)

Automating Breakpoint Actions with Python

# breakpoint_actions.py

import gdb

class BreakpointLogger(gdb.Breakpoint):

nnn

"""Breakpoint that logs variable values.

def __init__(self, spec, variables):
super(BreakpointLogger, self).__init__(spec)
self.variables = variables
self.hit_count = @

def stop(self):
self.hit_count += 1
print(f"Breakpoint hit #{self.hit_count}")

for var_name in self.variables:
try:
value = gdb.parse_and_eval(var_name)
print(f” {var_name} = {value}")
except Exception as e:

print(f” {var_name} = <error: {e}>")
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# Return False to continue automatically, True to stop

return False

# Create breakpoint at process_item that logs 'index' and 'data'

BreakpointLogger ("process_item”, ["index"”, "data"])

Scripting Complex Debugging Workflows

# workflow.py
import gdb

import time

def find_memory_leak():

nnn

"""Automated workflow to track memory allocations.

# Set up breakpoints on allocation functions
alloc_bp = gdb.Breakpoint("malloc")

alloc_bp.silent = True

free_bp = gdb.Breakpoint("free")

free_bp.silent = True
allocations = {}

class AllocTracker(gdb.Breakpoint):
def stop(self):
size = int(gdb.parse_and_eval("size"))
# Continue to return address
gdb.execute("finish")
addr = gdb.parse_and_eval("$rax")
allocations[str(addr)] = {
'size': size,
'frame': gdb.newest_frame()
}

return False

class FreeTracker(gdb.Breakpoint):
def stop(self):
addr = str(gdb.parse_and_eval("ptr"))
if addr in allocations:
del allocations[addr]

return False
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# Run the program

gdb.execute("run")

# After completion, report unfreed allocations
print(f"Unfreed allocations: {len(allocations)}")
for addr, info in allocations.items():

print(f" {addr}: {info['size']} bytes")

3.6.3 Python Scripting in LLDB

LLDB’s Python API is even more comprehensive than GDB’s, providing full access to the debugger’s internal
state. The entire LLDB public API is exposed through the 11db Python module.

LLDB Python API Basics
Key LLDB Python classes include:
e 11db.SBDebugger: The main debugger object
* 11db.SBTarget: Represents a target (executable)
e 11db.SBProcess: Represents a running process
e 11db.SBThread: Represents a thread
e 11db.SBFrame: Represents a stack frame
e 11db.SBValue: Represents a value
e 11db.SBType: Represents a type

* 11db.SBBreakpoint: Represents a breakpoint

Creating a Custom LLDB Command (Function Style)

# my_lldb_commands.py
import 1ldb

def print_vector_command(debugger, command, result, internal_dict):
"""Print the contents of a std::vector."""

if not command:
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result.SetError(”Usage: print-vector <vector_variable>")

return

target = debugger.GetSelectedTarget()
process = target.GetProcess()

thread = process.GetSelectedThread()
frame = thread.GetSelectedFrame()

# Evaluate the expression

value = frame.EvaluateExpression(command)

if not value.IsValid():
result.SetError(f”Cannot evaluate '{command}'")

return

# Get the vector size

size = value.GetNumChildren()

result.Printf(f"Vector size: {size}\n")
result.Printf(”"Contents:\n")

for i in range(size):
child = value.GetChildAtIndex(i)
child_value = child.GetValue()
child_type = child.GetTypeName()
result.Printf(f” [{i}] = {child_value}\n")

def __lldb_init_module(debugger, internal_dict):
debugger.HandleCommand('command script add -f my_lldb_commands.print_vector_command print-vector')

[

print('"print-vector” command loaded.')

Creating a Custom LLDB Command (Class Style)
The class-based approach provides more features including help text and options parsing:

# class_command.py
import 1ldb

class PrintVectorCommand:

nnn

"""Print the contents of a std::vector.

def __init__(self, debugger, internal_dict):
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self.debugger = debugger

def __call__(self, debugger, command, exe_ctx, result):
if not command:
result.SetError(”Usage: print-vector <vector_variable>")

return

frame = exe_ctx.GetFrame()
if not frame:
result.SetError(”No frame selected”)

return

value = frame.EvaluateExpression(command)
if not value.IsValid():
result.SetError(f”Cannot evaluate '{command}'")

return

size = value.GetNumChildren()

result.Printf(f"Vector size: {size}\n")

for i in range(size):
child = value.GetChildAtIndex(i)
result.Printf(f" [{i}] = {child.GetValue()}\n")

def get_short_help(self):

return "Print the contents of a std::vector.”

def get_long_help(self):
return ("print-vector <vector_variable>\n"

”

Display the size and all elements of a std::vector.”)

def __1ldb_init_module(debugger, internal_dict):
debugger.HandleCommand('command script add -c class_command.PrintVectorCommand print-vector')

[

print('"print-vector” command loaded.')

Creating Type Formatters

# formatters.py
import 11db

def my_struct_summary(valobj, internal_dict):

nnn

"""Custom summary for MyStruct.
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X = valobj.GetChildMemberWithName('x"').GetValue()
y = valobj.GetChildMemberWithName('y').GetValue()
name = valobj.GetChildMemberWithName('name').GetSummary ()

return f"MyStruct(x={x}, y={y}, name={name})"

def __1ldb_init_module(debugger, internal_dict):
debugger.HandleCommand('type summary add MyStruct -F formatters.my_struct_summary')

print('Custom formatters loaded.')

Breakpoint Callbacks in LLDB
LLDB allows Python functions to be called when breakpoints are hit:

# breakpoint_callback.py
import 1ldb

def breakpoint_callback(frame, bp_loc, dict):
"""Called when breakpoint is hit."""
thread = frame.GetThread()

process = thread.GetProcess()
print(f”"Breakpoint hit at {frame.GetFunctionName()3}")

# Log variable values
variables = ["index”, "value”, "data"]
for var in variables:
val = frame.FindVariable(var)
if val.IsValid():
print(f" {var} = {val.GetValue()}")

# Return False to continue, True to stop

return False

def setup_breakpoint(debugger, command, result, internal_dict):
"""Set up a breakpoint with Python callback."""
target = debugger.GetSelectedTarget()
bp = target.BreakpointCreateByName("process_item")
bp.SetScriptCallbackFunction("breakpoint_callback.breakpoint_callback")
result.Printf("Breakpoint set with Python callback.\n")

def __1lldb_init_module(debugger, internal_dict):
debugger.HandleCommand('command script add -f breakpoint_callback.setup_breakpoint setup-bp')
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Scripting Automated Analysis

# analysis.py
import 1ldb

def analyze_crash(debugger, command, result, internal_dict):

nnn nnn

Automated crash analysis workflow.
target = debugger.GetSelectedTarget()

process = target.GetProcess()

if not process or not process.IsValid():
result.SetError(”"No process is being debugged”)

return

# Check if process is stopped

state = process.GetState()

if state != 1ldb.eStateStopped:
result.SetError("Process is not stopped”)

return
thread = process.GetSelectedThread()
result.Printf(”=== Crash Analysis Report ===\n\n")

# Stop reason
stop_reason = thread.GetStopReason()
if stop_reason == 1ldb.eStopReasonException:
result.Printf(”Stop Reason: Exception\n”)
elif stop_reason == 1ldb.eStopReasonBreakpoint:
result.Printf(”Stop Reason: Breakpoint\n")
elif stop_reason == 1lldb.eStopReasonSignal:
result.Printf(f"Stop Reason: Signal {thread.GetStopDescription(100)3}\n")

# Stack trace
result.Printf(”\n--- Stack Trace ---\n")
for frame in thread:
result.Printf(f"#{frame.GetFrameID()} {frame.GetFunctionName()} at {frame.GetLineEntry()}\n")

# Local variables in top frame
frame = thread.GetFrameAtIndex(0)
result.Printf(”\n--- Local Variables ---\n")

for var in frame.GetVariables(True, True, True, True):
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result.Printf(f"{var.GetName()} = {var.GetValue()}\n")

# Registers

result.Printf(”\n--- Registers ---\n")

for reg in frame.GetRegisters():
result.Printf(f"{reg.GetName()}: {reg.GetValue()}\n")

def __11ldb_init_module(debugger, internal_dict):

debugger.HandleCommand('command script add -f analysis.analyze_crash analyze-crash')

3.6.4 Integrating Scripts with Init Files

To automatically load your Python scripts when the debugger starts, add the appropriate commands to your

initialization file.

GDB: Loading Scripts from .gdbinit

# .gdbinit

python

import sys
sys.path.append("C:/Users/username/gdb_scripts”)
import my_commands

import custom_pretty

import breakpoint_actions

end

LLDB: Loading Scripts from .lldbinit

# .1lldbinit

command script import "C:/Users/username/lldb_scripts/my_l1ldb_commands.py"
command script import "C:/Users/username/lldb_scripts/class_command.py”
command script import "C:/Users/username/lldb_scripts/formatters.py”

command script import "C:/Users/username/lldb_scripts/breakpoint_callback.py”

command script import "C:/Users/username/lldb_scripts/analysis.py”

3.6.5 Advanced Scripting: Interacting with External Tools

Both GDB and LLDB Python APIs can interact with external tools and libraries, enabling sophisticated
debugging workflows.
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Example: Exporting Data to JSON

# export_json.py (LLDB)
import 1ldb

import json

def export_variables(debugger, command, result, internal_dict):
"""Export local variables to JSON file."""
target = debugger.GetSelectedTarget()
process = target.GetProcess()
thread = process.GetSelectedThread()
frame = thread.GetSelectedFrame()

variables = {}
for var in frame.GetVariables(True, True, True, False):
variables[var.GetName()] = {
'value': var.GetValue(),

"type': var.GetTypeName()

with open('variables.json', 'w') as f:

json.dump(variables, f, indent=2)

result.Printf(”"Variables exported to variables.json\n")

Example: Automated Git Bisect Integration

# git_bisect_gdb.py
import gdb

import subprocess

class GitBisectCommand(gdb.Command) :

"""Run git bisect with GDB automation.”""

def __init__(self):
super (GitBisectCommand, self).__init__("git-bisect-run”, gdb.COMMAND_RUNNING)

def invoke(self, arg, from_tty):
# Build the program
subprocess.run(["make”, "clean"])

result = subprocess.run(["make"])
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if result.returncode != 0@:
# Build failed, skip this commit
gdb.execute("quit 125")

return

# Run the program under GDB
gdb.execute("file ./my_app")
gdb.execute("break crash_function")

gdb.execute("run")

# Check if we hit the breakpoint (bug present)
frame = gdb.newest_frame()
if frame is not None and frame.name() == "crash_function”:
# Bug present
gdb.execute("quit 1")
else:
# No bug
gdb.execute("quit 0")

GitBisectCommand()

Use with git bisect:

git bisect start HEAD abc1234
git bisect run gdb --batch -x git_bisect_gdb.py

3.6.6 Best Practices for Debugging Automation

* Version Control Your Scripts: Store your GDB and LLDB scripts in version control alongside your

project code.
* Use Modular Design: Break complex automation into reusable functions and modules.

* Handle Errors Gracefully: Scripts should not crash the debugger; catch exceptions and report

meaningful errors.
* Document Custom Commands: Provide clear help text and usage examples.

* Test Scripts in Isolation: Verify script functionality with simple test programs before using in complex

debugging sessions.
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* Consider Performance: Scripts that execute on every breakpoint hit should be efficient to avoid slowing

down debugging.

* Use Environment Detection: Write scripts that adapt to Windows vs. Linux environments using

0s.name or sys.platform.
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Static Analysis — An Eye That Never Sleeps on
Code

4.1 Why Static Analysis? Detecting Errors Before Execution

Static analysis is the process of examining source code without executing it. Unlike dynamic analysis, which
observes program behavior at runtime, static analysis inspects the code’s structure, syntax, and potential
execution paths to identify defects, security vulnerabilities, and violations of coding standards before the

program ever runs.

The Fundamental Value Proposition

The core value of static analysis lies in its ability to shift defect detection leftward in the software development
lifecycle. A bug found during development costs a fraction of what it costs to fix when discovered in production.
Static analysis provides a continuous, automated safety net that operates at compilation time, offering immediate
feedback to developers.

Static analysis complements dynamic analysis rather than replacing it. While dynamic testing verifies that the
program behaves correctly under specific inputs, static analysis examines all possible execution paths
simultaneously, albeit with necessary approximations. This allows static analyzers to detect issues that might
never be exercised by a test suite, such as rare edge cases in error handling code or deeply nested conditional

branches.

Categories of Defects Detected

Modern static analyzers for C++ can detect a broad spectrum of issues:

* Undefined Behavior: Operations that the C++ standard leaves unspecified, such as signed integer
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overflow, use of uninitialized variables, or dereferencing null pointers. These can manifest differently

across compilers and platforms, making them particularly insidious.

* Memory Management Errors: Use-after-free, double-free, memory leaks, and buffer overflows. While
dynamic tools like AddressSanitizer can catch these at runtime, static analysis can identify them without

requiring the problematic code path to be executed.

* Concurrency Issues: Data races, deadlocks, and improper use of synchronization primitives. Some

analyzers can reason about thread interleavings to detect potential race conditions.

* Security Vulnerabilities: Injection flaws, improper input validation, use of dangerous functions, and
exposure of sensitive data. Taint analysis tracks the flow of untrusted data from sources to sinks to identify

potential injection points.

* API Misuse: Incorrect usage of library functions, mismatched allocation and deallocation, and violation

of function preconditions.

* Performance Anti-patterns: Unnecessary copies, inefficient container usage, and missed opportunities

for move semantics.

* Coding Standard Violations: Enforcement of style guides, naming conventions, and organizational
coding policies. This includes compliance with standards like MISRA C/C++ and CERT.

The Economics of Early Detection

The cost of fixing a defect increases exponentially the later it is discovered. A bug caught during development by
a static analyzer costs minutes to fix. The same bug found during integration testing might cost hours.
Discovered by a customer in production, it can cost days or weeks, including the overhead of issue tracking,
diagnosis, patch development, testing, and deployment. Static analysis reduces the total cost of quality by

preventing defects from propagating downstream.

Integration with the Development Workflow

Static analysis is most effective when integrated directly into the developer’s workflow and the continuous
integration pipeline. Running analysis locally before committing code provides immediate feedback. CI

integration ensures that no code is merged that violates critical quality gates.

# Example: Git pre-commit hook running static analysis
#!/bin/bash
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clang-tidy src/x.cpp -- -std=c++23

if [ $? -ne @ J; then
echo "Static analysis failed. Commit aborted.”
exit 1

fi

Limitations and Considerations

Static analysis is not a silver bullet. The halting problem fundamentally limits what any static analyzer can prove
about an arbitrary program. Consequently, analyzers must approximate, leading to three possible outcomes for

any given issue:

* True Positive: The analyzer correctly identifies a real defect.

« False Positive: The analyzer reports an issue that is not actually a problem. Excessive false positives lead

to alert fatigue and cause developers to ignore or disable checks.

* False Negative: The analyzer fails to detect a real defect. This represents missed opportunities for early

detection.

The goal when configuring static analysis is to maximize true positives while keeping false positives at an
acceptable level. This requires careful selection of which checks to enable and, in some cases, annotation of the

source code to suppress specific warnings where the analyzer cannot understand the intended behavior.

4.2 Clang-Tidy: The Built-in Clang Analyzer

Clang-Tidy is a clang-based C++ linter and static analysis tool that provides an extensive framework for
detecting common programming errors, style violations, and performance issues. It is part of the LLVM project
and integrates deeply with the Clang compiler infrastructure, giving it access to the full abstract syntax tree
(AST) of the analyzed code.

Architecture and Philosophy

Clang-Tidy operates by performing checks on the Clang AST. Each check is implemented as a C++ class that
traverses the AST and reports diagnostics when it identifies problematic patterns. This architecture allows checks
to perform sophisticated analysis, including data-flow analysis across functions and path-sensitive reasoning.

Checks are organized into modules based on their purpose:
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modernize-*: Checks that suggest modern C++ alternatives to legacy patterns. Examples include

modernize-use-auto, modernize-use-nullptr, and modernize-loop-convert.

performance-*: Checks that identify performance pitfalls, such as unnecessary copies, inefficient

container access, and missed move opportunities.

bugprone-*: Checks that target common bug patterns, including misuse of APIs, suspicious expressions,

and potential undefined behavior.

readability-*: Checks that enforce readability and style conventions.
cppcoreguidelines-*: Checks that enforce the C++ Core Guidelines.
misc-*: Miscellaneous checks that do not fit neatly into other categories.

clang-analyzer-*: Integrations with the Clang Static Analyzer for deeper inter-procedural analysis.

Essential Modernize Checks

The modernize module is particularly valuable for teams modernizing legacy codebases. Key checks include:

modernize-use-override: Detects virtual functions that override base class functions but do not use

the override keyword.
modernize-use-nullptr: Converts uses of NULL or @ for null pointers to nullptr.

modernize-use-auto: Suggests using auto for variable declarations where the type is already evident

from the initializer.
modernize-loop-convert: Converts traditional for loops over containers to range-based for loops.

modernize-use-emplace: Suggests using emplace_back instead of push_back for constructing objects

in place.
modernize-use-using: Replaces typedef with using alias declarations.

modernize-make-unique and modernize-make-shared: Recommends using std: :make_unique and

std: :make_shared instead of direct new.
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Critical Performance Checks

The performance module identifies patterns that unnecessarily degrade runtime performance:

* performance-unnecessary-value-param: Warns when a function parameter is passed by value but

could be passed by const reference without modification.

* performance-move-const-arg: Detects calls to std: :move on const objects, which silently falls back

to a copy.

* performance-for-range-copy: Warns when a range-based for loop copies each element when a const

reference would suffice.

e performance-inefficient-vector-operation: Identifies inefficient operations on std: : vector,

such as repeated calls to push_back without prior reserve.

* performance-noexcept-move-constructor: Checks that move constructors and assignment operators

are marked noexcept, enabling optimizations in standard containers.

Vital Bugprone Checks
The bugprone module catches subtle errors that can be difficult to spot in code review:
* bugprone-use-after-move: Warns about using an object after it has been moved from.
* bugprone-suspicious-memset-usage: Detects suspicious uses of memset on non-trivial types.
* bugprone-integer-division: Warns about integer division used in floating-point contexts.
¢ bugprone-unchecked-optional-access: Identifies unchecked access to std: :optional values.
¢ bugprone-branch-clone: Detects identical code in both branches of a conditional.

* bugprone-signed-char-misuse: Warns about using signed char for arithmetic when char may be

signed or unsigned depending on the platform.

Configuring Clang-Tidy on Windows

Clang-Tidy is available on Windows as part of the LLVM installation. Download the LLVM installer from the
official LLVM releases page and ensure Clang-Tidy is selected during installation.

To run Clang-Tidy on a C++ file:
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clang-tidy main.cpp --checks=modernize-*,performance-*,bugprone-* -- -std=c++23

The double dash (-) separates Clang-Tidy options from compiler flags that are passed to Clang for parsing the
file.

Using .clang-tidy Configuration Files

For project-wide configuration, create a . clang-tidy file in the project root. This file uses YAML syntax to

specify which checks to enable or disable, as well as check-specific options.

Checks: >
-x,
bugprone-*,
cert-*,
cppcoreguidelines-x*,
modernize-*,
performance-x*,
readability-*,
-modernize-use-trailing-return-type,
-readability-magic-numbers,

-cppcoreguidelines-avoid-magic-numbers

CheckOptions:
- key: readability-identifier-naming.ClassCase
value: CamelCase
- key: readability-identifier-naming.VariableCase
value: camelBack
- key: modernize-use-auto.MinTypeNamelLength

value: '5'

Integration with CMake

Clang-Tidy integrates seamlessly with CMake via the CMAKE_CXX_CLANG_TIDY variable or the
<LANG>_CLANG_TIDY target property.
set (CMAKE_CXX_CLANG_TIDY

clang-tidy;

-checks=-x,bugprone-*,performance-*,modernize-x*;

-header-filter=.;)

This configuration runs Clang-Tidy on every compiled file as part of the build process. For large projects,

consider running Clang-Tidy separately to avoid slowing down the build.
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Integration with Visual Studio Code

The C/C++ extension for VS Code includes built-in support for Clang-Tidy. Add the following to your

settings. json:

{
"C_Cpp.codeAnalysis.clangTidy.enabled”: true,
"C_Cpp.codeAnalysis.clangTidy.checks.disabled”: [
"modernize-use-trailing-return-type”
g
"C_Cpp.codeAnalysis.clangTidy.path”: "C:/Program Files/LLVM/bin/clang-tidy.exe"
}

Example: Detecting and Fixing a Common Bug
Consider the following code with a subtle bug:

#include <vector>

#include <memory>

class Base {

public:
virtual ~Base() = default;
virtual void process() = 0;

1

class Derived : public Base {
public:
void process() override { /* ... %/ }

B

void process_all(const std::vector<std::unique_ptr<Base>>& items) {
for (auto item : items) { // Bug: copying unique_ptr

item->process();

Running Clang-Tidy with performance-* checks produces:

warning: loop variable is copied but only used as const reference;
consider making it a const reference [performance-for-range-copy]

for (auto item : items) {
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A

const &

The fix is straightforward:

for (const auto& item : items) {

item->process();

4.3 Cppcheck: Cross-Platform Static Analysis

Cppcheck is a dedicated static analysis tool for C and C++ that focuses on detecting bugs that compilers
typically miss. Unlike Clang-Tidy, which leverages the Clang AST, Cppcheck performs its own analysis using a
custom parser and analysis engine, making it highly portable and capable of analyzing non-standard code,
including compiler extensions and inline assembly.

Design Philosophy

Cppcheck is designed with a strong emphasis on minimizing false positives. The developers prioritize accuracy
over exhaustive detection, meaning that when Cppcheck reports an issue, there is a high probability that it
represents a genuine defect. This makes Cppcheck particularly suitable for integration into CI pipelines where
false positives can erode trust in the tooling.

The tool performs several layers of analysis:

1. Preprocessing and Tokenization: The source code is preprocessed to handle macros, includes, and

conditional compilation.
2. Syntax Analysis: A simplified AST is built to understand the structure of the code.
3. Data Flow Analysis: Tracks how values propagate through variables and expressions.

4. Control Flow Analysis: Examines possible execution paths through the program.

Core Checks

Cppcheck organizes its checks into several categories that can be enabled or disabled via the —enable flag:

* error: Critical bugs that almost certainly indicate a defect.
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» warning: Issues that are likely to be problems but may have legitimate uses.
« style: Code style and readability concerns.

 performance: Inefficient code patterns.

* portability: Code that may behave differently on different platforms.

* information: Informational messages about the analysis.

* unusedFunction: Functions that are never called.

» missingInclude: Missing header includes.

Key Checks and Their Significance
Cppcheck excels at detecting specific categories of bugs:
* Memory Leaks: Tracks allocations and deallocations to identify leaked memory.
* Mismatched Allocation/Deallocation: Detects mixing new/delete with malloc/free.
* Buffer Overruns: Identifies potential out-of-bounds array accesses.
* Null Pointer Dereferences: Finds paths where a pointer could be null when dereferenced.
* Uninitialized Variables: Warns about using variables before they have been assigned a value.
* Resource Leaks: Detects leaked file handles and other system resources.
* Dead Code: Identifies unreachable code and unused functions.
* Suspicious Expressions: Flags expressions that may not do what the programmer intended, such as using
sizeof on a pointer expecting the size of the array.
Installing Cppcheck on Windows

Cppcheck can be installed on Windows via the official installer from the Cppcheck website, through Chocolatey
(choco install cppcheck), or by extracting the portable ZIP archive.

After installation, verify the installation:

cppcheck --version
Cppcheck 2.18.3



103

Basic Usage
To analyze a single file:

cppcheck --enable=all main.cpp

To analyze an entire project directory:

cppcheck --enable=all --suppress=missingIncludeSystem src/

The —suppress=missingIncludeSystem flag suppresses warnings about missing system headers, which are
often false positives on Windows when analyzing cross-platform code.

Advanced Options

Cppcheck offers numerous options for fine-tuning the analysis:

cppcheck --enable=warning,performance,portability *
--inconclusive *
--std=c++23 *
--platform=win64 *
--suppressions-list=suppressions.txt *
--xml --xml-version=2 *

src/ 2> cppcheck-report.xml
Key options explained:

* —inconclusive: Reports issues even when the analysis cannot reach a definite conclusion. This increases

detection but may introduce false positives.
e —std=c++23: Specifies the C++ standard to use for analysis.
e —platform=win64: Informs Cppcheck of the target platform’s type sizes and alignment.
* —suppressions-list: Specifies a file containing suppression rules.
e —xml: Outputs results in XML format for integration with other tools.

* -j: Enables parallel analysis using multiple CPU cores.
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Suppressing False Positives
When Cppcheck reports a false positive, it can be suppressed using an inline comment:

// cppcheck-suppress memleak
char* buffer = new char[1024];
// Complex logic that conditionally deletes buffer

Alternatively, suppression rules can be specified in a separate file:

# suppressions.txt
memleak:src/legacy/module.cpp

uninitvar:*

Cppcheck Premium and MISRA Compliance

Cppcheck offers a premium version that includes enhanced checks for compliance with safety standards such as
MISRA C:2025, MISRA C++:2023, and CERT C/C++. These checks are essential for teams developing

safety-critical software in automotive, aerospace, and medical device industries.

cppcheck-premium --addon=misra_c_2025 --addon=misra_cpp_2023 src/

Integration with CMake
Cppcheck can be integrated into CMake builds using the CMAKE_CXX_CPPCHECK variable:

set (CMAKE_CXX_CPPCHECK
cppcheck
--enable=warning,performance,portability
--inconclusive
--std=c++23
--suppress=missingIncludeSystem

--error-exitcode=1)

Example: Detecting a Resource Leak
Consider the following Windows-specific code that leaks a file handle:

#include <windows.h>

#include <string>

void write_to_file(const std::string& data) {
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HANDLE hFile = CreateFileA("output.txt”, GENERIC_WRITE, @, NULL,
CREATE_ALWAYS, FILE_ATTRIBUTE_NORMAL, NULL);
if (hFile == INVALID_HANDLE_VALUE) {

return;

DWORD bytesWritten;
WriteFile(hFile, data.c_str(), data.size(), &bytesWritten, NULL);

// Bug: Missing CloseHandle(hFile)

Running Cppcheck produces:

[output.txt:15]: (error) Resource leak: hFile

The fix adds the missing cleanup:

void write_to_file(const std::string& data) {
HANDLE hFile = CreateFileA("output.txt”, GENERIC_WRITE, @, NULL,
CREATE_ALWAYS, FILE_ATTRIBUTE_NORMAL, NULL);
if (hFile == INVALID_HANDLE_VALUE) {

return;

DWORD bytesWritten;
WriteFile(hFile, data.c_str(), data.size(), &bytesWritten, NULL);
CloseHandle(hFile);

4.4 PVS-Studio: Advanced Commercial Static Analysis

PVS-Studio is a commercial static code analyzer for C, C++, C#, and Java that provides deep inter-procedural
analysis, data-flow tracking, and taint analysis. It is particularly strong at detecting complex, non-obvious defects
in large codebases and is widely used in safety-critical and high-reliability software development.

Analysis Capabilities

PVS-Studio employs a combination of advanced analysis techniques:
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» Data-Flow Analysis: Tracks how values propagate through the program, enabling detection of issues like

division by zero, null pointer dereferences, and use of uninitialized variables.

* Symbolic Execution: Reasons about program paths using symbolic values, allowing the analyzer to

explore branches that might be difficult to reach through concrete testing.

¢ Inter-procedural Analysis: Analyzes function calls across translation unit boundaries, providing a

whole-program view of potential issues.

¢ Pattern-Based Analysis: Matches code against a database of known bug patterns derived from real-world

defect analysis.
 Taint Analysis: Tracks the flow of untrusted data from sources (user input, network) to sinks (sensitive
operations) to identify security vulnerabilities.
Taint Analysis

Taint analysis is one of PVS-Studio’s most powerful features for security auditing. The analyzer marks data
originating from untrusted sources as "tainted" and tracks its propagation through the program. If tainted data

reaches a sensitive sink without proper validation, a vulnerability is reported.

#include <cstdlib>

#include <string>

// Source: User input from command line

int main(int argc, charx argv[]) {
if (argc < 2) return 1;
const char* user_input = argv[1]; // Tainted data source
// Vulnerability: Tainted data used directly in system()
// PVS-Studio warning: V5624 Potential command injection
std::string command = "echo " + std::string(user_input);

system(command.c_str());

return 0;

PVS-Studio 7.37 expanded taint analysis to detect additional vulnerability types, including:

* Division by zero where the divisor is derived from tainted input
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¢ Buffer overflows where the index or size comes from untrusted data
¢ Bitwise shifts with tainted shift amounts

» Signed integer overflow from tainted values

User Anneotations

When the analyzer cannot automatically determine that a function returns tainted data or acts as a sink,

developers can provide custom annotations:

// my_source_function returns tainted data

int my_source_function(); // PVS-Studio: taint_source

// my_sink_function consumes tainted data

void my_sink_function(int value); // PVS-Studio: taint_sink

Alternatively, annotations can be provided in a JSON configuration file:

{
"sources”: ["my_source_function”],
"sinks": ["my_sink_function”],

"validators”: ["validate_input”]

Installing PVS-Studio on Windows

PVS-Studio integrates directly with Visual Studio as an extension. Download the installer from the PVS-Studio
website and run it. The installer adds a PVS-Studio menu to Visual Studio and registers the command-line utility.

For command-line usage, the analyzer can be invoked independently:

PVS-Studio_Cmd.exe --target "MySolution.sln” --platform "x64" --configuration "Debug"

Running Analysis from Visual Studio

After installation, analyze a project directly from Visual Studio:
1. Open your solution in Visual Studio.
2. Goto Extensions > PVS-Studio > Check > Solution.
3. Wait for the analysis to complete.

4. Review the results in the PVS-Studio output window.
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Integration with Build Systems
PVS-Studio can integrate with any build system by monitoring compiler invocations. For CMake projects:

n

PVS-Studio_Cmd.exe --source-files "src" *
--compiler

— "C:/Program Files/Microsoft Visual Studio/2022/Community/VC/Tools/MSVC/14.42.34433/bin/Hostx64/x64

A
—

--output "pvs-report.plog”

For MSBuild-based projects:

MSBuild.exe MyProject.sln /t:Rebuild /p:Configuration=Release /p:Platform=x64 *
/p:PVS-Studio=true

Analyzing Compiler Monitoring Logs

PVS-Studio includes a compiler monitoring utility that intercepts compiler invocations and generates a trace file

for analysis:

CLMonitor.exe monitor
# Build the project normally

CLMonitor.exe analyze -1 compile_log.json -o report.plog

Suppressing Warnings
PVS-Studio provides multiple mechanisms for suppressing false positives:
¢ Inline Comments: //-V:WARNING_NUMBER suppresses a specific warning.
* Mass Suppression: Use //-V: :WARNING_NUMBER to suppress warnings in the remainder of the file.

 Configuration Files: Suppression rules can be defined in .pvsconfig files.

4.5 SonarQube and CodeChecker: Code Quality Dashboards and CI/CD

Integration

While standalone static analyzers provide point-in-time analysis, integrating them into a comprehensive quality
management platform enables tracking quality trends, enforcing quality gates, and providing visibility to the

entire development team.
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4.5.1 SonarQube: The Integrated Quality Platform

SonarQube is an open-source platform for continuous inspection of code quality. It performs automatic reviews
with static analysis to detect bugs, code smells, and security vulnerabilities across more than 30 programming

languages, including C++.

Architecture Overview

SonarQube consists of three main components:

1. SonarQube Server: A web application that provides the user interface, stores analysis results in a

database, and manages quality profiles and quality gates.

2. SonarScanner: A client application that runs analysis on the build machine and submits results to the

SErver.

3. Database: Stores configuration, analysis results, and historical data for trending.

C++ Analysis with sonar-cxx Plugin

For C++ projects, the community-maintained sonar-cxx plugin acts as a bridge between external C++ analysis

tools and the SonarQube platform. The plugin can ingest reports from multiple analyzers:

* Cppcheck
* Clang-Tidy

* Clang Static Analyzer

PVS-Studio

MSVC Code Analysis

GCC/Clang compiler warnings

Setting Up SonarQube for C++ on Windows

1. Install SonarQube Server: Download the SonarQube distribution and extract it to a directory. Start the

server by running StartSonar.bat from the bin\windows-x86-64 directory.
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2. Install the sonar-cxx Plugin: Download the plugin JAR file and place it in extensions\plugins.

Restart the SonarQube server.

3. Configure SonarScanner: Download SonarScanner for Windows and add its bin directory to your
PATH.

4. Create a sonar-project.properties file in your project root:

# sonar-project.properties
sonar.projectKey=my_cpp_project
sonar.projectName=My C++ Project
sonar.projectVersion=1.0
sonar.sources=src

sonar.sourceEncoding=UTF-8

# C++ specific settings
sonar.cxx.cppcheck. reportPath=cppcheck-report.xml
sonar.cxx.clangtidy.reportPath=clang-tidy-report.txt

sonar.cxx.includeDirectories=include

Running the Analysis

# Run Cppcheck and generate XML report
cppcheck --enable=all --xml --xml-version=2 src/ 2> cppcheck-report.xml

# Run Clang-Tidy
clang-tidy src/*.cpp --checks=* -- > clang-tidy-report.txt 2>&1

# Run SonarScanner

sonar-scanner

Quality Gates

Quality Gates are sets of conditions that must be met for code to be considered acceptable. When integrated
with CI/CD pipelines, a failed Quality Gate can prevent merging or deployment.

Example Quality Gate conditions for C++ projects:
* No new critical bugs
» Code coverage on new code > 80 percent

* Duplicated lines on new code < 3 percent
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* Maintainability rating on new code is A

* Security rating on new code is A

4.5.2 CodeChecker: LLVM-Based Analysis Infrastructure

CodeChecker is an analyzer tooling, defect database, and viewer extension built on top of the LLVM/Clang
Static Analyzer and Clang-Tidy toolchain. It provides a comprehensive solution for managing static analysis
results, tracking defects over time, and generating compliance reports.

Key Features

* Web-Based Defect Viewer: Provides a rich interface for browsing, filtering, and managing analysis

results.
* Defect Database: Stores historical analysis data, enabling trend analysis and tracking of issue resolution.
* Incremental Analysis: Analyzes only changed files, dramatically reducing analysis time in CI pipelines.

¢ Multi-Analyzer Support: Integrates results from Clang Static Analyzer, Clang-Tidy, Cppcheck, and

Facebook Infer.
* Compliance Reporting: Generates reports for SEI CERT C/C++, CWE Top 25, and other coding
standards.
Installing CodeChecker on Windows via WSL

CodeChecker is primarily designed for Linux environments. On Windows, the recommended approach is to use
Windows Subsystem for Linux (WSL):

# In WSL

pip install codechecker

Running Analysis with CodeChecker
The typical workflow involves three steps: logging the build, running the analysis, and viewing the results.

# Step 1: Log the build

CodeChecker log -b "make" -o compilation_database. json
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# Step 2: Run the analysis

CodeChecker analyze compilation_database.json -o reports --enable-all

# Step 3: View results in web interface
CodeChecker server &

CodeChecker store reports --name my_project_run
# Open http://localhost:8001 in browser

CodeChecker 6.25.0 Enhancements

Recent versions of CodeChecker have introduced significant improvements:

* Guideline Statistics: A dedicated page showing compliance with SEI CERT C/C++ and CWE Top 25,

with exportable reports.

* Facebook Infer Integration: Support for the Facebook Infer analyzer, providing additional defect

detection capabilities.

¢ Improved Checker Disambiguation: Clearer syntax for enabling/disabling specific checkers using

namespaces like prefix:, profile:, and guideline:.

* PVS-Studio Report Conversion: Support for importing PVS-Studio analysis results.

Integration with GitHub Actions
CodeChecker provides a GitHub Action for seamless CI integration:

name: Static Analysis
on: [push, pull_request]

jobs:
analyze:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v4
- name: Run CodeChecker
uses: whisperity/codechecker-analysis-action@vi
with:
build-command: make
enable-all: true

output-directory: reports
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4.6 C++ Core Guidelines Checker: Enforcing C++ Foundation Guidelines

The C++ Core Guidelines are a set of rules and best practices for modern C++ development, maintained by the
C++ Foundation under the editorship of Bjarne Stroustrup and Herb Sutter. The guidelines aim to help

developers write safer, more maintainable, and more efficient C++ code by providing clear, actionable rules.

Overview of the C++ Core Guidelines
The guidelines are organized into several major sections:
» P: Philosophy: High-level principles guiding the guidelines.
* I: Interfaces: Rules for designing clean, safe interfaces.
* F: Functions: Guidelines for function design and implementation.
* C: Classes and Class Hierarchies: Best practices for object-oriented design.
* Enum: Enumerations: Proper use of enum types.
* R: Resource Management: Rules for safe handling of resources (memory, files, locks).
* ES: Expressions and Statements: Guidelines for writing correct expressions and statements.
* Per: Performance: Recommendations for writing efficient code.

* CP: Concurrency and Parallelism: Rules for safe concurrent programming.

SL: The Standard Library: Best practices for using the C++ Standard Library.

Each rule includes a rationale, examples, and a note on how it can be enforced (through static analysis, compiler

warnings, or runtime checks).

Microsoft C++ Core Check

Microsoft provides a built-in static analysis tool called C++ Core Check that enforces a subset of the C++ Core
Guidelines. It is integrated into Visual Studio and the MSVC compiler.
To enable C++ Core Check in Visual Studio:

1. Open project properties.
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2. Navigate to Configuration Properties > Code Analysis > General.
3. Set Enable C++ Core Check to Yes.

4. Optionally, set Run this rule set to one of the Core Check rule sets.

To enable from the command line:

cl /analyze /analyze:plugin EspXEngine.dll /analyze:ruleset
—  "%VCINSTALLDIR%\\Team Tools\\Static Analysis Tools\\Rule Sets\\CppCoreCheckRules.ruleset” main.cpp

Key C++ Core Check Rules

Some of the most critical rules enforced by C++ Core Check include:

* (C26444: NO_UNNAMED_RAII_OBJECTS: Warns against creating temporary RAII objects that are

immediately destroyed, defeating their purpose.

¢ C26446: PREFER_GSL_AT: Recommends using gsl: :at for bounds-checked container access instead

of operator([].

¢ C26458: WARNING_PREFER_GSL_AT_VOID: A more precise version of C26446 that reduces false

positives.

¢ C26472: NO_REINTERPRET_CAST_FOR_ARITHMETIC: Prohibits using reinterpret_cast for

arithmetic types.

* (C26481: NO_POINTER_ARITHMETIC: Discourages pointer arithmetic in favor of span or container

iterators.
¢ C26490: NO_REINTERPRET_CAST: Generally discourages the use of reinterpret_cast.

¢ (C26492: NO_DOWNCAST_WITH_STATIC_CAST: Recommends against downcasting with

static_cast; use dynamic_cast or avoid downcasting entirely.

* (C26496: USE_CONST_FOR_VARIABLE: Suggests marking variables as const when they are not
modified.
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Clang-Tidy C++ Core Guidelines Checks

Clang-Tidy also provides extensive coverage of the C++ Core Guidelines through its cppcoreguidelines-*

check module. This provides cross-platform enforcement of many of the same rules.

clang-tidy main.cpp -checks='-*, cppcoreguidelines-x' -- -std=c++23

Example: Enforcing Resource Management Rules

The C++ Core Guidelines strongly advocate for RAII (Resource Acquisition Is Initialization) and discourage
manual resource management.

Consider this non-compliant code:

void legacy_function() {

FILEx file = fopen("data.txt”, "r");
if (!file) return;

char buffer[256];
fread(buffer, 1, 256, file);

// Bug: Missing fclose(file) on some paths
if (bufferf@] == '"#') {
return; // Leaks file handle

fclose(file);

C++ Core Check would flag this with warnings about raw pointer usage and missing RAIIL. The compliant

version uses modern C++:

#include <fstream>

#include <string>
void modern_function() {
std::ifstream file("data.txt");

if (!file) return;

std::string buffer;
std::getline(file, buffer);

if (!buffer.empty() && buffer[0] == "#') {
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return; // File automatically closed

// File automatically closed at end of scope

Guidelines Support Library (GSL)

The C++ Core Guidelines are accompanied by the Guidelines Support Library (GSL), a small library of types

and functions that help implement the guidelines:
* gsl::span: A non-owning view of contiguous memory, replacing pointer-and-length pairs.
e gsl::not_null: A wrapper that statically guarantees a pointer is not null.
e gsl::owner: A type alias that documents ownership semantics.
e gsl::finally: A utility for executing cleanup code at scope exit.
e gsl::narrowand gsl::narrow_cast: Safe narrowing conversions.

#include <gsl/gsl>

void process_data(gsl::span<int> data, gsl::not_null<FILEx> output) {
for (int value : data) {
fprintf(output, "%d\n", value);

void caller() {
std: :vector<int> values = {1, 2, 3, 4, 53};
FILEx f = fopen("out.txt"”, "w");
auto _ = gsl::finally([f] { fclose(f); 3});

process_data(gsl: :make_span(values), gsl::not_null{f});

Integration with Development Workflow
To maximize the benefit of C++ Core Guidelines enforcement:

1. Enable in the IDE: Configure Visual Studio or CLion to run Core Check or Clang-Tidy with

cppcoreguidelines-* checks on every save.
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. Enforce in CI: Add a CI job that runs Core Check and fails the build on any violation.

. Gradual Adoption: For existing codebases, start by enabling a small set of high-value checks and

gradually expand coverage.

. Educate the Team: The guidelines are most effective when developers understand not just what the rule

prohibits, but why it improves code quality.



Sanitizers — Runtime Guardians

Sanitizers are a family of dynamic testing tools that instrument compiled code to detect various categories of
programming errors at runtime. Unlike static analyzers that examine source code without execution, sanitizers
operate by inserting runtime checks directly into the generated machine code. This approach provides
high-precision detection of memory safety violations, data races, undefined behavior, and other subtle defects
that traditional testing often misses.

The sanitizer ecosystem, originally developed by Google for the LLVM project, has become an indispensable
component of modern C++ quality assurance. These tools have been integrated into both Clang and GCC, with
Microsoft providing native implementations for the MSVC toolchain. The primary strength of sanitizers lies in

their near-zero false positive rate—when a sanitizer reports an error, it is almost certainly a genuine defect.

5.1 AddressSanitizer (ASan): Detecting Memory Errors

AddressSanitizer, commonly abbreviated as ASan, is a fast memory error detector capable of identifying
out-of-bounds accesses to heap, stack, and global objects, as well as use-after-free and use-after-return errors. It
achieves this through a combination of compile-time instrumentation and a specialized runtime library that
manages shadow memory—a dedicated memory region that tracks the state of every aligned 8-byte chunk of

application memory.

How AddressSanitizer Works

ASan replaces standard memory allocation functions (malloc, free, new, delete) with instrumented versions
that create poisoned red zones around allocated memory regions. These red zones are marked as inaccessible in
the shadow memory map. Any attempt to read from or write to a red zone triggers an immediate report detailing
the violation type, the memory address involved, and a complete stack trace showing both the allocation site and

the access site.
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The shadow memory mechanism operates by mapping every 8 bytes of application memory to a single byte of
shadow memory. This shadow byte encodes the accessibility of the corresponding application memory: a value
of 0 indicates that all 8 bytes are addressable, while values between 1 and 7 indicate that only the first k bytes are
valid. Negative values are reserved for special states such as heap red zones, stack red zones, and freed memory
regions.

ASan introduces a typical slowdown of approximately 2x compared to uninstrumented code, making it suitable

for regular development testing and continuous integration pipelines.

Detecting Heap Buffer Overflows

Consider the following code that writes past the end of a dynamically allocated buffer:

#include <cstdlib>

int main() {
intx array = new int[100];
array[100] = 42; // Buffer overflow: valid indices are 0-99
delete[] array;

return 0;

Compiled with ASan and executed, this program produces output similar to:

==12345==ERROR: AddressSanitizer: heap-buffer-overflow on address 0x6140000001a0
WRITE of size 4 at 0x6140000001a0 thread T@
#0 Ox4a8b2e in main /path/to/example.cpp:5:13
0x6140000001a0 is located @ bytes after 400-byte region [0x614000000010,0x6140000001a0)
allocated by thread T@ here:
#0 0x4b2a90 in operator new[](unsigned long)
#1 0x4a8b10 in main /path/to/example.cpp:4:17

The report identifies the exact location of the overflow, the size of the allocated region, and the allocation call

stack.

Detecting Use-After-Free

Use-after-free errors occur when memory is accessed after it has been deallocated. These errors are notoriously
difficult to diagnose because the freed memory may be reused for other allocations, leading to subtle data

corruption rather than immediate crashes.
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int main() {
int* p = new int(42);
delete p;
*p = 100; // Use-after-free

return 0;

ASan reports this violation with precise information about both the deallocation and the subsequent access:

==12345==ERROR: AddressSanitizer: heap-use-after-free on address 0x602000000010
WRITE of size 4 at 0x602000000010 thread T@
#0 Ox4a8b2e in main /path/to/example.cpp:4:6
0x602000000010 is located @ bytes inside of 4-byte region
freed by thread T@ here:
#0 0x4b2b00 in operator delete(voidx)
#1 Ox4a8bla in main /path/to/example.cpp:3:5
previously allocated by thread T@ here:
#0 0x4b2a90 in operator new(unsigned long)
#1 0x4a8b0@ in main /path/to/example.cpp:2:14

Stack Buffer Overflows and Use-After-Return

ASan also protects against stack-based memory errors. By default, it detects out-of-bounds accesses to local
variables and stack arrays. For detecting use-after-return—accessing a stack variable after the function has

returned—an additional runtime flag is required.

#include <cstdio>

int*x get_dangling_pointer() {
int local = 42;

return &local; // Returning address of local variable

int main() {
int* p = get_dangling_pointer();
printf("%d\n", *p); // Use-after-return

return 0;

To detect this, run with ASAN_OPTIONS=detect_stack_use_after_return=1.
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ASan on Windows with MSVC

Microsoft has integrated AddressSanitizer into the MSVC toolchain since Visual Studio 2019 version 16.9.
Visual Studio 2022 and later versions provide robust ASan support with both MSVC and clang-cl compilers.

To enable ASan in a Visual Studio project:
1. Open project properties.
2. Navigate to Configuration Properties > C/C++ > General.

3. Set Enable Address Sanitizer to Yes (/fsanitize=address).

Alternatively, from the command line:

cl /fsanitize=address /Zi /0d example.cpp

The /Zi flag generates debug information, and /0d disables optimizations for clearer reports.

Visual Studio 17.6 Enhancements: Continue On Error

Visual Studio 17.6 introduced a significant enhancement to the Address Sanitizer runtime: Continue On Error
(COE). This feature allows the application to continue executing after ASan detects a memory safety error,
reporting the issue without terminating the process. This enables discovery of multiple errors in a single test run,
substantially improving debugging efficiency.

To enable Continue On Error:

set ASAN_OPTIONS=continue_on_error=1

Recent ASan Developments

Microsoft continues to expand ASan support. Visual Studio 2026 added AddressSanitizer support for ARM64
targets, enabling memory safety testing on the growing ecosystem of ARM-based Windows devices.
Additionally, the Microsoft STL team has begun adding ASan annotations to standard library components. For
instance, the std: :optional implementation now poisons its internal storage when empty and unpoisons it

when a value is assigned, allowing ASan to detect invalid accesses to empty optional objects.
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Configuring ASan Runtime Options

ASan behavior can be customized through the ASAN_OPTIONS environment variable or by defining a function
named __asan_default_options that returns a string of options.

Common runtime options include:

* halt_on_error=0: Continue execution after detecting an error (similar to COE).

* detect_stack_use_after_return=1: Enable detection of use-after-return errors.
e detect_leaks=1: Enable LeakSanitizer integration (default on most platforms).

* log_path=/path/to/logs: Write reports to files instead of stderr.

* suppressions=/path/to/suppressions.txt: Load suppression rules.

Example __asan_default_options implementation:

extern "C" const charx __asan_default_options() {
return "halt_on_error=0:detect_stack_use_after_return=1:1log_path=asan.log";

5.2 LeakSanitizer (LSan): Detecting Memory Leaks

LeakSanitizer is a specialized memory leak detector that identifies allocated memory blocks that are no longer
reachable from the program’s root set—global variables, stack variables, and thread-local storage. LSan is

tightly integrated with AddressSanitizer but can also operate as a standalone tool.

How LeakSanitizer Works

LSan performs a conservative garbage collection-style reachability analysis at program termination (or upon
request). It scans memory regions that might contain pointers, identifies all reachable allocations, and reports
any allocated blocks that are not reachable. This approach detects memory leaks—allocations that the program
has lost all references to, making them impossible to free.

Unlike some tools that report any allocation not explicitly freed, LSan ignores memory that is still reachable
through global or stack pointers. This design choice dramatically reduces false positives, as many programs

intentionally allocate memory that persists for the program’s lifetime without explicit deallocation.
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Using LSan with ASan

When using AddressSanitizer, leak detection is enabled by default. No additional compilation flags are required.

The leak report is generated at program exit:

int main() {
intx leaked = new int[100]; // Never deleted

return 0;

Compiled with -fsanitize=address, this program produces:

==12345==ERROR: LeakSanitizer: detected memory leaks

Direct leak of 400 byte(s) in 1 object(s) allocated from:
#0 0x4b2a90 in operator new[](unsigned long)
#1 0x4a8b10 in main /path/to/example.cpp:2:20

SUMMARY: AddressSanitizer: 400 byte(s) leaked in 1 allocation(s).

Standalone LSan

LSan can be used independently of ASan by linking with -fsanitize=1eak. This is useful when you want to

focus exclusively on leak detection without the performance overhead of full address sanitization.

clang++ -fsanitize=leak -g example.cpp -o example
./example

On Windows, standalone LSan is available when using Clang or clang-cl.

Controlling Leak Checking
Leak checking can be controlled programmatically using the 1san interface:

#include <sanitizer/lsan_interface.h>

void check_for_leaks() {
// Perform leak check at this specific point
__lsan_do_leak_check();
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void disable_leak_checking_for_this_memory(void* ptr) {
// Mark a deliberately leaked object as ignored

__lsan_ignore_object(ptr);

LSan Runtime Options

The LSAN_OPTIONS environment variable configures leak detection behavior:

* exitcode=0: Exit with code 0 even when leaks are detected (useful for CI where you want to see reports
but not fail builds).

* suppressions=/path/to/suppressions.txt: Load a suppression file for known leaks.
* report_objects=1: Report addresses of individual leaked objects.

» use_stack_depot=1: Use stack depot for more efficient stack trace storage.

5.3 ThreadSanitizer (TSan): Detecting Data Races and Deadlocks

ThreadSanitizer is a dynamic data race detector for C++ programs that use POSIX threads or similar threading
primitives. It instruments memory accesses to detect unsynchronized concurrent operations where at least one
access is a write. TSan is widely regarded as the most practical tool for debugging concurrency issues in

multithreaded C++ applications.

Understanding Data Races

A data race occurs when two threads access the same memory location concurrently, at least one of the accesses
is a write, and there is no synchronization ordering between the accesses. Data races are undefined behavior in
C++, leading to crashes, incorrect computations, and security vulnerabilities that are notoriously difficult to
reproduce and debug.

TSan detects data races by maintaining a global shadow state that tracks, for each memory location, the set of
threads that have accessed it and the synchronization events that have occurred. When a memory access is

detected that conflicts with the recorded state without proper synchronization, TSan issues a detailed report.
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Example: Detecting a Simple Data Race

#include <thread>

#include <iostream>
int shared_counter = 0;

void increment() {
for (int i = @; i < 100000; ++i) {

++shared_counter; // Data race: unsynchronized access

int main() {
std: :thread t1(increment);
std::thread t2(increment);
t1.join();
t2.join();
std::cout << shared_counter << std::endl;

return 0;

Compiled with -fsanitize=thread and executed:

WARNING: ThreadSanitizer: data race (pid=12345)
Write of size 4 at 0x7b0400000000 by thread T2:
#0 increment() /path/to/example.cpp:7:9
#1 std::thread::_Invoker<std::tuple<void (*)()>>::_M_invoke(...

Previous write of size 4 at 0x7b0400000000 by thread T1:
#0 increment() /path/to/example.cpp:7:9
#1 std::thread::_Invoker<std::tuple<void (*)()>>::_M_invoke(...

Location is global 'shared_counter' of size 4 at 0x7b0400000000
Thread T2 (tid=12347, running) created by main thread at:

#0 pthread_create

#1 std::thread::_M_start_thread(...)

#2 main /path/to/example.cpp:13:18
Thread T1 (tid=12346, running) created by main thread at:

#0 pthread_create

#1 std::thread::_M_start_thread(...)

#2 main /path/to/example.cpp:13:18
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Deadlock Detection

TSan also detects potential deadlocks—situations where two or more threads are blocked waiting for locks held

by each other. The tool tracks lock acquisition order and reports cycles in the lock dependency graph.

#include <mutex>

#include <thread>
std::mutex ml1, m2;

void thread1() {
std: :lock_guard<std::mutex> lockl(ml);
std::this_thread::sleep_for(std::chrono::milliseconds(100));
std::lock_guard<std::mutex> lock2(m2); // Waits for m2

void thread2() {
std: :lock_guard<std: :mutex> lock2(m2);
std::this_thread: :sleep_for(std::chrono::milliseconds(100));
std::lock_guard<std::mutex> lock1(m1); // Waits for ml -- deadlock

int main() {
std: :thread t1(threadl);
std::thread t2(thread2);
t1.join();
t2.join();

return 0;

TSan reports the lock order inversion:

WARNING: ThreadSanitizer: lock-order-inversion (potential deadlock) (pid=12345)
Cycle in lock order graph: M1 (0x7b0400000000) => M2 (0x7b0400000040) => M1

Mutex M1 acquired here while holding mutex M2 in thread T2:
#0 pthread_mutex_lock
#1 std::mutex::lock()
#2 thread2() /path/to/example.cpp:15:37
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Mutex M2 acquired here while holding mutex M1 in thread T1:
#0 pthread_mutex_lock
#1 std::mutex::lock()
#2 thread1() /path/to/example.cpp:9:37

TSan on Windows

ThreadSanitizer is supported on Windows through Clang and clang-cl. As of 2025, MSVC does not provide a
native TSan implementation, so Windows developers must use the Clang toolchain for data race detection. The
CLion IDE provides integrated support for TSan on Windows using the clang-cl compiler under the MSVC
toolchain.

To enable TSan with clang-cl on Windows:

clang-cl /fsanitize=thread /Zi /01 example.cpp

Note that TSan requires position-independent code and cannot be combined with ASan in the same build. It

typically imposes a 5x to 15x slowdown and significant memory overhead.

TSan Runtime Options
TSan behavior is configured via the TSAN_OPTIONS environment variable:
e halt_on_error=1: Terminate program on first error (default).
* history_size=7: Number of memory accesses to keep per thread for race reporting.
* suppressions=/path/to/suppressions.txt: Load race suppression rules.
* report_signal_unsafe=0: Disable reporting of signal-unsafe operations.

* second_deadlock_stack=1: Show the second lock stack in deadlock reports.

Suppressing Known Races

When working with third-party libraries or legacy code with known benign races, suppression files can prevent

TSan from reporting these known issues:
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# tSan-suppressions.txt
race:known_benign_race_function
race:third_party_library.so

deadlock: SomeClass: : someMethod

Load the suppressions file:

set TSAN_OPTIONS=suppressions=tsan-suppressions.txt

5.4 UndefinedBehaviorSanitizer (UBSan): Detecting Undefined Behavior

UndefinedBehaviorSanitizer is a fast detector for a wide range of undefined behaviors in C and C++ programs.
Unlike ASan and TSan, which focus on memory and concurrency errors, UBSan targets language-level
undefined behavior that can manifest differently across compilers, optimization levels, and platforms.

Checks Provided by UBSan

UBSan includes numerous individual checks, each targeting a specific category of undefined behavior. The
umbrella flag -fsanitize=undefined enables a curated set of checks that provide a good balance of coverage
and performance.

Key UBSan checks include:

* signed-integer-overflow: Detects signed integer arithmetic that overflows, which is undefined behavior in

C++. Note that unsigned integer overflow is well-defined (wraps modulo 2") and is not flagged.
* integer-divide-by-zero: Detects division or modulo operations where the divisor is zero.

« shift-base and shift-exponent: Detect invalid shift operations, such as shifting by a negative amount or by

an amount greater than or equal to the bit width of the type.
* null: Detects dereferencing of null pointers and binding of null references.
« alignment: Detects misaligned memory accesses and creation of misaligned references.

* float-cast-overflow: Detects conversions from floating-point to integer types that overflow the destination

type.

 array-bounds: Detects out-of-bounds array accesses (though ASan provides more comprehensive

coverage).
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* vptr: Detects calls to virtual functions through pointers to objects whose dynamic type does not match the

static type, often indicating use of an object after destruction.
* function: Detects calls to functions through function pointers of incompatible types.

 implicit-conversion: Detects implicit conversions that truncate values or change sign in potentially

surprising ways.

Example: Signed Integer Overflow

#include <climits>

#include <iostream>

int main() {
int x = INT_MAX;
int y = x + 1; // Signed integer overflow: undefined behavior
std::cout << y << std::endl;

return 0;

Compiled with -fsanitize=undefined:

example.cpp:6:13: runtime error: signed integer overflow: 2147483647 + 1 cannot be represented in type 'int'
SUMMARY: UndefinedBehaviorSanitizer: undefined-behavior example.cpp:6:13

Example: Invalid Pointer Casts

class Base { public: virtual ~Base() = default; };

class Derived : public Base { public: int value = 42; 3};

int main() {
Base* b = new Base();
Derivedx d = static_cast<Derived*>(b); // Invalid downcast
int v = d->value; // Undefined behavior
delete b;

return 0;

With -fsanitize=undefined, the vptr check detects the invalid cast:

example.cpp:7:22: runtime error: downcast of address 0x602000000010 which does not point to an object of type
— 'Derived’
0x602000000010: note: object is of type 'Base’
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Example: Implicit Conversions
The implicit-conversion check group detects potentially lossy conversions:

#include <iostream>

int main() {
long long large = 1000000000000LL ;
int small = large; // Implicit truncation

std::cout << small << std::endl;

double d = 3.14;

float f = d; // Implicit conversion, potentially losing precision

return 0;

Enable these checks explicitly:

clang++ -fsanitize=implicit-integer-truncation,implicit-float-conversion example.cpp

UBSan Modes

UBSan supports three operational modes that provide different tradeoffs between diagnostic quality and runtime

overhead:

* Default Mode: Full runtime with detailed error messages and stack traces. Enabled by
-fsanitize=undefined. Produces human-readable reports and continues execution after errors

(configurable).

* Minimal Runtime Mode: Reduced runtime overhead with less verbose diagnostics. Enabled by

-fsanitize-minimal-runtime. Suitable for performance-sensitive test suites.

* Trap Mode: Errors immediately trap (crash) the program with no diagnostic output. Enabled by
-fsanitize-trap=undefined. Useful for fuzzing and security-hardened builds where immediate

termination is preferred.

UBSan on Windows

UBSan is supported on Windows through both Clang/clang-cl and recent versions of MSVC. For MSVC, enable
UBSan via:
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cl /fsanitize=undefined /Zi /0d example.cpp

Note that MSVC’s UBSan implementation may have fewer checks than Clang’s; refer to the Microsoft
documentation for the current supported check set.
UBSan Runtime Options

Configure UBSan via UBSAN_OPTIONS:

e print_stacktrace=1: Print stack traces for all errors.
e halt_on_error=0: Continue execution after errors.

* suppressions=/path/to/suppressions.txt: Load suppression rules.

GSoC 2025: UBSan Usability Improvements

Recent development efforts have focused on improving the clarity of UBSan’s error messages. Historically,
some UBSan reports were cryptic, providing only technical check names without clear explanations. The 2025
Google Summer of Code project for LLVM addressed this by enhancing diagnostic messages to include
plain-language descriptions of the undefined behavior, making it easier for developers unfamiliar with the

intricacies of the C++ standard to understand and fix the reported issues.

5.5 MemorySanitizer (MSan): Detecting Uninitialized Memory Reads

MemorySanitizer is a specialized detector for reads of uninitialized memory. Unlike tools that initialize memory
to predictable patterns (which can mask bugs), MSan tracks the initialization status of every byte of memory,

reporting whenever a computation depends on an uninitialized value.

The Importance of Uninitialized Memory Detection

Reading uninitialized memory is undefined behavior in C++ and can lead to unpredictable program behavior.
These bugs are particularly insidious because they may manifest differently depending on compiler
optimizations, system memory state, and previous program execution. MSan provides the most reliable

detection of these errors by tracking initialization state at the bit level.
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How MemorySanitizer Works

MSan maintains shadow memory that tracks whether each bit of application memory has been initialized. When
memory is allocated (via malloc, new, or stack allocation), the corresponding shadow memory is marked as
uninitialized. Explicit writes, memset operations, and constructor initializations mark the affected memory as
initialized.

When the program reads a value and uses it in a way that affects control flow or output, MSan verifies that the
value is fully initialized. If any uninitialized bits are read, MSan generates a detailed report identifying both the

read site and the allocation site of the uninitialized memory.

Example: Uninitialized Variable

#include <iostream>

int main() {
int x; // Uninitialized
if (x > @) { // Branch depends on uninitialized value
std::cout << "Positive"” << std::endl;
3

return 0;

Compiled with -fsanitize=memory and executed:

==12345==WARNING: MemorySanitizer: use-of-uninitialized-value
#0 Ox4a8b23 in main /path/to/example.cpp:5:9
Uninitialized value was created by an allocation of 'x' in the stack frame

#0 Ox4a8ac@ in main /path/to/example.cpp:3:1

Example: Heap Allocation Without Initialization

#include <iostream>

int main() {
int* p = new int; // new without initializer
std::cout << xp << std::endl; // Reading uninitialized memory
delete p;

return 0;

MSan traces the uninitialized value back to the allocation:



133

==12345==WARNING: MemorySanitizer: use-of-uninitialized-value
#0 0x4a8b45 in main /path/to/example.cpp:5:18
Uninitialized value was created by a heap allocation
#0 0x4b2a9%0 in operator new(unsigned long)
#1 @x4a8b10 in main /path/to/example.cpp:4:15

MSan Limitations and Requirements

MSan has several important constraints that distinguish it from other sanitizers:

¢ Clang Only: MSan is only available in Clang. GCC does not currently provide a MemorySanitizer

implementation.

* Complete Instrumentation Required: All code linked into the program must be compiled with MSan
instrumentation. This includes the C++ standard library and any third-party libraries. Using

uninstrumented libraries will cause false positives and false negatives.

* Incompatibility with ASan: MSan cannot be combined with AddressSanitizer in the same build. The

two sanitizers use overlapping shadow memory regions and conflict.

¢ Compatibility with UBSan: MSan can be combined with UndefinedBehaviorSanitizer using

-fsanitize=memory,undefined.

Using MSan with Instrumented Standard Library

On systems where a pre-instrumented libc++ is available, MSan can detect uninitialized reads in standard library
components. Many Linux distributions provide MSan-instrumented libraries. For Windows, building a fully

instrumented toolchain may require custom compilation of LLVM’s libc++ with MSan enabled.

MSan Runtime Options

Configure MSan via MSAN_OPTIONS:
* poison_in_dtor=1: Poison memory in destructors to catch use-after-destruction.
* detect_write_exec=1: Detect writable and executable memory mappings.
e exitcode=1: Use exit code 1 for errors (default uses 77).

* suppressions=/path/to/suppressions.txt: Load suppression rules.
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Handling MSan False Positives

When interacting with system calls or external libraries that MSan cannot instrument, you may encounter false

positives. MSan provides mechanisms to handle these cases:

#include <sanitizer/msan_interface.h>

void safe_copy(void* dest, const void* src, size_t size) {
memcpy (dest, src, size);
// Tell MSan that dest now contains initialized data

__msan_unpoison(dest, size);

Alternatively, functions can be excluded from instrumentation:

__attribute__((no_sanitize("memory")))
void uninstrumented_function() {

// This function is not instrumented

Recent MSan Developments

Recent improvements to MSan include the sanitize-memory-param-retval feature, enabled by default in
Clang 16 and later, which provides more precise tracking of function parameters and return values. Additionally,
research projects have extended MSan to support SYCL device offioading, enabling detection of uninitialized

memory reads in GPU kernels.

5.6 Combining Sanitizers: Integration Strategies in Build and Test
Pipelines

Effective use of sanitizers requires careful integration into the build system and testing pipeline. Different
sanitizers have different compatibility constraints, performance characteristics, and use cases. A well-designed

integration strategy maximizes bug detection while maintaining developer productivity.

Sanitizer Compatibility Matrix

Not all sanitizers can be combined in a single build. The following compatibility matrix guides combination

decisions:
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* ASan + LSan + UBSan: Fully compatible and commonly combined. This is the recommended

combination for general memory safety testing.

* ASan + TSan: Incompatible. Both modify memory access patterns in conflicting ways.

TSan + UBSan: Compatible. TSan can be combined with UBSan for concurrent builds that also check

for undefined behavior.

MSan + UBSan: Compatible. MSan and UBSan can be used together.

* MSan + ASan: Incompatible. These sanitizers cannot be combined.

CMake Integration

CMake provides several mechanisms for integrating sanitizers. A flexible approach uses CMake options to

conditionally enable sanitizer flags.

cmake_minimum_required (VERSION 3.20)
project(SanitizerDemo)

option(ENABLE_ASAN "Enable AddressSanitizer"” OFF)
option(ENABLE_UBSAN "Enable UndefinedBehaviorSanitizer” OFF)
option(ENABLE_TSAN "Enable ThreadSanitizer"” OFF)
option(ENABLE_MSAN "Enable MemorySanitizer"” OFF)
option(ENABLE_LSAN "Enable LeakSanitizer (standalone)” OFF)

# Helper function to add sanitizer flags
function(add_sanitizer_flags target)

set(sanitizer_flags "")

if (ENABLE_ASAN)
1ist(APPEND sanitizer_flags -fsanitize=address)
if (ENABLE_UBSAN)
1ist(APPEND sanitizer_flags -fsanitize=undefined)
endif ()
elseif (ENABLE_TSAN)
1ist(APPEND sanitizer_flags -fsanitize=thread)
if (ENABLE_UBSAN)
1list (APPEND sanitizer_flags -fsanitize=undefined)
endif ()
elseif (ENABLE_MSAN)

1ist(APPEND sanitizer_flags -fsanitize=memory)
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if (ENABLE_UBSAN)
1ist (APPEND sanitizer_flags -fsanitize=undefined)
endif ()
elseif (ENABLE_UBSAN)
1ist(APPEND sanitizer_flags -fsanitize=undefined)
endif ()

if (ENABLE_LSAN AND NOT ENABLE_ASAN)
1ist(APPEND sanitizer_flags -fsanitize=leak)
endif ()

if(sanitizer_flags)
target_compile_options(${target} PRIVATE ${sanitizer_flags} -g -fno-omit-frame-pointer)
target_link_options(${target} PRIVATE ${sanitizer_flags})

endif ()

endfunction()

add_executable(my_app main.cpp helper.cpp)
add_sanitizer_flags(my_app)

Using the sanitizers-cmake Module

The community-maintained sanitizers-cmake module provides a convenient wrapper for sanitizer integration:

include(FetchContent)

FetchContent_Declare(
sanitizers-cmake
GIT_REPOSITORY https://github.com/arsenm/sanitizers-cmake.git
GIT_TAG master

)

FetchContent_MakeAvailable(sanitizers-cmake)
find_package(Sanitizers)

add_executable(my_app main.cpp)

add_sanitizers(my_app)

CI Pipeline Integration

A robust CI pipeline should include dedicated sanitizer builds. Since different sanitizers cannot always coexist,
and they impose varying performance overheads, it is common to configure multiple build jobs.

Recommended CI Strategy:
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* ASan + UBSan Build: Run on every push and pull request. This combination provides broad coverage

for memory safety and undefined behavior with moderate overhead.

* TSan Build: Run nightly or on-demand due to higher overhead. Thread safety issues often require longer

test runs to surface.
* MSan Build: Run nightly for projects that require strict uninitialized memory detection.

Example GitHub Actions workflow:

name: Sanitizer Tests

on: [push, pull_request]

jobs:
asan-ubsan:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v4
- name: Configure CMake
run: cmake -B build -DENABLE_ASAN=ON -DENABLE_UBSAN=ON
- name: Build
run: cmake --build build
- name: Test
run: ctest --test-dir build --output-on-failure
env:
ASAN_OPTIONS: detect_leaks=1:halt_on_error=0
UBSAN_OPTIONS: print_stacktrace=1

tsan:
runs-on: ubuntu-latest
if: github.event_name == 'schedule' || github.event_name == 'workflow_dispatch'
steps:
- uses: actions/checkout@v4
- name: Configure CMake
run: cmake -B build -DENABLE_TSAN=ON
- name: Build
run: cmake --build build
- name: Test
run: ctest --test-dir build --output-on-failure
env:

TSAN_OPTIONS: history_size=7:halt_on_error=1
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Windows-Specific CI Considerations

On Windows CI runners (GitHub Actions, Azure Pipelines), use the Visual Studio toolchain for ASan and
UBSan:

- name: Configure MSVC with ASan
run: |
cmake -B build -G "Visual Studio 17 2022" -A x64 °
-DCMAKE_CXX_FLAGS="/fsanitize=address /zZi /0d"

For TSan and MSan on Windows, use the clang-cl compiler with appropriate flags.

Performance Optimization for Sanitizer Builds

Sanitizer-instrumented builds can be significantly slower than regular builds. Several strategies mitigate the

performance impact:

¢ Use Optimization Levels: Contrary to common belief, moderate optimization (-01 or -0g) often
improves sanitizer performance without significantly degrading report quality. Highly optimized builds

(-02, -03) may produce less accurate stack traces due to inlining and tail-call elimination.

* Limit Instrumentation Scope: Use -fsanitize-blacklist to exclude performance-critical but

well-tested modules from instrumentation.

* Parallel Test Execution: Run sanitizer-enabled tests in parallel, but be aware that ASan and TSan reports

from different test processes may interleave. Use 1og_path with process-specific patterns to separate logs.

* Selective Sanitizer Enabling: Enable only the specific checks needed for the current development phase

rather than the full suite.

Suppressing Known Issues

In large codebases, it is often impractical to fix all sanitizer-reported issues immediately. Suppression files allow
you to silence known issues while ensuring that new violations are detected.

ASan suppression file format:

# asan-suppressions.txt

interceptor_via_fun:known_leaky_function

interceptor_via_lib:third_party_library.so

TSan suppression file format:
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# tSan-suppressions.txt
race:legacy_global_variable
race:third_party::InternalCache

deadlock:LegacylLockManager

UBSan suppression file format:

# ubsan-suppressions. txt
signed-integer-overflow:legacy_math.cpp

alignment:misaligned_access_function

Best Practices Summary

* Enable sanitizers early in the development cycle. Adding sanitizers to a mature codebase often reveals a

backlog of latent issues that may be overwhelming to address at once.

* Integrate ASan + UBSan into CI for every change. This provides immediate feedback and prevents

regression.

* Run TSan periodically (nightly or weekly) with longer-running tests to catch intermittent concurrency

issues.

» Use MSan selectively for components where uninitialized memory issues are suspected. The requirement

for fully instrumented dependencies makes it less suitable for general-purpose CI.

* Document sanitizer configurations for the development team. Include instructions for reproducing CI

sanitizer failures locally.

* Review and manage suppressions regularly. Suppressions should be temporary workarounds, not

permanent exemptions.

* Combine sanitizers with fuzzing for maximum defect discovery. Sanitizer-instrumented fuzzing is a

highly effective technique for finding deep, non-obvious bugs.



Performance Analysis and Profiling — When

Slowness is the Bug

Performance defects are among the most challenging bugs to diagnose. Unlike crashes or incorrect output,
performance issues do not produce obvious error messages or stack traces; they manifest as sluggish user
interfaces, increased latency, or excessive resource consumption. A program that is functionally correct but
unacceptably slow is, from the user’s perspective, broken.

Performance profiling is the systematic measurement and analysis of a program’s runtime behavior. It answers
fundamental questions: Where is the program spending its time? How much memory is it consuming, and why?
What is the root cause of the observed slowdown? This chapter provides a comprehensive guide to modern
performance profiling tools and techniques for C++ development, with particular emphasis on Windows-based

workflows.

6.1 Profiling Tools: perf, Hotspot, Heaptrack, and Valgrind

The C++ ecosystem offers a rich collection of profiling tools, each designed to answer specific categories of
performance questions. Understanding the strengths and limitations of each tool is essential for selecting the

right instrument for a given diagnostic task.

6.1.1 Linux perf on Windows via WSL2

perf is the standard performance profiling tool on Linux, providing access to hardware performance counters,
software events, and tracepoints. It is a sampling profiler, meaning it periodically interrupts the program to
record the current instruction pointer and call stack, then statistically aggregates these samples to identify
hotspots. Unlike instrumenting profilers that modify the code, sampling profilers impose minimal overhead and

can analyze optimized production binaries.

140
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Installing perf in WSL2

On Windows, perf is not available natively. The recommended approach is to install it within Windows
Subsystem for Linux 2 (WSL2). This provides a genuine Linux kernel environment where perf can operate,
albeit with some limitations regarding hardware performance counter access.

# Update package lists
sudo apt update

# Install linux-tools packages

sudo apt install linux-tools-common linux-tools-generic

# Verify installation

perf --version

In some WSL2 distributions, the generic perf package may not match the running kernel version. If the perf

command is not found, install the version-specific package:

sudo apt install linux-tools-$(uname -r)

Limitations of perf in WSL2

WSL2 runs a lightweight virtual machine with a custom Linux kernel. Access to hardware performance counters
(PMU events) is restricted, meaning that certain advanced perf features, such as sampling on cache misses or
branch mispredictions, may not be fully functional. For basic CPU cycle profiling and call graph collection, perf
in WSL2 is generally sufficient.

For applications requiring full hardware counter access, consider using native Windows profiling tools such as
Windows Performance Recorder (WPR) and Windows Performance Analyzer (WPA), or Intel VTune Profiler.

Basic perf Commands

To collect a performance profile with call graphs:

# Record CPU cycles with call graph information

perf record -g ./my_cpp_application

# Record for a specific duration

perf record -g -p $(pgrep my_app) -- sleep 30

# Record specific events

perf record -e cpu-cycles,cache-misses -g ./my_app
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After data collection, perf generates a perf.data file in the current directory. This binary file can be analyzed

with perf’s built-in reporting tools:

# Display an interactive text-based report

perf report

# Generate a call graph report sorted by overhead

perf report --stdio --sort comm,dso,symbol

# List all recorded events

perf script

Compiling for perf Profiling

To obtain meaningful function names and call stacks, the program must be compiled with debug symbols and

frame pointers. Frame pointers are essential for reliable stack unwinding during sampling.

# GCC or Clang

g++ -02 -g -fno-omit-frame-pointer main.cpp -o my_app

# Check that frame pointers are present

readelf -S my_app | grep debug

The -fno-omit-frame-pointer flag instructs the compiler to maintain the frame pointer register (RBP on
x86_64), which perf uses to walk the call stack. Without frame pointers, perf may produce incomplete or

truncated stack traces, especially in optimized builds.

6.1.2 Hotspot: The Graphical Frontend for perf

Hotspot is a graphical application developed by KDAB that visualizes perf.data files as interactive flame graphs.
While perf’s command-line interface is powerful, the textual output can be overwhelming for large profiles.
Hotspot transforms the same data into an intuitive visual representation where the width of each function block

is proportional to the number of samples attributed to that function.
Installing Hotspot on Windows

Hotspot is a Linux-native application that runs within WSL2. To install:

# On Ubuntu

sudo snap install hotspot
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# Or from source

git clone https://github.com/KDAB/hotspot.git
cd hotspot

mkdir build && cd build

cmake ..

make

sudo make install

After installation, launch Hotspot from the WSL2 terminal:

hotspot perf.data

Navigating the Flame Graph

The flame graph displays the call stack hierarchy with the following conventions:

* The x-axis represents the proportion of total samples. Wider blocks correspond to functions that

consumed more CPU time.

 The y-axis represents call stack depth. The bottom of the graph shows the root of the call tree (typically

main or _start), and the top shows the leaf functions where samples were actually collected.
* Colors are arbitrary and serve only to distinguish adjacent blocks; they do not encode any metric.

» Hovering over a block reveals the function name, the number of samples, and the percentage of total

execution time.
* Clicking on a block zooms in, making that function the new root of the visualization, allowing deep
exploration of specific call paths.
Identifying Performance Bottlenecks with Hotspot

Common patterns visible in flame graphs include:

* Tall, narrow towers: Deep call chains that consume relatively little total time. These are generally not

optimization priorities.

* Wide plateaus: Functions that appear as wide horizontal bands near the top of the graph. These are the

primary hotspots where the program spends most of its time.
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* Multiple wide blocks at the same depth: Indicates that time is distributed across several functions,
suggesting that optimization should focus on the callers or the overall algorithm rather than a single

function.
 Thin vertical stripes: Many distinct call paths, each consuming a small amount of time. This pattern
often indicates a well-balanced, mature codebase with no single dominant bottleneck.

6.1.3 Heaptrack: Low-Overhead Heap Memory Profiling

Heaptrack is a heap memory profiler for Linux that traces all memory allocations and deallocations, providing
detailed insights into memory usage patterns, allocation hotspots, and temporary allocations. Unlike Valgrind’s
Massif, Heaptrack operates with significantly lower overhead, making it suitable for profiling larger,

longer-running applications.

How Heaptrack Works

Heaptrack intercepts memory allocation functions (malloc, free, new, delete) using LD_PRELOAD or by

attaching to a running process via GDB. It records each allocation event with:
¢ The allocation size
* The full call stack at the allocation site
* The timestamp

* The allocation address (for tracking lifetimes)

After the profiled process terminates, Heaptrack generates a compressed trace file that can be analyzed with the

heaptrack_gui application or the command-line heaptrack_print tool.

Using Heaptrack in WSL2

Heaptrack can be installed in WSL2 from the standard Ubuntu repositories:
sudo apt install heaptrack heaptrack-gui

To profile an application:

heaptrack ./my_cpp_application



145

Heaptrack launches the application and prints a summary upon exit, including the output file location:

heaptrack output will be written to "/home/user/heaptrack.my_app.12345.zst"”
finished, now analyzing...

total runtime: 15.23s

calls to allocation functions: 1250047 (82073/s)

temporary allocations: 342156 (27.3%, 22464/s)

bytes allocated in total: 1.2GB

Analyzing Heaptrack Results

The Heaptrack GUI provides several views for analyzing memory behavior:

e Summary: Displays total memory allocated, peak heap usage, and the number of allocations.

* Top-Down: A call tree showing the memory allocated by each function and its callees, similar to a CPU

profile.

* Flame Graph: A visualization of allocation call stacks, where the width of each block represents the

amount of memory allocated.

* Allocations: A tabular view of individual allocation sites, sortable by total memory, number of

allocations, or average allocation size.

¢ Consumed: A timeline showing heap memory usage over the course of the program’s execution.

The Consumed timeline is particularly valuable for detecting memory leaks (steady growth without

corresponding deallocations) and identifying phases of the program with unusually high memory pressure.

Heaptrack on Windows Limitations

Heaptrack is a Linux-native tool that relies on ELF binary format and Linux-specific system calls. It does not
support native Windows executables directly. The recommended workflow for Windows developers is to
compile the application for Linux within WSL2 and profile it there. This is acceptable for cross-platform
codebases but may not capture Windows-specific performance characteristics.

For native Windows heap profiling, alternatives include:

* Dr. Memory: A cross-platform memory debugging tool with heap profiling capabilities, part of the

DynamoRIO framework.
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* Visual Studio Diagnostic Tools: Integrated memory usage snapshots and heap profiling within the Visual

Studio debugger.
* CRT Debug Heap: Lightweight leak detection built into the MSVC runtime, suitable for
development-time debugging.

6.1.4 Valgrind: The Comprehensive Instrumentation Framework

Valgrind is a mature dynamic binary instrumentation framework that includes several specialized tools for
performance analysis. While Valgrind is primarily a Linux tool, it can be used on Windows via WSL2 or by

compiling applications with MinGW-w64 and running them under a compatibility layer.

Massif: Heap Profiler

Massif is Valgrind’s heap profiler. It periodically takes snapshots of the program’s heap, recording which parts
of the code are responsible for the allocated memory. Unlike Heaptrack, which traces every allocation, Massif
samples the heap state, providing a coarser but lower-overhead view of memory usage over time.

To run Massif:

valgrind --tool=massif ./my_cpp_application

Massif produces a massif.out.<pid> file. This file can be processed with the ms_print tool for a textual

summary or visualized with massif-visualizer, a graphical tool similar to Heaptrack’s GUIL.
ms_print massif.out.12345
The ms_print output includes:

* A timeline graph showing heap usage over time.

* Detailed snapshots at peak memory usage and at regular intervals.

* Allocation site information identifying which functions allocated the memory.

Massif can also track stack memory usage with the —stacks=yes option, providing a complete picture of the

program’s memory footprint.
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Cachegrind: Cache and Branch Prediction Profiler

Cachegrind simulates how the program interacts with the CPU’s cache hierarchy and branch predictor. It counts
the number of instruction fetches, data reads, data writes, and the corresponding cache misses at each level (L1,
L2, LL). This information is invaluable for optimizing memory access patterns and data layout.

To run Cachegrind:

valgrind --tool=cachegrind ./my_cpp_application
Cachegrind generates a cachegrind.out.<pid> file, which can be analyzed with cg_annotate:
cg_annotate cachegrind.out.12345

The output annotates each source file and function with cache performance metrics:

Ir IMlmr ILmr Dr Dimr DLmr Dw D1mw DLmw

2,456,892 1,234 892 1,234,567 45,678 12,345 567,890 23,456 5,678 PROGRAM TOTALS

Key metrics explained:
e Ir: Instruction cache reads (total instructions executed)
e Ilmr: Level 1 instruction cache misses
e ILmr: Last-level instruction cache misses
e Dr: Data cache reads
e Dlmr: Level 1 data cache misses
e DLmr: Last-level data cache misses
* Dw: Data cache writes
¢ DImw: Level 1 data cache write misses

e DLmw: Last-level data cache write misses

Cachegrind also simulates branch prediction, reporting the number of conditional branches, indirect branches,

and the corresponding misprediction rates.
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Valgrind on Windows via WSL2
Valgrind can be installed in WSL2 from the standard repositories:

sudo apt install valgrind

For profiling native Windows applications, the recommended approach is to cross-compile the application for
Linux within WSL2, profile it using Valgrind, and then apply the insights to the Windows build. While the
absolute performance numbers will differ between platforms, the relative hotspots and memory allocation
patterns often translate well.

Performance Overhead of Valgrind Tools

Valgrind’s instrumentation imposes significant runtime overhead. Understanding these costs helps set

appropriate expectations:
* Memcheck: 20-30x slowdown
* Massif: 5-10x slowdown
¢ Cachegrind: 20-50x slowdown (due to detailed cache simulation)

¢ Callgrind: 20-50x slowdown

Due to these overheads, Valgrind is best suited for analyzing representative workloads on smaller datasets or

during dedicated profiling sessions, rather than as a continuous integration tool.

6.2 Memory Consumption Analysis: Heaptrack and Valgrind Massif

Memory efficiency is a critical aspect of application performance. Excessive memory consumption leads to
cache pressure, increased garbage collection overhead, and, in severe cases, swapping or out-of-memory
termination. Memory profiling tools help identify two distinct categories of memory issues: leaks (memory that

is never freed) and bloat (memory that is used but could be reduced).

6.2.1 Distinguishing Memory Leaks from Memory Bloat

A memory leak occurs when a program allocates memory and loses all references to it, making it impossible to
deallocate. Leaks cause the program’s memory footprint to grow monotonically, eventually exhausting available

memory.
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Memory bloat refers to inefficient use of allocated memory. The program correctly frees the memory, but the

amount allocated is excessive. Common causes include:
* QOver-allocation: Reserving more memory than necessary for containers.
» Unnecessary temporary allocations: Creating short-lived objects in performance-critical paths.
* Poor data structure choices: Using data structures with high per-element overhead.
* Memory fragmentation: Allocator inefficiencies due to mixed allocation sizes and lifetimes.

While leaks cause unbounded growth, bloat manifests as higher-than-expected steady-state memory usage and

increased allocation overhead.

6.2.2 Using Heaptrack for Comprehensive Memory Analysis

Heaptrack excels at providing both high-level overview and fine-grained detail of memory allocation behavior.

Its low overhead allows profiling realistic workloads.

Detecting Memory Leaks with Heaptrack

The Consumed timeline view in Heaptrack GUI shows the heap size over time. A memory leak appears as a
steady upward slope that never returns to baseline, even after the workload completes.

To confirm a leak, examine the Top-Down view sorted by Peak memory. Functions that allocate memory that is
never freed will appear with high peak values and low or zero Leaked values (since Heaptrack calculates leaked

memory at exit).

Identifying Temporary Allocations

Temporary allocations are memory blocks that are allocated and freed within a short time window. While they
do not contribute to long-term memory growth, they incur allocation overhead and can stress the allocator,
leading to fragmentation.

Heaptrack automatically classifies allocations as temporary if their lifetime is short relative to the program’s

total runtime. The summary output includes:
temporary allocations: 342156 (27.3%, 22464/s)
In the GUI, temporary allocations can be filtered and analyzed separately. The Flame Graph view can be

restricted to show only temporary allocations, highlighting functions that allocate many short-lived objects.

Common optimization strategies include:
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* Replacing frequent small allocations with object pools or custom allocators.
* Using stack allocation instead of heap allocation for small, fixed-size objects.

¢ Pre-allocating and reusing buffers instead of allocating new ones on each iteration.

Analyzing Allocation Hotspots

The Top-Down view sorted by Allocated shows which functions are responsible for the most allocated memory.
This is the starting point for optimization: focus on the functions that allocate the most memory, as reducing
allocations there will have the greatest impact.

For each hotspot function, consider:

 Can the allocation be eliminated entirely?

Can the allocation size be reduced?
» Can multiple allocations be merged into one?
* Can the allocation be moved outside a loop?

¢ Can a more efficient container be used?

6.2.3 Using Valgrind Massif for Detailed Heap Snapshots

Massif provides a complementary perspective to Heaptrack. While Heaptrack traces every allocation, Massif

takes periodic snapshots of the heap, providing a detailed view of what memory is live at each point in time.

Generating and Visualizing Massif Output

To generate a Massif profile with increased snapshot frequency:
valgrind --tool=massif --time-unit=B --detailed-freq=1 ./my_app
Options explained:

* —time-unit=B: Report time in bytes allocated rather than instructions executed, providing a more

intuitive measure of progress.

* —detailed-freqg=1: Take a detailed snapshot at every peak, capturing full allocation site information.
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To visualize the output:

massif-visualizer massif.out.12345

The visualizer displays a graph of heap usage over time. Selecting a point on the graph shows a breakdown of

memory usage by allocation site, with the ability to drill down into the call tree.

Interpreting Massif Graphs
A typical Massif graph for a well-behaved program shows distinct phases:
« Initialization: A rapid increase as the program allocates its initial data structures.

» Steady State: A relatively flat region where memory usage oscillates around a baseline as objects are

allocated and freed.
* Shutdown: A sharp decline as the program deallocates its resources before exiting.
Deviations from this pattern indicate issues:

¢ Monotonic Growth: Indicates a memory leak.

* Frequent Large Spikes: Indicates bursty allocation patterns that may benefit from pooling or

pre-allocation.

¢ High Baseline: Indicates memory bloat; the program is holding onto more memory than necessary
during steady state.
Comparing Heaptrack and Massif

Both tools have their strengths and weaknesses:

» Heaptrack provides lower overhead, making it suitable for profiling production-like workloads. It excels

at identifying temporary allocations and allocation frequency.

* Massif provides more detailed heap snapshots, showing exactly what memory is live at each point. It is

better for understanding long-term memory retention and identifying data structures that grow excessively.

The two tools are complementary; using both on the same workload often reveals insights that neither tool alone

would surface.
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6.3 CPU Performance Analysis: Flame Graphs and Off-CPU Analysis

CPU performance analysis focuses on understanding how the program utilizes the processor. This encompasses
both on-CPU time—when the program is actively executing instructions—and off-CPU time—when the

program is blocked waiting for I/O, locks, or other resources.

6.3.1 On-CPU Analysis with Flame Graphs

On-CPU analysis identifies which functions consume the most processor time. Flame graphs are the premier
visualization technique for this data, compressing vast amounts of profiling information into a single, intuitive
image.

Generating Flame Graphs from perf Data

The classic method for generating flame graphs uses Brendan Gregg’s FlameGraph scripts:

# Collect perf data with call graphs
perf record -F 99 -g -- ./my_app

# Generate a folded stack trace file

perf script | stackcollapse-perf.pl > out.folded

# Generate the flame graph

flamegraph.pl out.folded > flamegraph.svg

Hotspot automates this process and provides an interactive interface for exploring the flame graph.

Flame Graphs in Visual Studio

Visual Studio 2022 and later include built-in flame graph support within the CPU Usage tool. This provides a
native Windows profiling experience without requiring WSL2.

To generate a flame graph in Visual Studio:
1. Open the Debug > Performance Profiler... menu.
2. Select CPU Usage and click Start.
3. Interact with the application to capture the performance scenario.

4. Click Stop Collection to end the profiling session.
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5. In the diagnostic report, open the details view.
6. From the Current View dropdown, select Flame Graph.

The Visual Studio flame graph displays the call tree with the same conventions as the Linux-based tools. The hot
path—the call stack for the functions consuming the most CPU time—is highlighted, providing an immediate
starting point for investigation. Clicking on any block zooms into that function, allowing deep exploration of

specific call paths.

Common Flame Graph Patterns and Their Meanings

* Wide plateau at the top: A single leaf function is consuming most of the CPU time. This is the classic

hotspot and the primary target for optimization.

* Wide plateau in the middle: A function is spending most of its time in its callees. The optimization

opportunity lies in the callers or in reducing the number of calls, not in the function itself.

* Many thin vertical stripes: The CPU time is distributed across many functions. There is no single
dominant bottleneck; optimization requires systemic changes or focusing on the most expensive group of

related functions.
* A tall, narrow tower: A deep call chain that consumes relatively little time. Not an optimization priority.

* Identical-looking wide blocks at multiple locations: Indicates a common library function called from

many different places. If this function is a bottleneck, optimizing it will benefit all call sites.

6.3.2 Off-CPU Analysis

On-CPU analysis reveals where the program spends time when it is running. But what about the time when the
program is not running? Threads spend significant time off-CPU, blocked waiting for I/O completion, lock
acquisition, timers, or other events. Off-CPU analysis captures these blocked periods and identifies their root

causes.

The Importance of Off-CPU Analysis

A program that is bottlenecked on I/O or lock contention will show low CPU utilization in on-CPU profiles, even
though it is performing poorly. Off-CPU analysis reveals the hidden time spent waiting, providing a complete
picture of application latency.

Common off-CPU issues include:
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* Synchronous I/O: Threads block waiting for disk or network operations to complete.

¢ Lock Contention: Multiple threads compete for the same mutex, causing all but one to block.
* Thread Synchronization: Threads waiting on condition variables, semaphores, or barriers.

» Explicit Sleeps: Intentional delays introduced by the program.

¢ Scheduler Latency: The thread is ready to run but the CPU is occupied by other tasks.

Off-CPU Flame Graphs

Off-CPU flame graphs visualize the stack traces at the point when a thread is blocked rather than when it is
running. The width of each block represents the total time spent blocked in that call path.
To generate an off-CPU flame graph using perf and eBPF tools:

# Using bcc's offcputime tool (requires eBPF support in WSL2 kernel)
sudo offcputime-bpfcc -df -p $(pgrep my_app) 30 > out.stacks

# Generate the flame graph
flamegraph.pl --color=io --title="Off-CPU Time Flame Graph" \

--countname=us out.stacks > offcpu.svg

Note that eBPF tooling in WSL2 may have limitations due to kernel configuration. For native Windows oft-CPU
analysis, Windows Performance Analyzer (WPA) provides equivalent capabilities through ETW tracing.

I/0 Flame Graphs

I/0O flame graphs are a specialized form of off-CPU analysis that focuses specifically on time spent waiting for
disk or network I/O. They are generated by tracing I/O system calls and recording the call stacks when the I/O
completes.

To generate an I/O flame graph using bcc tools:

# Trace file I/0 slower than 1ms

sudo fileslower-bpfcc 1 > io.stacks

# Process and generate flame graph
flamegraph.pl --color=io --title="File I/0 Time Flame Graph” \
--countname=us io.stacks > io.svg

I/0 flame graphs help identify which parts of the code are triggering slow I/O operations, enabling targeted

optimizations such as:
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* Adding caching layers to reduce I/O frequency
» Switching from synchronous to asynchronous I/O
* Batching multiple small I/O operations into fewer larger ones

» Optimizing file access patterns for better cache utilization

Wakeup Flame Graphs

Wakeup flame graphs provide insight into thread scheduling behavior. They show which threads are waking up
other threads and why, revealing producer-consumer relationships and synchronization patterns. This is

particularly valuable for understanding latency in event-driven and asynchronous systems.

Combining On-CPU and Off-CPU Analysis

The most complete picture of application performance emerges from combining on-CPU and off-CPU analysis.
A function that appears to consume little CPU time in an on-CPU profile may be responsible for significant
latency if it frequently blocks.

The differential diagnosis approach:

1. Start with on-CPU analysis: Identify functions consuming significant CPU time. Optimize these first, as

they directly reduce processing time.

2. If on-CPU analysis shows low utilization but performance is poor, switch to off-CPU analysis:

Identify the blocking operations causing threads to wait.

3. For latency-sensitive applications, profile both simultaneously: Tools like Tracy and Intel VTune can

capture both on-CPU and off-CPU events in a single trace.

6.4 Integrating Performance Analysis into the Development Cycle

Performance analysis is most effective when integrated into the regular development workflow rather than
performed as a one-time, end-of-project activity. Continuous performance monitoring catches regressions early,

prevents the accumulation of technical debt, and ensures that performance goals are met consistently.
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6.4.1 Shifting Performance Testing Left

The principle of shifting left—moving quality assurance activities earlier in the development lifecycle—applies
as much to performance as to functional correctness. A performance regression caught during development
costs a fraction of what it costs to fix after deployment.

Key practices for shifting performance testing left:

 Local Profiling: Developers should profile their changes locally before committing code. Tools like

Hotspot and Heaptrack can be run on developer workstations to provide immediate feedback.

¢ Pre-Commit Hooks: Integrate lightweight performance checks into pre-commit hooks. For example,

verify that a benchmark suite does not show a statistically significant regression.

¢ Automated Benchmarking: Maintain a suite of micro-benchmarks and macro-benchmarks that run

automatically on every pull request.

* Performance Budgets: Establish explicit performance budgets (e.g., §tartup time must not exceed 500ms)

and enforce them in CI.

6.4.2 Continuous Benchmarking in CI/CD

Continuous benchmarking integrates performance measurement into the continuous integration pipeline. Each

code change is evaluated against a baseline to detect regressions.

Setting Up Google Benchmark in CI

Google Benchmark is a widely used micro-benchmarking framework for C++. It provides precise timing,

statistical analysis, and easy integration with CMake.

# CMakelLists.txt

include(FetchContent)

FetchContent_Declare(
google_benchmark
GIT_REPOSITORY https://github.com/google/benchmark.git
GIT_TAG v1.9.4

)

FetchContent_MakeAvailable(google_benchmark)

add_executable(my_benchmarks benchmark_main.cpp)

target_link_libraries(my_benchmarks benchmark: :benchmark)
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A simple benchmark:

#include <benchmark/benchmark.h>

#include <vector>

static void BM_VectorPushBack(benchmark::State& state) {
_ @ state) {

std::vector<int> v;

for (int i = @; i < state.range(@); ++i) {

for (auto

v.push_back(i);
benchmark: :DoNotOptimize(v.data());

}
BENCHMARK (BM_VectorPushBack)->Range (8, 8<<10);

BENCHMARK_MAIN() ;

To integrate with CI, store baseline results and compare against them:

# .github/workflows/benchmark.yml
name: Performance Benchmarks

on: [pull_request]

jobs:
benchmark:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v4
- name: Configure CMake
run: cmake -B build -DCMAKE_BUILD_TYPE=Release
- name: Build Benchmarks
run: cmake --build build --target my_benchmarks
- name: Run Benchmarks
run: |
./build/my_benchmarks --benchmark_out=benchmark_results.json \
--benchmark_out_format=json
- name: Compare with Baseline
run: |
python tools/compare_benchmarks.py \
benchmark_results.json \

baseline_results. json
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Statistical Analysis of Benchmark Results

Benchmark results are inherently noisy due to system load, CPU frequency scaling, and other environmental

factors. Reliable performance testing requires statistical rigor:

* Multiple Iterations: Each benchmark should run many iterations to average out noise. Google

Benchmark automatically determines the appropriate number of iterations.

» Standard Deviation: Report the standard deviation alongside the mean. Large standard deviations

indicate that the result is unstable and may not be reliable.

* Threshold-Based Alerts: Define regression thresholds in terms of both absolute and relative change. A

1% slowdown may be acceptable noise; a 10% slowdown is almost certainly a genuine regression.

* Historical Trending: Maintain a database of benchmark results over time to identify gradual

performance erosion that might not trigger per-commit alerts.

6.4.3 Continuous Profiling in Production

Continuous profiling extends performance analysis into production environments, capturing real-world usage
patterns that cannot be replicated in synthetic benchmarks. This is an emerging practice that complements
traditional development-time profiling.

Tools for continuous profiling include:

» Grafana Pyroscope: An open-source continuous profiling platform that aggregates profiles from multiple

instances and provides a query interface for analyzing performance over time.

* Intel Granulate: A commercial continuous optimization service that applies machine learning to

production profiles to recommend and automatically apply optimizations.
* Parca: An open-source continuous profiling project focused on low-overhead collection and efficient
storage.
Integrating Pyroscope with C++ Applications

Pyroscope provides a C++ client library that can be integrated into applications to periodically capture CPU

profiles:
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#include <pyroscope/pyroscope.h>

int main() {
pyroscope: :PyroscopeConfig config;
config.application_name = "my.cpp.app”;

config.server_address = "http://pyroscope-server:4040";

config.sample_rate = 100; // 100 Hz sampling
pyroscope: :Pyroscope: :Initialize(config);
// Application code here

pyroscope: :Pyroscope: : Shutdown() ;

return 0;

This instrumentation uploads profiles to a central Pyroscope server, where they can be analyzed alongside

profiles from other instances. This enables:

* Comparing versions: Determine whether a new release introduced a performance regression.
* Identifying outliers: Find instances that are performing abnormally.

* Correlating with other signals: Overlay profiles with metrics like request rate or error rate.

6.4.4 Establishing a Performance Culture

Tools and automation are necessary but not sufficient. Sustainable performance requires a team culture that
values performance as a first-class concern.

Key elements of a performance culture:

* Performance Ownership: Every developer is responsible for the performance of their code. Performance

is not a separate team’s job.

* Visible Metrics: Display key performance indicators (latency percentiles, throughput, memory usage) on

team dashboards, making performance trends visible to everyone.

¢ Post-Mortems for Performance Incidents: Treat significant performance regressions with the same
seriousness as functional outages. Conduct blameless post-mortems to identify root causes and prevent

recurrence.
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* Performance Champions: Identify and empower individuals who are passionate about performance to

mentor others and drive best practices.

* Regular Profiling Sprints: Schedule dedicated time for the team to profile the application, identify

bottlenecks, and implement optimizations.

6.4.5 Performance Analysis Workflow Summary

A typical performance investigation follows a structured workflow:

1.

Define the Problem: What specific behavior is unacceptable? Is it latency, throughput, memory usage, or

CPU utilization? Quantify the problem with concrete metrics.

. Reproduce Reliably: Create a minimal, reproducible test case that exhibits the performance issue. This

may be a synthetic benchmark or a specific user scenario.

. Profile to Identify Hotspots: Use CPU profilers (perf, Hotspot) to identify functions consuming

disproportionate time. Use memory profilers (Heaptrack, Massif) to identify excessive allocations.

. Form a Hypothesis: Based on the profile data, form a hypothesis about the root cause. For example:

“The function process_items spends 80% of its time in std: :string: : append due to repeated

concatenation.”

. Implement and Measure an Optimization: Apply a targeted change to address the identified bottleneck.

Rerun both the profiler and benchmarks to measure the impact.

. Iterate: Rarely does a single change fully resolve a performance issue. Continue profiling, forming

hypotheses, and optimizing until the performance meets the required targets.

. Document and Automate: Document the findings and, where possible, add a benchmark or performance

test to prevent regression.
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Debugging C++20 and C++23 Features

The C++20 and C++23 standards introduced transformative language features that fundamentally alter how
developers write and reason about code. Coroutines enable asynchronous programming without callback
pyramids; concepts provide compile-time constraints on template parameters; modules replace the fragile textual
inclusion model; contracts bring design-by-contract into the core language; and new attributes offer
unprecedented control over compiler optimizations. Each of these features, however, introduces new debugging
challenges. This chapter provides a comprehensive guide to debugging modern C++ code, covering both the

unique obstacles posed by these features and the cutting-edge tools developed to overcome them.

7.1 Debugging Coroutines: Challenges and Tools

C++20 coroutines represent a paradigm shift in asynchronous and generator-based programming. Unlike
traditional functions that execute linearly from entry to exit, coroutines can suspend their execution, yield control
back to the caller or event loop, and later resume from the exact point of suspension. This suspension-resume
lifecycle is implemented by the compiler through a complex transformation into a state machine, with local

variables that must persist across suspension points being "spilled" into a heap-allocated coroutine frame.

7.1.1 The Fundamental Debugging Challenge

The compiler-generated nature of coroutine frames introduces several unique debugging challenges. First, the
call stack as understood by traditional debuggers becomes fragmented. When a coroutine suspends, its stack
frame is destroyed, and the debugger loses the ability to walk the call chain through normal frame pointer
traversal. Second, local variables that cross suspension boundaries are relocated into the coroutine frame, and
their debug information may not be preserved correctly. Third, the compiler-generated clones of the coroutine

function (such as the resume and destroy functions) can obscure the logical flow of the program.
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Both compilers and debuggers are actively improving their coroutine support. Using the latest available
toolchain is strongly recommended: Clang 18 or later, LLDB 18 or later, GDB 14 or later, and MSVC 2022

version 17.8 or later.

7.1.2 Inspecting Coroutine State with LLDB and GDB

Modern debuggers provide mechanisms to peer into the coroutine frame and inspect its internal state. The
primary entry point for inspection is the ‘std::coroutine_handle‘, which encapsulates a pointer to the coroutine

frame.

LLDB Coroutine Support

LLDB includes a built-in pretty printer for ‘std::coroutine_handle® that reveals the internal state of the coroutine.
Recent commits to LLDB have enhanced this printer to expose the ‘coro_frame* member, which provides access
to the complete coroutine frame contents, including the suspension point identifier and all internal variables
persisted by the compiler.

To inspect a suspended coroutine in LLDB:

(11db) p my_coroutine_handle

(std::coroutine_handle<void>) $0 = {
__handle_ = 0x00007ff712340000
coro_frame = void * @ 0x00007ff712340000
promise = void * @ 0x00007ff712340018

}

(11db) p *(my_coroutine_handle.coro_frame)

(11db) expr my_coroutine_handle.promise()

When debugging an actively executing coroutine, the compiler injects a special artificial variable ‘__promise*
that points to the promise type instance for the currently in-flight coroutine. This variable is accessible only

when execution is paused within the coroutine body.

GDB Coroutine Support

GDB support for coroutines is less polished than LLDB’s but can be augmented with custom scripts. The LLVM
project provides a GDB script specifically for coroutine debugging, which has been recently updated to be more
robust and easier to use.

Basic GDB inspection without scripts:
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(gdb) p __coro_frame
(gdb) p __promise

With the LLVM coroutine debugging script loaded:

(gdb) source /path/to/llvm-project/clang/utils/coro_debugging/coro_debugging.py
(gdb) coro bt
(gdb) coro frame

7.1.3 Stack Traces Across Suspension Boundaries

One of the most valuable debugging capabilities is obtaining a meaningful stack trace that spans across
coroutine suspension boundaries. The LLVM documentation describes a technique using the ‘__promise*
variable to walk the continuation chain.

Within a suspended coroutine, the ‘__promise* variable contains a continuation pointer that references the
caller’s promise object. That caller’s promise similarly contains a continuation to its caller, forming a linked list
that represents the logical call stack.

The following LLDB script automates this traversal to produce a unified stack trace:

# coro_stack.py
import 1ldb

def coro_bt(debugger, command, result, internal_dict):
target = debugger.GetSelectedTarget()
process = target.GetProcess()
thread = process.GetSelectedThread()
frame = thread.GetSelectedFrame()

promise = frame.FindVariable(”__promise”)
if not promise.IsValid():
result.SetError(”Not in a coroutine context”)

return

depth = @

while promise.IsValid():
# Extract function name and suspension point
result.Printf(f"frame #{depth}: ")
depth += 1

# Follow continuation to caller

continuation = promise.GetChildMemberWithName("”continuation”)
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if not continuation.IsValid():
break

promise = continuation

def __lldb_init_module(debugger, internal_dict):

debugger.HandleCommand('command script add -f coro_stack.coro_bt coro_bt')

When loaded and executed, this script produces output similar to:

(11db) coro bt

frame #0: write_output(std::string_view) [async]
frame #1: greet() [async]

frame #2: main

7.1.4 Common Coroutine Bugs and Diagnostic Strategies

Several categories of bugs are particularly prevalent in coroutine-based code. Understanding their symptoms and
the appropriate diagnostic approach is essential.

Dangling References: Coroutines capture arguments and local variables by reference. If the coroutine outlives
the referenced object, undefined behavior ensues. This often manifests as crashes or corrupted data after
suspension. Detection strategy: enable AddressSanitizer (ASan) with stack-use-after-return detection.
Unresumed Coroutines: A coroutine that is never resumed will leak its frame memory and may hold resources
indefinitely. Detection strategy: enable LeakSanitizer (LSan) or use Heaptrack to profile memory allocations
and identify unreleased coroutine frames.

Promise Lifetime Mismanagement: The promise object is part of the coroutine frame. Improper handling in
“final_suspend‘ can lead to use-after-free or double-free errors. Detection strategy: instrument promise
constructors and destructors with logging, or use ASan.

Incorrect Awaitable Implementation: Custom awaitables must correctly implement ‘await_ready,
‘await_suspend‘, and ‘await_resume*. Errors here can cause the coroutine to suspend incorrectly or never

resume. Detection strategy: add debug logging to each awaitable method and use conditional breakpoints.

7.1.5 Compiler Flags for Coroutine Debugging
To maximize debugging visibility, compile coroutine code with the following flags:

# Clang

clang++ -std=ct++20 -g -00 -fno-omit-frame-pointer coro_demo.cpp -o coro_demo
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# GCC

g++ -std=c++20 -g -00 -fno-omit-frame-pointer coro_demo.cpp -o coro_demo

# MSVC

cl /std:ct++20 /Zi /0d /EHsc coro_demo.cpp /Fe:coro_demo.exe

The ‘-fno-omit-frame-pointer* flag (or its MSVC equivalent) is particularly important for reliable stack

unwinding in coroutine-heavy code.

7.2 Handling Concepts: Template Errors and Improving Error Messages

C++20 concepts provide a mechanism for expressing constraints on template parameters, enabling the compiler
to verify at the point of template instantiation whether the provided arguments satisfy the required interface.
This represents a fundamental improvement over traditional SFINAE-based constraints and, more importantly,

dramatically enhances the quality of compiler error messages.

7.2.1 The Template Error Problem

Historically, C++ template errors have been notorious for producing verbose, cryptic, and deeply nested error
messages. A simple mistake—passing a non-copyable type to a function expecting a copyable type, for
example—could generate hundreds of lines of compiler output, most of which consisted of template
instantiation backtraces rather than actionable information about the actual error.

The core issue is that without concepts, template constraints are enforced deep within the template
implementation. When a constraint violation occurs, the compiler reports the error at the point of violation,
which is often buried in library internals, rather than at the call site where the developer can actually fix the

problem.

7.2.2 Concepts as Error Localization

Concepts shift constraint checking to the point of template use. When a template parameter fails to satisfy a
concept, the compiler reports the error at the call site, with a clear message indicating which concept was not
satisfied and why.

Consider a template function that requires its argument to be sortable:

#include <concepts>

#include <vector>

#include <algorithm>
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template<typename T>

concept Sortable = requires(T& container) {
{ container.begin() } -> std::forward_iterator;
{ container.end() } -> std::forward_iterator;
requires std::sortable<typename T::iterator>;

};

template<Sortable Container>
void sort_container(Container& c) {
std::sort(c.begin(), c.end());

struct NotSortable {
intx begin() { return nullptr; }
intx end() { return nullptr; }
// Missing iterator_traits, not sortable

};

int main() {
std::vector<int> v{3, 1, 4, 1, 53};

sort_container(v); // OK

NotSortable ns;
sort_container(ns); // Error: constraints not satisfied

return 0;

With Clang 18 or GCC 14, the error for the second call is concise and points directly to the violated constraint:

error: no matching function for call to 'sort_container'
note: candidate template ignored: constraints not satisfied [with Container = NotSortable]
note: because 'NotSortable' does not satisfy 'Sortable’

note: because 'requires { ... }' would be invalid: no member named 'iterator' in 'NotSortable'

7.2.3 Compiler Improvements in Concept Diagnostics

Recent compiler versions have made substantial progress in refining concept-related error messages. GCC has
addressed issues where concept definitions swallowed diagnostics, ensuring that errors within concept bodies are
properly propagated to the call site. Clang’s diagnostics for concept failures are widely regarded as the gold

standard, providing clear, hierarchical explanations of which sub-constraints failed and why.
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The feature-test macro ‘__cpp_concepts‘ can be used to conditionally enable concept-based interfaces while

maintaining compatibility with older compilers:

#ifdef __cpp_concepts

template<Sortable Container>

void sort_container(Container& c) { /* ... */ }

#else

template<typename Container>

void sort_container(Container& c) { /* SFINAE fallback =/ }
#endif

7.2.4 Debugging Strategies for Concept-Heavy Code

Even with improved error messages, complex concept hierarchies can still be challenging to debug. Several
strategies can help.

Simplify Concept Definitions Incrementally: When a concept fails, temporarily remove constraints one by one
to identify which specific requirement is causing the failure. Start with the broadest concept and progressively
add constraints until the failure reappears.

Use ‘static_assert‘ with Concepts: Insert ‘static_assert® statements at key points to verify that types satisfy
expected concepts:

template<typename T>

void process(T&& value) {

static_assert(std: :copyable<T>, "T must be copyable”);
// ...

Leverage IDE Integration: Modern IDEs (Visual Studio 2022, CLion 2025.3, VS Code with clangd) provide
real-time concept validation. Hovering over a template instantiation displays which concepts are satisfied and

which are not, often before compilation.

Use ‘requires‘ Clauses for Overload Resolution Debugging: When overload resolution fails due to concept

constraints, explicitly annotate functions with ‘requires‘ clauses to make the constraints visible in error messages.

7.3 Modules: Debugging Modular Code and Dependency Analysis

C++20 modules replace the traditional header-file inclusion model with a proper module system. Modules offer
significant advantages: faster compilation, isolation from preprocessor macros, and explicit control over

exported interfaces. However, they also introduce new complexities for build systems and debuggers.
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7.3.1 The Module Build Model

A C++ module consists of one or more source files compiled into a Binary Module Interface (BMI) file. When
another source file imports the module, the compiler reads the BMI rather than reprocessing header text. This
model fundamentally changes how dependencies are resolved: the build system must ensure that BMIs are
generated before any consuming source files are compiled.

CMake 3.28 introduced native support for C++ modules, including automatic dependency scanning. The CMake
implementation asks the compiler to scan source files for module dependencies during the build, collates

scanning results to infer ordering constraints, and dynamically updates the build graph.

7.3.2 Configuring Modules with CMake
A basic CMake configuration for a module-based project:

cmake_minimum_required(VERSION 3.28)
project(ModuleDemo)

set (CMAKE_CXX_STANDARD 20)
set (CMAKE_CXX_STANDARD_REQUIRED ON)

# Enable experimental module scanning (CMake 3.28+)

set (CMAKE_EXPERIMENTAL _CXX_MODULE_CMAKE_API "3c375311-a7b6-435c-9e2b-6b5fc7f6b6c5")

add_library(math_module)
target_sources(math_module
PUBLIC
FILE_SET CXX_MODULES
BASE_DIRS ${CMAKE_CURRENT_SOURCE_DIR}
FILES math.ixx

add_executable(main main.cpp)
target_link_libraries(main PRIVATE math_module)

The modern approach uses ‘FILE_SET CXX_MODULES" to declare module interface files. CMake

automatically scans these files for module dependencies and ensures correct build ordering.
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7.3.3 Debugging Module Build Failures

Module build failures often manifest differently from traditional header-based builds. Common issues and their
resolutions include:

Missing BMI Files: If a module interface unit fails to compile, consuming source files will report "cannot open
BMI file" errors. Check the build logs for errors during the module interface compilation step.

Dependency Scanning Issues: The ‘CXX_SCAN_FOR_MODULES® property controls whether CMake scans
a source file for module dependencies. If dependencies are not being resolved correctly, verify that the property
is set to “TRUE* for the affected sources and that the compiler supports the scanning protocol (P1689RS).
Compiler Version Mismatches: Module binary formats are not guaranteed to be compatible across different
compiler versions. Ensure that all compilation units use the same compiler version.

MSVC-Specific Flags: When using MSVC, the ‘-std:c++latest -experimental:module‘ flags may be required.
For ‘import std;‘ (C++23), ensure the modular standard library component is installed via the Visual Studio

Installer.

7.3.4 Debugging Module Code at Runtime

Debugging module code with traditional debuggers works largely the same as debugging header-based code,
provided debug information is properly generated. The key requirement is that the compiler emits DWARF or
PDB information that correctly references the module source files.

For MSVC, ensure ‘/Zi‘ is used for both module interface units and consuming source files. For Clang and GCC,
use ‘-g‘ consistently across all compilation units.

Recent versions of Visual Studio and LLDB can correctly locate module source files when stepping into
functions defined in imported modules. The debugger uses the BMI to resolve source locations, so the BMI

must be accessible at debug time.

7.3.5 Dependency Analysis for Modules

Understanding module dependencies is crucial for diagnosing build and performance issues. Tools that assist

with dependency analysis include:

* clang-scan-deps: Part of the Clang toolchain, this utility scans source files and generates a JSON

dependency graph describing module imports and exports.

¢ CMake’s built-in dependency visualization: CMake can generate GraphViz diagrams of module

dependencies using ‘—graphviz=modules.dot".
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* Visual Studio Module Dependency Viewer: The Visual Studio IDE provides a graphical view of module

dependencies within a solution.

Example of using ‘clang-scan-deps‘:

clang-scan-deps -compilation-database compile_commands.json --format experimental-full

7.4 Programming Contracts: Using ‘contract_assert‘ and Debugger

Integration

C++26 introduces language-level support for design-by-contract through contract assertions and function
contract specifiers. Contracts allow developers to explicitly specify preconditions, postconditions, and internal
invariants that are checked during execution in debug builds and can be ignored in release builds for

performance.

7.4.1 Contract Assertions with ‘contract_assert‘

The ‘contract_assert® statement verifies an internal condition within a function or lambda body. It is the

successor to the traditional ‘assert® macro, but with language-level semantics and integration.

#include <array>

#include <cmath>

template<std::floating_point T>
constexpr auto normalize(std::array<T, 3> vector) noexcept {
auto& [x, y, z] = vector;

const auto norm = std::hypot(x, y, z);

// Debug check for normalization safety

contract_assert(std::isfinite(norm) && norm > T(0));

X /= norm; y /= norm; z /= norm;

return vector;

The feature-test macro for contracts is °__cpp_contracts‘ with the value 202502L°.
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7.4.2 Function Contract Specifiers: ‘pre‘ and ‘post*

C++26 also introduces ‘pre and ‘post* specifiers for functions, which declare conditions that must hold before

and after the function executes.

#include <vector>

double safe_sqrt(double x)

pre(x >= 0.0) // precondition: caller must ensure
post(result: result >= 0.0) // postcondition: callee guarantees
{
return std::sqrt(x);
3

size_t binary_search(const std::vector<int>& vec, int value)
pre(std: :is_sorted(vec.begin(), vec.end())) // requires sorted input

post(result: result <= vec.size()) // result is valid index or size

// implementation

7.4.3 Contract Violation Handling

When a contract assertion fails in a debug build, the program terminates (or invokes a configurable violation
handler). This behavior is controlled by the build configuration and the compiler’s contract violation handling
mode.

The C++26 standard defines several semantic modes for contract evaluation:

* ignore: Contracts are not evaluated. This is the typical release build mode.

» observe: Contracts are evaluated, and violations are reported but do not terminate the program (intended

for testing).

« enforce: Contracts are evaluated, and violations terminate the program (typical debug build mode).

7.4.4 Debugger Integration for Contracts

When a contract violation occurs, the debugger can be configured to break at the point of violation, allowing
inspection of the program state that caused the contract to fail. This is analogous to breaking on a failed

assertion.
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For GCC and Clang, the ‘-fcontract-violation-handler* flag can be used to specify a custom handler function that

can trigger a debugger breakpoint:

#include <csignal>

extern "C" void handle_contract_violation(const char* file, int line,
const charx predicate) {
// Raise SIGTRAP to break into debugger
std::raise(SIGTRAP);

Compile with:

g++ -std=c++26 -fcontracts -fcontract-violation-handler=handle_contract_violation contract_demo.cpp

7.4.5 Differences from ‘assert‘ and ‘static_assert*

Understanding the distinctions between the various assertion mechanisms in C++ is essential for effective

debugging:

* ‘assert‘ (macro): Runtime check in debug builds; removed in ‘NDEBUG" builds. Not integrated with the

type system and cannot be used in constexpr contexts.
* ‘static_assert‘: Compile-time check only. Evaluated during compilation; failure prevents compilation.

* ‘contract_assert‘: Language-level runtime check with defined semantic modes. Can be used in constexpr

functions (evaluated at compile time when the function is constexpr-evaluated).

* ‘[[assume]]: Not a check at all; an optimization hint that invokes undefined behavior if the condition is

false. Never evaluated at runtime.

7.5 New Attributes: ‘[[assume]]‘, ‘[[likely]]*, ‘[[unlikely]]‘ and Their
Impact on Debugging

C++23 introduced several attributes that provide the compiler with information about program behavior,
enabling optimizations. While these attributes primarily affect generated code rather than debugging directly,

they have important interactions with the debugging experience.
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7.5.1 The ‘[[assume]]¢ Attribute

The ‘[[assume]] attribute specifies that a given expression is assumed to always evaluate to true at a particular
point in the program. The compiler can use this information to generate more efficient code, but the assumption

is not checked at runtime.

#include <cmath>

void process_positive(int& x, int y) {
[[assume(x > @)11;

// Compiler may optimize based on x > @

int half = x / 2; // May be optimized

X = 3;
[Lassume((x == 3))11;
// Compiler may assume x is 3 here
3
The ‘[[assume]]* attribute must be applied to a null statement (an empty statement terminated by a semicolon).

The expression is contextually converted to ‘bool‘ but is not evaluated.

Critical Safety Warning

If the assumed expression does not hold at the point of the assumption, the behavior is undefined. This is a sharp
tool that should be used sparingly. The recommended pattern is to pair ‘[[assume]]‘ with an assertion during

development:

void safe_divide(int dividend, int divisor) {
assert(divisor != 0); // Checked in debug builds

[[assume(divisor != @)]1; // Optimization in release builds

int result = dividend / divisor;

3

When ‘NDEBUG® is defined, the assertion is removed, but the assumption remains, allowing the compiler to
optimize based on the non-zero divisor guarantee.
Impact on Debugging

Because ‘[[assume]]‘ is never evaluated, it has no direct impact on the debugging experience. However, it can

affect the observability of program state in optimized builds. The compiler may eliminate code paths that are
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impossible under the assumption, which can make it appear in the debugger that certain branches are never taken.
Clang provides a diagnostic flag ‘-Wassume* that warns about assumptions that are provably false at compile

time.

7.5.2 The ‘[[likely]]¢ and ‘[[unlikely]]¢ Attributes

The ‘[[likely]]‘ and ‘[[unlikely]]‘ attributes can be applied to labels or statements to indicate which execution
path is expected to be more or less probable. These attributes influence code layout decisions by the compiler,

not branch prediction at the hardware level.

void process_error_rarely(int error_code) {
switch (error_code) {

case 0:
handle_success();
break;

case 1:
[[1likely]] handle_common_warning();
break;

case 99:
[[Lunlikely]] handle_critical_failure();
break;

int find_element(const std::vector<int>& vec, int target) {
for (size_t i = @; i < vec.size(); ++i) {
if (vec[i] == target) [[unlikely]] {

return i;
}
}
return -1;
}
Impact on Debugging

These attributes primarily affect code placement: the compiler arranges the ‘[[likely]]* path to be contiguous and
places ‘[[unlikely]]‘ paths out of line. This can make stepping through the debugger slightly less intuitive, as the
program counter may jump to a distant location when an unlikely branch is taken. However, the logical flow

remains unchanged, and the attributes do not affect variable values or control flow semantics.
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7.5.3 Compiler Support and Flags

* Clang 16+: Full support for ‘[[assume]]‘, ‘[[likely]]‘, and ‘[[unlikely]]‘. The ‘-fno-assumptions* flag

disables assumption lowering while preserving parsing.
¢ GCC 13+: Support for all three attributes.

e MSVC 2022 17.8+: Support for ‘[[likely]]‘ and ‘[[unlikely]]‘. ‘[[assume]]‘ support is available via

3

__assume(expr)‘ intrinsic; standard ‘[[assume]]‘ support is planned.

7.6 Debugging ‘constexpr* and ‘consteval‘: The Constexpr Debugger

Modern C++ increasingly pushes computation from runtime to compile time. ‘constexpr* functions, ‘consteval®
immediate functions, ‘constinit* variables, and compile-time evaluated containers enable sophisticated
metaprogramming that executes during compilation. However, debugging compile-time code has historically

been a painful exercise in interpreting compiler error messages.

7.6.1 The Historical Difficulty of Constexpr Debugging

When a ‘constexpr* evaluation fails, the compiler emits a diagnostic such as "expression did not evaluate to a
constant." Accompanying notes may indicate which subexpression caused the failure, but the developer cannot

inspect the actual state of variables during the evaluation. Common workarounds include:

* Removing ‘constexpr‘ and running the code at runtime under a debugger, hoping that runtime behavior

matches compile-time behavior.
* Inserting ‘static_assert‘ statements at various points to bisect the problem.
* Adding logging via compiler diagnostic pragmas.

These approaches are indirect and time-consuming.

7.6.2 The CLion Constexpr Debugger

CLion 2025.3 introduces a groundbreaking feature: the Constexpr Debugger. This tool allows developers to step
through compile-time evaluations, inspect variable values, and see exactly which ‘if constexpr‘ branches are

taken—all within the compiler’s actual evaluation context.
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The Constexpr Debugger works by instrumenting the Clang compiler to provide a debugging interface for
constexpr evaluation. When a ‘constexpr® or ‘consteval‘ function is evaluated at compile time, the debugger can
pause execution at breakpoints, display the values of variables, and show the call stack of constexpr function

invocations.

Key Capabilities

¢ Step-through evaluation: Step into, over, and out of ‘constexpr‘ functions as they are evaluated by the

compiler.

* Variable inspection: View the values of variables, including complex types like ‘std::vector* and

‘std::string‘, during compile-time evaluation.

* Branch confirmation: See exactly which ‘if constexpr* branch is taken and why.

Call stack navigation: Navigate the chain of ‘constexpr‘ function calls that led to the current evaluation

point.

* Breakpoint support: Set breakpoints in ‘constexpr* functions that trigger when the compiler evaluates

them.

Example Constexpr Debugging Session
Consider a constexpr function that parses a string at compile time:

#include <string_view>

#include <array>

consteval int parse_number(std::string_view sv) {

int result = 0;
for (char c : sv) {

if (c<'0" || ¢c>"'9") {

throw "Invalid character”;

}

result = result * 10 + (c - '0');
3

return result;

int main() {
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constexpr int value = parse_number(”1234"); // OK
constexpr int bad = parse_number(”12a4"); // Fails at compile time
return 0;

3

Without the Constexpr Debugger, the error is reported as "expression did not evaluate to a constant" with a note

about the throw statement. With the Constexpr Debugger, you can:
1. Set a breakpoint on the line ‘if (c <’0’ || c > ’9’)".
2. Run the constexpr evaluation in debug mode.
3. Step through each iteration of the loop, observing the value of ‘c* and ‘result’.

€906

4. When ‘c‘ becomes “’a’‘, see that the condition ‘c > *9’¢ is false but ‘c < ’0’‘ is also false, so the branch is

not taken? Wait—actually inspect the condition evaluation to understand the exact failure.

7.6.3 Integration with the Development Workflow
The Constexpr Debugger is integrated directly into CLion’s standard debugging interface. To use it:
1. Place breakpoints in ‘constexpr* or ‘consteval® functions.

2. Create a Constexpr Debugger run configuration, specifying the source file containing the constexpr

evaluation.
3. Start the debug session with ‘Shift+F9°.
4. Use the standard debugger controls (Step Over, Step Into, Continue) to navigate the evaluation.

5. Inspect variables in the Variables view, exactly as with runtime debugging.

7.6.4 Compiler Support for Constexpr Debugging

The Constexpr Debugger is built on enhancements to the Clang compiler that expose constexpr evaluation state.
While the debugger itself is a CLion feature, the underlying infrastructure represents a broader effort to make
compile-time programming more accessible and debuggable.

For developers not using CLion, improved constexpr diagnostics in GCC 14 and Clang 18 provide more detailed
error information than earlier versions. The ‘-fconstexpr-steps‘ flag in GCC limits the number of constexpr
evaluation steps, which can help isolate infinite recursion or excessive computation. Clang’s

‘-fconstexpr-backtrace-limit‘ controls the depth of backtraces in constexpr evaluation errors.
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7.6.5 Best Practices for Debuggable Constexpr Code

Even without a dedicated constexpr debugger, certain practices make compile-time code easier to debug:

Write testable constexpr functions: Design constexpr functions so they can be tested at runtime. Use

‘static_assert‘ for compile-time tests and regular unit tests for runtime verification.

* Use ‘if consteval‘ for fallback: The ‘if consteval‘ construct allows providing a runtime fallback that can

be debugged conventionally.

* Add ‘static_assert‘ checkpoints: Insert ‘static_assert* statements with descriptive messages at key points

in constexpr functions.

 Limit constexpr complexity: Break complex constexpr functions into smaller, more manageable pieces

that can be individually verified.

consteval int complex_calculation(int input) {
if consteval {
// Compile-time evaluation path
int stepl = do_stepl(input);
static_assert(stepl > @, "Step 1 produced non-positive result”);

int step2 = do_step2(stepl);
static_assert(step2 < 1000, "Step 2 exceeded bounds");

return step2;
} else {
// Runtime fallback for debugging
return complex_calculation_runtime(input);



Debugging Templates and Generative

Programming

Templates are the foundation of generic programming in C++, enabling the creation of algorithms and data
structures that operate uniformly across diverse types. This power, however, comes at a cost: template errors are
notoriously difficult to debug. The compiler’s diagnostic output for a simple template mistake can span hundreds
of lines, drowning the actual error in a sea of instantiation backtraces. Moreover, the code that actually executes
is not the code the developer wrote but rather a compiler-generated instantiation that may bear little syntactic
resemblance to the original template definition.

This chapter provides a comprehensive guide to debugging C++ templates and generative programming. It
begins with an analysis of why template errors become "novels," then explores specialized tools for template
introspection, covers techniques for compile-time error enforcement, examines the nuances of SFINAE and

substitution failures, and concludes with strategies for debugging automatically generated code.

8.1 Classic Template Errors: The "Template Error Novel"

The term "template error novel" colloquially describes the overwhelming diagnostic output that compilers
historically produced when template instantiation failed. Understanding the structure of these errors, why they

occur, and how modern C++ features have addressed them is the first step toward effective template debugging.

8.1.1 Anatomy of a Template Error

A typical template error consists of three components. First, the compiler reports the immediate error: a type
mismatch, a missing member function, or an invalid expression. Second, it provides a template instantiation
backtrace showing the chain of template instantiations that led to the error. Third, it includes contextual notes

pointing to the original template declarations and the point of instantiation.

180
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The fundamental problem is that the error is reported deep within the template implementation, where the
violation of expectations occurs, rather than at the call site where the developer can actually fix the problem. A
function template that expects its argument type to support addition will, when passed a non-addable type,
generate an error deep within the function body where the addition operator is used. The developer sees an error

about ‘operator+* being unavailable, buried dozens of frames deep in an instantiation stack.

8.1.2 How Concepts Transform Error Messages

C++20 concepts address this problem by moving constraint checking to the point of template use. When a
template parameter fails to satisfy a concept, the compiler reports the error at the call site with a clear message
indicating which concept was not satisfied and why. Concepts enable the compiler to intercept invalid arguments
at the first layer of the call, providing direct and understandable feedback rather than generating dozens of lines
of nested error messages[reference:0].

Consider a function template constrained by a concept:

#include <concepts>

#include <iostream>

template<typename T>

concept Addable = requires(T a, T b) {
{ a+ b} ->std::convertible_to<T>;

}

template<Addable T>
T add(T a, T b) {
return a + b;

struct NotAddable {3};

int main() {

std::cout << add(5, 3) << '\n'; // OK
// add(NotAddable{}, NotAddable{}); // Error: constraints not satisfied
return 0;

When the commented line is uncommented, the compiler produces an error at the call site indicating that

‘NotAddable‘ does not satisfy the ‘Addable‘ concept, rather than an error deep within the ‘add‘ function body.
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This shift from implementation-site errors to call-site errors fundamentally transforms the template debugging

experience.

8.1.3 Using Compiler Flags to Manage Error Verbosity

Both GCC and Clang provide the ‘-ftemplate-backtrace-limit* compiler option, which restricts the depth of the
template error backtrace. This helps narrow down the source of the problem and simplifies error

messages[reference:1].

clang++ -ftemplate-backtrace-limit=5 problematic_template.cpp

This flag limits the number of template instantiation notes emitted for a single warning or error. The default limit
is 10, and the limit can be disabled entirely with ‘-ftemplate-backtrace-limit=0°[reference:2]. For extremely deep
template recursion, reducing the backtrace limit makes the error output manageable while still preserving the
essential context.

The ‘-ftemplate-depth=N° flag increases the maximum template instantiation depth beyond the default of 1024,

which is occasionally necessary for heavily recursive metaprograms.

g++ -ftemplate-depth=2048 recursive_metaprogram.cpp

These flags, used in combination, allow developers to control the verbosity of template diagnostics and focus on

the relevant portion of the instantiation chain.

8.1.4 Compiler Improvements in Template Diagnostics

Recent compiler versions have made substantial progress in refining template-related error messages. Clang is
widely recognized for producing the most readable template diagnostics, with clear hierarchical explanations and
precise source locations. GCC has addressed issues where concept definitions swallowed diagnostics, ensuring
that errors within concept bodies are properly propagated. Microsoft Visual C++ has steadily improved its
template error formatting, with Visual Studio 2022 providing more concise and actionable messages.

The combination of concepts for early constraint checking, ‘-ftemplate-backtrace-limit* for managing output
verbosity, and ongoing compiler improvements has transformed template error debugging from a daunting

challenge into a manageable task.
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8.2 Template Debugging Tools: Templight and Clang’s Template

Backtrace Limit

Beyond compiler diagnostics, specialized tools provide deeper introspection into the template instantiation
process. These tools reveal what templates are instantiated, in what order, how much time and memory each

instantiation consumes, and why certain instantiations fail.

8.2.1 Templight: Template Instantiation Profiler and Debugger

Templight is a Clang-based tool designed specifically to profile the time and memory consumption of template
instantiations and to perform interactive debugging sessions that provide introspection into the template
instantiation process[reference:3]. It operates as a drop-in substitute for the Clang compiler, performing a full

compilation while recording a trace of template instantiations[reference:4].

Templight Profiler

The Templight profiler records a timestamp when a template instantiation is entered and when it is exited,
forming a compilation-time profile of template instantiations for each translation unit. This profile answers
critical questions: which templates consume the most compilation time? Where are the bottlenecks in
template-heavy builds? Are there redundant instantiations that could be eliminated through better design or
explicit instantiation?

The profiler output can be processed with various tools to generate flame graphs, tables, and other visualizations

of template instantiation time.

Templight Debugger

The Templight debugger extends the profiling capabilities with interactive debugging features. It allows
developers to set breakpoints on template instantiations, step through the instantiation process, and inspect the
state of template parameters at each stage. This capability is invaluable for understanding why a particular
overload was selected, why SFINAE eliminated a candidate, or why a concept constraint failed.

Templight works with both the standard Clang compiler interface and the clang-cl compatibility mode for
Windows development. It honors all standard Clang compiler options, making it straightforward to integrate into

existing build systems[reference:5].
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Invoking Templight

templight -c -std=c++20 -templight-trace=profile.trace source.cpp

The ‘-templight-trace* option specifies the output file for the instantiation trace. This trace can be analyzed with

the Templight inspection tools to visualize the instantiation tree and identify compilation hotspots.

8.2.2 Metashell: Interactive Template Metaprogramming

Metashell is an interactive environment for template metaprogramming. It provides a REPL (Read-Eval-Print
Loop) where developers can instantiate templates, evaluate type traits, and explore the results of template
metaprograms in real time. Metashell uses the Clang compiler infrastructure to provide accurate evaluation and

integrates with the MDB (Metaprogram Debugger) for step-by-step execution of template metaprograms.

8.2.3 C++ Insights: Seeing the Compiler’s Transformation

C++ Insights, created by Andreas Fertig, is a powerful code analysis tool that transforms complex C++ syntax
into the compiler’s internal representation. It reveals how templates are instantiated, how lambda expressions
become anonymous classes, how structured bindings are lowered, and how coroutines are transformed into state
machines. C++ Insights allows developers to see the code the compiler actually generates[reference:6].

The tool is available online and as a command-line utility. Version 19.1 introduced improvements to template
handling, including more accurate display of class template argument deduction (CTAD) processes, fixes for
template parameter pack expansion, and correct handling of nested classes within class templates[reference:7].
Using C++ Insights, a developer can paste a template definition and see the fully instantiated code for a specific
set of template arguments. This capability demystifies template instantiation and makes it concrete and

inspectable.

8.2.4 Clang’s Template Instantiation Notes

Recent Clang development has focused on improving the contextual information provided with template errors.
A new instantiation context note mechanism automatically adds notes pointing to relevant template parameters
when errors occur during instantiation. Instead of manually adding notes to every relevant error, which is
error-prone and often missed, the compiler now automatically provides this context[reference:8].

This feature, combined with the ‘-ftemplate-backtrace-limit‘ flag, gives developers precise control over the
diagnostic output. For quick iteration, a low backtrace limit provides concise feedback. For deep investigation,

increasing or disabling the limit reveals the full instantiation chain.
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8.3 Compile-Time Error Debugging Using static_assert and
type_traits

While tools like Templight and C++ Insights provide post-hoc analysis of template behavior, proactive
debugging techniques embed checks directly into the template code. The ‘static_assert* declaration and the type

traits library form the foundation of compile-time error enforcement in C++ templates.

8.3.1 Understanding static_assert

‘static_assert" is a compile-time assertion. It verifies a constant expression during compilation and, if the
expression evaluates to false, issues a compile error with a developer-specified message[reference:9]. This is
fundamentally different from runtime ‘assert‘, which only triggers when the code is executed.

The syntax has two forms:

// C++11: message required

static_assert(sizeof(int) >= 4, "int must be at least 32 bits");

// C++17: message optional (compiler provides default)

static_assert(std::is_trivially_copyable_v<T>);

The key limitation of ‘static_assert® is that it can only evaluate expressions that are known at compile time, such
as ‘constexpr’ variables, ‘sizeof‘ results, and template parameters[reference:10]. Attempting to check a runtime

value with ‘static_assert‘ produces a compilation error.

8.3.2 Using type_traits for Type Validation

The ‘<type_traits>* header provides a rich set of compile-time type queries and transformations. These traits
form the building blocks for ‘static_assert‘-based template constraints.

Common type traits for validation include:

‘std::is_integral_v<T>*: Checks if ‘T* is an integral type.

* ‘std::is_floating_point_v<T>‘: Checks if ‘T* is a floating-point type.

‘std::is_copy_constructible_v<T>‘: Checks if “T* is copy constructible.

e ‘std::is_same_v<T, U>‘: Checks if ‘T‘ and ‘U* are the same type.
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e ‘std::is_base_of v<Base, Derived>‘: Checks if ‘Base‘ is a base class of ‘Derived‘.

A typical usage pattern combines ‘static_assert* with type traits to enforce template parameter requirements:

#include <type_traits>

#include <iostream>

template<typename T>
void process_numeric(T value) {
static_assert(std::is_arithmetic_v<T>,
"process_numeric requires an arithmetic type");

std::cout << "Processing: " << value << '\n';

int main() {
process_numeric(42); // OK: int is arithmetic
process_numeric(3.14); // OK: double is arithmetic
// process_numeric("hello"); // Error: const char* is not arithmetic

return 0;

When the commented line is uncommented, the compiler produces a clear error with the custom message,

immediately identifying the violated requirement.

8.3.3 Custom Type Traits for Complex Validation

When standard type traits are insufficient, developers can create custom traits to express more sophisticated

requirements:

#include <type_traits>

#include <vector>

// Primary template: assume false
template<typename T, typename = void>

struct is_container : std::false_type {3};

// Specialization for types with begin() and end()

template<typename T>

struct is_container<T, std::void_t<
decltype(std::declval<T>().begin()),
decltype(std: :declval<T>().end())

>> : std::true_type {};
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template<typename T>
inline constexpr bool is_container_v = is_container<T>::value;

template<typename Container>
void process_container(Container& c) {
static_assert(is_container_v<Container>,
"process_container requires a container type");
for (auto& item : c) {

// Process items

This technique, known as the detection idiom, uses ‘std::void_t* to check for the existence of member functions

at compile time. The ‘static_assert* then provides a clear error message when the requirement is not met.

8.3.4 The Interaction of if constexpr and static_assert

C++17 introduced ‘if constexpr*, which conditionally compiles code based on a compile-time boolean
expression. Unlike a regular ‘if* statement, where both branches must be valid for all template instantiations, ‘if
constexpr* discards the untaken branch entirely[reference:11].

This behavior has important implications for ‘static_assert*:

template<typename T>
void process(T value) {
if constexpr (std::is_integral_v<T>) {
// This branch is compiled for integral types
static_assert(sizeof(T) <= 8, "Integral type too large");
} else {
// This branch is compiled for non-integral types
// The static_assert below is never evaluated for integral T

static_assert(std::is_class_v<T>, "Non-integral type must be a class"”);

The ‘static_assert* in the ‘else‘ branch is only compiled when ‘T is not an integral type, so it never triggers for
integral instantiations. This allows different constraints to be applied to different categories of types within the

same template function.
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8.3.5 Debugging with Compile-Time Diagnostics

Beyond static_assert, compilers provide mechanisms for emitting diagnostic messages during compilation.
The #pragma message directive prints a message to the build output, which can be used to trace template
instantiations:

template<typename T>

void debug_instantiation() {

#pragma message("Instantiating debug_instantiation with type: " __PRETTY_FUNCTION__)

GCC and Clang also provide a custom attribute that forces a compilation error with a custom message, useful for
marking functions that should never be instantiated:
template<typename T>

[[gnu::error("This template should never be instantiated”)]]
void forbidden_template() = delete;

When this template is instantiated, the compiler emits the specified error message, making it immediately clear

that the instantiation path is invalid.

8.3.6 static_assert vs. SFINAE vs. Concepts

Each mechanism for compile-time constraint enforcement has distinct use cases. static_assert provides clear,
immediate error messages and is ideal for library code where users need explicit guidance when requirements
are not met. SFINAE silently removes non-matching overloads from consideration, enabling flexible overload
resolution where multiple implementations coexist for different type categories[?]. Concepts combine the best
of both worlds: they provide clear error messages like static_assert while enabling overload selection like
SFINAE, but with a declarative syntax that improves readability and maintainability.

Understanding when to use each approach is an essential skill for template debugging and design.

8.4 Handling SFINAE and Substitution Errors

SFINAE, an acronym for "Substitution Failure Is Not An Error," is a foundational principle of C++ template
metaprogramming. When substituting template arguments into a function template or partial specialization, if
the substitution produces invalid code in the immediate context, the compiler does not treat this as a hard error.
Instead, it discards that particular specialization from consideration and continues searching for other viable

overloads[reference:13].
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8.4.1 The Mechanics of Substitution Failure

Substitution occurs in two phases for function templates: explicitly specified template arguments are substituted
before template argument deduction, and deduced arguments and default arguments are substituted after
deduction. Substitution encompasses all types used in the function type, including the return type and all
parameter types, all types used in template parameter declarations, all expressions used in the function type, and,
since C++20, all expressions used in the explicit specifier[reference:14].

A substitution failure is any situation where the substituted type or expression would be ill-formed with a
required diagnostic if written using the substituted arguments. Critically, only failures in the immediate context
of the function type or its template parameter types qualify as SFINAE errors. Errors that occur in side effects,
such as the instantiation of some template specialization or the generation of an implicitly-defined member

function, are treated as hard errors[reference:15].

8.4.2 The "Immediate Context'' Limitation

The distinction between the immediate context and deeper instantiations is a frequent source of confusion and
debugging difficulty. The immediate context includes the function type, template parameter declarations, and
expressions directly within the template declaration. It does not include the bodies of functions called from

those expressions, the instantiation of other templates, or the generation of implicitly-defined special member

functions.

template<typename T>
struct Wrapper {

using type = typename T::type; // Hard error if T has no 'type'
s

template<typename T>
void func(typename Wrapper<T>::type) {} // SFINAE context

template<typename T>
void func(T) {} // Fallback overload

In this example, the first overload of ‘func‘ uses “Wrapper<T>::type‘ in its parameter type. The substitution
failure occurs in the immediate context because the invalid type appears directly in the function parameter list.
The second overload serves as a fallback.

Contrast this with a case where the failure is not in the immediate context:

template<typename T>
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auto process(T t) -> decltype(t.operation()) {

return t.operation();

template<typename T>
void process(T) {}

Here, the expression ‘t.operation()‘ is in the immediate context of the trailing return type, so substitution failure
qualifies as SFINAE.

8.4.3 Debugging SFINAE Failures

When SFINAE eliminates all viable overloads, the compiler reports that no matching function was found. The
error message typically includes the candidate functions that were considered but rejected, along with the reason
for rejection. However, the rejection reason is often buried in template instantiation backtraces.

GCC provides the ‘-Wsfinae-incomplete® flag, which adds a warning at the point of SFINAE failure. This is
particularly helpful for debugging why a particular overload was unexpectedly rejected[reference:16]. The flag
remembers when a requirement for a complete type or a deduced return type fails in a SFINAE context and later

warns if the type or function becomes complete.

g++ -Wsfinae-incomplete sfinae_debug.cpp

8.4.4 Concepts as the Successor to SFINAE

C++20 concepts largely supersede SFINAE for most constraint use cases. While SFINAE relies on the
compiler’s error recovery mechanism to silently discard invalid overloads, concepts provide a declarative syntax
that explicitly states the requirements for a template parameter. The compiler then checks these requirements
directly, producing clear error messages when they are not satisfied.

The transition from SFINAE to concepts is not merely syntactic; it fundamentally improves the debugging
experience. A SFINAE failure may result in an overload being silently discarded, leaving the developer
wondering why their function was not called. A concept failure, by contrast, produces an explicit error

indicating which concept was not satisfied and why.

8.4.5 Using requires Clauses for Debuggable Constraints

For cases where defining a named concept is overkill, C++20 provides ‘requires‘ clauses that can be attached

directly to function templates:
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template<typename T>
requires std::is_integral_v<T> || std::is_floating_point_v<T>
T absolute(T value) {

return value < @ ? -value : value;

3

When a constraint in a ‘requires‘ clause fails, the compiler reports the failure at the call site, similar to named
concepts. This provides a middle ground between the implicit constraints of SFINAE and the full formality of

named concepts.

8.4.6 Practical Debugging Workflow for SFINAE

When debugging SFINAE-related issues, follow this systematic workflow. First, compile with
‘-ftemplate-backtrace-limit* set to a small value to make the output manageable. Second, identify which
overloads are being considered and which are being rejected. Third, for each rejected overload, locate the
substitution failure point. Fourth, verify whether the failure is in the immediate context (qualifying as SFINAE)
or deeper (causing a hard error). Fifth, if the failure should be SFINAE but is producing a hard error, restructure
the code to move the failure into the immediate context. Finally, consider migrating the constraint to a C++20

concept for clearer diagnostics and better maintainability.

8.5 Debugging Automatically Generated Code

C++ compilers generate substantial amounts of code beyond what developers explicitly write. Template
instantiations, lambda-to-class conversions, coroutine transformations, and structured binding expansions all

produce compiler-generated code. Debugging this generated code requires specialized techniques and tools.

8.5.1 Understanding What Code Is Generated

The first step in debugging generated code is understanding what the compiler actually produces. C++ Insights
provides this capability by transforming C++ source code into the compiler’s internal representation, showing
exactly what code is generated for templates, lambdas, coroutines, and other modern C++ features[reference:17].
C++ Insights reveals the compiler’s transformations. Lambda expressions become anonymous functor classes
with a call operator containing the lambda body. Template instantiations become concrete classes or functions
with the template parameters replaced by the actual types. Structured bindings become references to the
underlying tuple or aggregate elements. Coroutines become complex state machines with promise objects and

suspension points.
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8.5.2 Missing Debug Information in Template Instantiations

A common frustration when debugging template-heavy code is the debugger appearing to skip lines or reporting
that variables have been optimized out. This occurs because compilers, especially with optimization enabled,
may inline template functions, reorder code, or eliminate variables deemed unnecessary. The resulting machine
code may not correspond line-for-line with the source code, and the debugging information becomes
sparse[reference:18].

To mitigate these issues, compile debug builds with the ‘-Og* flag (Optimize for Debugging) rather than ‘-O1°,
-02°, or -O3“. This flag applies a modest level of optimization while ensuring good debuggability:

g++ -std=c++20 -g -Og -fno-omit-frame-pointer template_code.cpp -o debug_build

The ‘-fno-omit-frame-pointer* flag helps debuggers walk the call stack more reliably, which is particularly

important for template-heavy code where inlining is common[reference:19].

8.5.3 Forcing Template Instantiation for Debugging

Sometimes, you want to ensure that code for a specific template instantiation is generated in a known source file,
which can help debuggers locate the corresponding debug information. Explicit template instantiation

accomplishes this:

// In a .cpp file
template class std::vector<int>;

template void my_template_function<double>(double);

Explicit instantiation forces the compiler to generate the template specialization in the current translation unit,
making the generated code and its debug information available to the debugger at a predictable

location[reference:20].

8.5.4 Debugging Lambda Expressions

Lambdas present unique debugging challenges because they are anonymous. The compiler generates a unique
closure type with a synthesized name, making it difficult to set breakpoints or inspect the lambda’s state.

C++ Insights reveals that a simple lambda like ‘auto add = [](int a, int b) return a + b; ;* becomes something like:

struct __lambda_1 {

auto operator()(int a, int b) const { return a + b; }
}
__lambda_1 add{};
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Knowing the compiler’s naming convention, breakpoints can be set on ‘operator()‘ or on specific lines within the
lambda body. In Visual Studio, lambda expressions appear in the call stack with their compiler-generated names,

which can be cross-referenced with the source code.

8.5.5 Debugging Coroutine State Machines

C++20 coroutines are transformed into complex state machines. The compiler generates a coroutine frame that
holds the promise object, any local variables that persist across suspension points, and the current suspension
point identifier. This generated code is not visible in the source but is essential for understanding coroutine
behavior.

The C++ Insights tool has been enhanced to accurately display coroutine transformations, including the handling
of “final_suspend* and the processing of promise constructor arguments[reference:21]. By examining the
generated code, developers can understand where memory is allocated, how the coroutine is suspended and

resumed, and what happens when the coroutine completes.

8.5.6 Using Compiler Explorer for Instantiation Analysis

Compiler Explorer (godbolt.org) is an invaluable tool for understanding generated code. It displays the assembly
output of the compiler alongside the source code, allowing developers to see exactly what machine code is
generated for a given template instantiation. This is particularly useful for performance debugging, where
understanding whether a template was inlined, how many instructions were generated, or whether a compile-time
computation was actually performed at compile time can guide optimization decisions[reference:22].

To analyze template code in Compiler Explorer, wrap the template instantiation in a function that is not
optimized away and ensure that optimization flags match the intended build configuration. The assembly view

then shows the exact code generated for that specific instantiation.

8.5.7 Debugging Compile-Time Metaprograms

Template metaprograms that perform computation at compile time pose a unique debugging challenge: they
have no runtime manifestation. The computation occurs entirely within the compiler, and the only observable
output is the resulting type or constant value.

Several strategies can make metaprogram debugging tractable. Insert static_assert statements at key points
in the metaprogram to validate intermediate results. Use #pragma message to print the values of compile-time
constants during compilation. Simplify complex metaprograms by breaking them into smaller, independently

verifiable components. Use Metashell to interactively evaluate metaprogram expressions. For complex
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metaprograms, use the Templight profiler to visualize the instantiation tree and identify unexpected

instantiation paths.

8.5.8 Best Practices for Debuggable Generated Code

To make template and generated code easier to debug, adhere to these practices. Prefer named concepts over
SFINAE for constraint checking, as they produce clearer error messages and better tooling support. Use
‘static_assert® liberally to validate template parameters at the point of use. Write testable template components
by verifying them with concrete types before using them in generic contexts. Compile debug builds with ‘-Og*
rather than ‘-O0° to balance debuggability with reasonable performance. Explicitly instantiate complex
templates in a dedicated source file to provide a stable location for debug information. Use C++ Insights and
Compiler Explorer to visualize what code the compiler actually generates. Document non-obvious template

requirements and the rationale for complex metaprogramming constructs.



Debugging Multi-threaded and Parallel Programs

Concurrency introduces a dimension of complexity that fundamentally challenges traditional debugging
methodologies. Sequential programs execute deterministically: for a given input and initial state, the program
follows a single, predictable path. Multi-threaded programs shatter this determinism. Threads interleave in ways
that depend on system scheduling, processor timing, and memory subsystem behavior, making bugs intermittent,
non-reproducible, and exquisitely sensitive to timing. A program that runs correctly a thousand times may fail
catastrophically on the thousand-and-first execution due to a subtle shift in thread interleaving.

This chapter provides a comprehensive guide to debugging concurrent C++ programs. It begins with a
systematic classification of concurrency bugs—data races, deadlocks, livelocks, and starvation—then explores
the specialized tools and techniques required to detect, diagnose, and eliminate them. The chapter covers
dynamic race detectors including ThreadSanitizer, deadlock detection with Valgrind Helgrind and DRD,
strategies for debugging distributed MPI programs, and techniques for taming asynchronous code from
traditional callbacks to modern C++ futures and coroutines. Throughout, special attention is given to

Windows-based development workflows, including Visual Studio’s integrated concurrency debugging tools.

9.1 Debugging Challenges in the Concurrency World: Races, Deadlocks,

and Starvation

Effective concurrency debugging begins with understanding the taxonomy of concurrency defects. Each
category manifests with distinct symptoms, requires different detection strategies, and demands specific

remediation approaches.

195



196

9.1.1 Data Races: The Core Concurrency Bug

A data race occurs when two or more threads access the same memory location concurrently, at least one of the
accesses is a write, and the accesses are not ordered by synchronization. Data races are undefined behavior in
C++, meaning the compiler and runtime are permitted to produce arbitrarily incorrect results, including crashes,
corrupted data, and security vulnerabilities.

The insidious nature of data races stems from their non-deterministic manifestation. Under light load, a race may
never trigger because threads rarely execute the conflicting accesses simultaneously. Under heavy load or on a
different hardware configuration, the race may manifest as intermittent crashes or data corruption. The
Heisenbug phenomenon—where attempting to observe the bug changes its behavior—is particularly acute with
data races, as attaching a debugger alters thread scheduling.

Consider this classic example of a data race:

#include <thread>

#include <iostream>
int shared_counter = @; // Shared, unsynchronized variable

void increment_many_times() {
for (int i = 0; i < 100000; ++i) {

++shared_counter; // Data race: unsynchronized read-modify-write

int main() {
std::thread t1(increment_many_times);
std::thread t2(increment_many_times);
t1.join();
t2.join();
std::cout << "Final counter value: " << shared_counter << '\n';

return 0;

The expected final value is 200,000, but actual output varies unpredictably across executions. The increment
operation ‘++shared_counter* is not atomic; it consists of a read, an increment, and a write. When two threads

interleave these operations, updates are lost.
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9.1.2 Deadlocks: The Frozen Program

A deadlock occurs when two or more threads are blocked forever, each waiting for a resource held by another.

The classic deadlock scenario involves two mutexes acquired in opposite orders by two threads:

#include <mutex>
#include <thread>

#include <chrono>

std::mutex mutex_A;

std: :mutex mutex_B;

void thread1_work() {
std::lock_guard<std::mutex> lock_A(mutex_A);
std::this_thread: :sleep_for(std::chrono::milliseconds(100));
std: :lock_guard<std::mutex> lock_B(mutex_B); // Waits for mutex_ B

// Critical section

void thread2_work() {
std: :lock_guard<std::mutex> lock_B(mutex_B);
std::this_thread: :sleep_for(std::chrono::milliseconds(100));
std::lock_guard<std: :mutex> lock_A(mutex_A); // Waits for mutex_A

// Critical section

int main() {
std: :thread t1(threadl_work);
std::thread t2(thread2_work);
t1.join();
t2.join();

return 0;

Thread 1 holds mutex A and waits for mutex B. Thread 2 holds mutex B and waits for mutex A. Neither thread
can proceed, and the program hangs indefinitely.

Deadlocks are deterministic given a particular lock acquisition order. They do not depend on subtle timing and
are therefore more reproducible than data races. However, deadlocks that occur only under specific

conditions—such as when error-handling code paths acquire additional locks—can be challenging to reproduce.
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9.1.3 Livelocks: The Spinning Trap

A livelock occurs when threads are not blocked but are unable to make progress because they continually
respond to each other’s actions. Unlike deadlock, where threads are frozen, livelocked threads are actively
executing but accomplish no useful work.

Livelocks commonly arise in algorithms that use optimistic concurrency control, where threads detect conflicts,

roll back, and retry. If the retry logic causes threads to repeatedly interfere with each other, they may livelock.

9.1.4 Starvation: The Forgotten Thread

Starvation occurs when a thread is perpetually denied access to resources it needs, despite the system as a whole
making progress. This often results from unfair scheduling policies, priority inversion, or lock acquisition
patterns that favor some threads over others.

In C++, starvation can occur when using spinlocks without fair queuing, when lower-priority threads are
indefinitely preempted by higher-priority threads, or when lock-free algorithms consistently favor certain

operations.

9.1.5 The Challenges of Debugging Concurrent Code

Concurrency bugs resist traditional debugging techniques for several fundamental reasons. First,
non-determinism makes bugs difficult to reproduce. The exact interleaving that triggers a bug may occur only
once in millions of executions. Second, the Heisenbug effect causes bugs to disappear or change behavior when
a debugger is attached, as the debugger alters thread scheduling and memory access timing. Third, limited
observability means that standard debugging tools like breakpoints and single-stepping are poorly suited to
concurrent programs; pausing one thread while others continue can mask the bug or create artificial conditions
that never occur in normal execution. Fourth, scale compounds the problem exponentially. A program with N
threads has an astronomical number of possible interleavings, making exhaustive testing impossible.

These challenges necessitate specialized tools and techniques specifically designed for concurrent debugging.

9.2 Using ThreadSanitizer (TSan) for Data Race Detection

ThreadSanitizer (TSan) is a dynamic data race detector developed by Google as part of the LLVM compiler-rt
project. It instruments memory accesses at compile time and, at runtime, tracks the synchronization
relationships between threads to detect unsynchronized concurrent accesses. TSan is the premier tool for

detecting data races in C++ programs and is supported by both Clang and GCC.
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9.2.1 How ThreadSanitizer Works

TSan operates by inserting lightweight instrumentation around every memory access in the program. For each
access, TSan records the memory location, the accessing thread, the type of access (read or write), and the
current synchronization state. It maintains a shadow memory that tracks, for each memory location, the history
of recent accesses. When a new access occurs, TSan checks whether it conflicts with a previous access from a
different thread without proper synchronization ordering between them.

Synchronization operations—mutex lock and unlock, atomic operations with appropriate memory orders, thread
creation and join—establish happens-before relationships. TSan tracks these relationships and uses them to
determine whether two accesses are properly synchronized. If two accesses conflict and are not ordered by
happens-before, TSan reports a data race[reference:0].

The instrumentation imposes significant overhead: typical slowdown is 5x to 15X, and memory overhead is 5x to
10x[reference:1]. This makes TSan unsuitable for production deployment but invaluable during development

and testing.

9.2.2 Enabling ThreadSanitizer

TSan is enabled by compiling and linking with the ‘-fsanitize=thread* flag. To obtain meaningful reports,
include debugging symbols (‘-g*) and use at least ‘-O1° optimization (TSan performs better with some

optimization than with ‘-O0°):
clang++ -fsanitize=thread -g -01 -pthread race_demo.cpp -o race_demo

For GCC, the same flags apply:

g++ -fsanitize=thread -g -01 -pthread race_demo.cpp -o race_demo

Note that TSan is incompatible with AddressSanitizer (ASan) and MemorySanitizer (MSan). You cannot
combine ‘-fsanitize=thread* with ‘-fsanitize=address* or ‘-fsanitize=memory* in the same build[reference:2].

TSan can be combined with UndefinedBehaviorSanitizer (UBSan) using ‘-fsanitize=thread,undefined".

9.2.3 Interpreting TSan Reports
When TSan detects a data race, it produces a detailed report including:
* The type of race (read/write or write/write)

* The memory location involved
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* The two conflicting accesses, each with a full stack trace
¢ The thread IDs and creation stacks for the threads involved

* The synchronization state at the time of the race

A typical TSan report for the counter example above:

WARNING: ThreadSanitizer: data race (pid=12345)
Write of size 4 at 0x7b0400000000 by thread T2:
#0 increment_many_times() race_demo.cpp:7
#1 std::thread::_Invoker::_M_invoke(...)

Previous write of size 4 at 0x7b0400000000 by thread T1:
#0 increment_many_times() race_demo.cpp:7
#1 std::thread::_Invoker::_M_invoke(...)

Location is global 'shared_counter' of size 4 at 0x7b0400000000

Thread T2 (tid=12347, running) created by main thread at:
#0 pthread_create
#1 std::thread::_M_start_thread(...)

#2 main race_demo.cpp:14

Thread T1 (tid=12346, running) created by main thread at:
#0 pthread_create
#1 std::thread::_M_start_thread(...)

#2 main race_demo.cpp:13

The report pinpoints the exact line where the race occurs (‘race_demo.cpp:7‘) and shows that both threads are
writing to the same global variable without synchronization. This information enables the developer to
immediately identify the problematic code and apply the appropriate fix.

9.2.4 TSan Runtime Options

TSan behavior can be customized through the “TSAN_OPTIONS‘ environment variable. Commonly used

options include:

* ‘halt_on_error=1°: Terminate the program immediately upon detecting a race (default).
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‘history_size=7‘: Number of memory accesses to retain per thread for race reporting. Larger values

provide more context but increase memory usage.

‘suppressions=/path/to/suppressions.txt‘: Load a suppression file to ignore known benign races.

‘log_path=/path/to/logs‘: Write reports to files instead of stderr.

‘report_bugs=0°: Disable bug reporting (useful for benchmarking).
¢ ‘flush_memory_ms=0‘: Control when TSan flushes its internal memory state.

Example invocation with custom options:

set TSAN_OPTIONS=history_size=7:halt_on_error=0:1log_path=tsan_report.txt
race_demo.exe

9.2.5 Suppressing Known Races

In large codebases, you may encounter benign races—for example, in third-party libraries or in performance
counters where occasional lost updates are acceptable. TSan provides a suppression mechanism to silence
reports for known races.

Create a suppression file with entries in the following format:

# tSan-suppressions.txt

race:known_benign_race_function

race:third_party_library.so

race:std: :shared_ptr

Load the suppressions file via “TSAN_OPTIONS*:

set TSAN_OPTIONS=suppressions=tsan-suppressions.txt

Suppressions should be used sparingly and reviewed regularly. They are a temporary workaround, not a

permanent solution.

9.2.6 TSan on Windows

TSan is supported on Windows through Clang and clang-cl. The LLVM installer for Windows includes the
necessary runtime libraries. For MSVC-compiled code, TSan is not available natively; Windows developers
must use the Clang toolchain for race detection.

To use TSan with clang-cl:
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clang-cl /fsanitize=thread /Zi /01 /EHsc race_demo.cpp /Fe:race_demo.exe

The ‘/fsanitize=thread‘ flag is the clang-cl equivalent of ‘-fsanitize=thread‘. The ‘/Zi‘ flag generates debug

information, and ‘/O1° provides moderate optimization for reasonable TSan performance.

9.2.7 TSan and C++ Standard Library

TSan works with both libstdc++ (GCC’s standard library) and libc++ (LLVM’s standard library). For best
results with C++11 and later threading features, use libc++ with Clang. TSan understands the synchronization
semantics of ‘std::mutex®, ‘std::atomic*, ‘std::thread’, and other standard concurrency primitives.

If your code uses custom synchronization primitives—for example, a user-space spinlock implemented with
atomic operations—you must annotate them so TSan can properly track happens-before relationships. The TSan

runtime provides annotation macros for this purpose:

#include <sanitizer/tsan_interface.h>

void my_custom_lock(intx lock) {
while (__sync_lock_test_and_set(lock, 1)) {
// spin
3
__tsan_mutex_pre_lock(lock, 0);

__tsan_mutex_post_lock(lock, @, 0);

void my_custom_unlock(intx lock) {
__tsan_mutex_pre_unlock(lock, 0);
__sync_lock_release(lock);

__tsan_mutex_post_unlock(lock, 0);

Proper annotation ensures that TSan correctly identifies synchronization and avoids false positive race reports.

9.3 Debugging Deadlocks with Tools Like Valgrind Helgrind and DRD

While TSan excels at detecting data races, deadlock detection requires a different approach. Deadlocks do not
involve conflicting memory accesses; they involve threads blocked indefinitely on synchronization primitives.

Valgrind, the dynamic binary instrumentation framework, provides two tools specifically designed for threading
error detection: Helgrind and DRD (Data Race Detector).
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9.3.1 Valgrind Helgrind: Comprehensive Thread Error Detection

Helgrind is a Valgrind tool for detecting synchronization errors in C, C++, and Fortran programs that use POSIX
pthreads threading primitives. It can detect three classes of errors: misuses of the POSIX pthreads API, potential

deadlocks arising from lock ordering violations, and data races[reference:3].

How Helgrind Works

Helgrind operates by instrumenting the program’s memory accesses and intercepting all pthreads
synchronization calls. It builds a happens-before graph tracking the ordering relationships between threads and
uses this graph to detect conflicts. Unlike TSan, which operates at compile time, Helgrind instruments the
binary at runtime, meaning it works with unmodified executables—no special compilation flags are required
beyond including debug symbols for readable stack traces[reference:4].

Helgrind’s deadlock detection is based on the observation that deadlocks typically arise from inconsistent lock
acquisition orders. Helgrind records the order in which each thread acquires mutexes. If it observes that thread
A acquires mutex M1 before M2, and thread B acquires M2 before M1, it reports a lock order violation that
could lead to a deadlock[reference:5]. This detection is conservative: Helgrind reports potential deadlocks even

if they did not actually deadlock during the observed execution.

Running Helgrind
To run Helgrind on a program:

valgrind --tool=helgrind ./my_multithreaded_app

For more detailed reports, add debugging symbols during compilation:

g++ -g -00 -pthread deadlock_demo.cpp -o deadlock_demo
valgrind --tool=helgrind ./deadlock_demo

Interpreting Helgrind Reports

When Helgrind detects a lock order violation, it produces a report similar to:

S5 == RS R S S S S
==12345== Possible data race during write of size 4 at 0x12345678
==12345== at 0x400812: threadl_work (deadlock_demo.cpp:8)

==12345== by Ox4E3A6B: start_thread (pthread_create.c:486)

==12345==
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==12345== This conflicts with a previous write of size 4 by thread #2
==12345== at 0x40088A: thread2_work (deadlock_demo.cpp:16)
==12345== by Ox4E3A6B: start_thread (pthread_create.c:486)

For deadlock detection, Helgrind reports lock order violations:

=21 2345 m o
==12345== Lock order violation detected

==12345==

==12345== Observed (incorrect) lock order:

==12345== at 0x4C320F4: pthread_mutex_lock (hg_intercepts.c:893)
==12345== by 0x400844: threadl_work (deadlock_demo.cpp:8)

==12345==

==12345== followed by acquisition of lock @x12345678 at:

==12345== at 0x4C320F4: pthread_mutex_lock (hg_intercepts.c:893)
==12345== by 0x400864: threadl_work (deadlock_demo.cpp:9)

==12345==

==12345== Required order was established by acquisition of lock 0x12345678 at:
==12345== at 0x4C320F4: pthread_mutex_lock (hg_intercepts.c:893)
==12345== by 0x4008BC: thread2_work (deadlock_demo.cpp:16)
==12345==followed by acquisition of lock 0x12345600 at:

==12345== at 0x4C320F4: pthread_mutex_lock (hg_intercepts.c:893)
==12345== by 0x4008DC: thread2_work (deadlock_demo.cpp:17)

The report identifies the conflicting lock acquisition orders, the functions where the locks were acquired, and the
thread IDs. This information directly points to the code that must be fixed—either by enforcing a consistent lock

order across all threads or by using ‘std::lock‘ to acquire multiple mutexes atomically.

Helgrind Annotations for Custom Synchronization

If your program uses custom synchronization primitives beyond pthreads mutexes—for example, Windows
CRITICAL_SECTION objects, custom spinlocks, or lock-free data structures—you must annotate them so

Helgrind can properly track synchronization. Helgrind provides annotation macros in ‘helgrind.h*:

#include <valgrind/helgrind.h>

void custom_lock_acquire(void* lock) {
ANNOTATE_RWLOCK_CREATE (lock) ;
ANNOTATE_RWLOCK_ACQUIRED(lock, 1);

// Acquire the custom lock



205

void custom_lock_release(voidx lock) {
ANNOTATE_RWLOCK_RELEASED(lock, 1);
// Release the custom lock
ANNOTATE_RWLOCK_DESTROY (lock);

These annotations inform Helgrind of the synchronization semantics of your custom primitives, enabling

accurate deadlock and race detection.

9.3.2 Valgrind DRD: Lightweight Thread Error Detector

DRD (Data Race Detector) is a second Valgrind tool for detecting threading errors. It shares many capabilities
with Helgrind but is generally faster and uses less memory, making it suitable for larger

applications[reference:6]. DRD can detect data races, misuse of the pthreads API, and lock contention.

Running DRD

valgrind --tool=drd ./my_multithreaded_app

DRD produces reports similar to Helgrind but with a focus on data races rather than lock order violations. It is
often used as a complement to Helgrind: Helgrind for detailed deadlock analysis, DRD for broader race

detection in large programs.

Choosing Between Helgrind and DRD

The choice between Helgrind and DRD depends on the specific debugging task and program characteristics:

* Helgrind: Better for deadlock detection and detailed lock order analysis. It tracks the full happens-before

graph and can report potential deadlocks that have not yet manifested.

* DRD: Faster and more memory-efficient. Better for data race detection in large applications or when

runtime overhead is a concern.

Both tools can be used together in separate runs to maximize coverage.
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9.3.3 Valgrind on Windows via WSL2

Valgrind is a Linux-native tool and does not run natively on Windows. The recommended approach for
Windows developers is to use Windows Subsystem for Linux 2 (WSL2) to run Valgrind on Linux binaries.
Alternatively, you can cross-compile your application for Linux and run it under Valgrind in WSL2.

To install Valgrind in WSL2:

sudo apt update
sudo apt install valgrind

To profile a Windows-built binary, copy it to the WSL2 filesystem or compile it directly within WSL2 using a

Linux-targeting toolchain.

9.3.4 Visual Studio’s Parallel Stacks for Deadlock Detection

For native Windows development, Visual Studio provides integrated tools for deadlock analysis. The Parallel
Stacks window displays the call stacks of all threads simultaneously, making it easy to identify which threads are
blocked and what they are waiting for[reference:7].

To use Parallel Stacks for deadlock debugging:

1. Run the application under the Visual Studio debugger.

2. When the deadlock occurs, pause execution (Debug > Break All).

3. Open the Parallel Stacks window (Debug > Windows > Parallel Stacks).
4. Select the Threads view to see the call stack of every thread.

5. Identify threads that are blocked in synchronization functions (e.g., “WaitForSingleObject’,

‘EnterCriticalSection®).

6. Examine the call stacks to determine which locks each thread holds and which it is waiting for.

Visual Studio’s Threads view can also show the "Wait Chain" for blocked threads, revealing exactly which thread

holds the lock that a blocked thread is waiting for[reference:8].
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9.4 Debugging Strategies in Distributed Programs: Handling Message
Passing (MPI)

Distributed programs that use the Message Passing Interface (MPI) present debugging challenges that
compound the difficulties of multithreaded debugging. MPI programs run across multiple processes, often on
different nodes of a cluster, with no shared memory and communication only through explicit message passing.
Debugging these programs requires specialized tools that can manage multiple processes simultaneously and

provide a unified view of the distributed system state.

9.4.1 The Challenges of MPI Debugging

MPI debugging differs from shared-memory multithreading in several fundamental ways. First, MPI processes
have separate address spaces; a bug in one process may corrupt only its own memory, leaving others unaffected
until they receive corrupted messages. Second, communication is asynchronous and non-deterministic; the order
in which messages arrive depends on network conditions and process scheduling. Third, the scale is often much
larger; typical MPI applications run with hundreds or thousands of processes, making manual inspection

impractical. Fourth, traditional debuggers like GDB can attach to only one process at a time, forcing developers

to manage multiple debugger instances manually.

9.4.2 Parallel Debuggers: TotalView and Linaro DDT

Specialized parallel debuggers address these challenges by providing a unified interface for debugging multiple
processes simultaneously. Two leading commercial tools are TotalView and Linaro DDT.

TotalView for HPC

TotalView is a sophisticated graphical debugger designed for serial and parallel programs written in C, C++, and
Fortran. It supports MPI, OpenMP, Pthreads, and GPU (CUDA/OpenACC) applications, and can debug
programs running across hundreds or thousands of processes[reference:9].

Key TotalView capabilities include:

* Process Group Control: Execute the same debugging command across a group of processes

simultaneously.

* Barrier Breakpoints: Set breakpoints that trigger only when all processes in a group reach the barrier.
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* Message Queue Inspection: Examine the contents of MPI message queues to identify communication
deadlocks.

* Memory Debugging: Detect memory leaks and corruption across all processes.

* Reverse Debugging: Step backward through execution to understand how a bug developed.

Linaro DDT

Linaro DDT (formerly ARM DDT, Allinea DDT) is another industry-standard parallel debugger. It provides
graphical debugging for MPI, OpenMP, and Pthreads applications, with particular strength in memory
debugging across distributed processes[reference:10].

DDT’s memory debugging capabilities are especially valuable for MPI programs. It can detect memory leaks,
buffer overflows, and use-after-free errors across all processes, presenting results in a unified view that highlights

which processes are affected[reference:11].
Using DDT on a Cluster

A typical DDT session involves:

# Compile with debug symbols

mpicxx -g -00 mpi_program.cpp -o mpi_program

# Launch DDT
ddt mpirun -np 4 ./mpi_program

DDT presents a graphical interface showing all processes. You can set breakpoints on specific processes or all
processes, step through execution collectively or individually, and inspect variables in any process’s address

space.

9.4.3 Intel Inspector for MPI and Threading

Intel Inspector is a dynamic memory and threading error detection tool that integrates with Intel’s MPI
implementation. It can detect data races, deadlocks, and memory errors in hybrid MPI/OpenMP programs. Intel
Inspector’s strength lies in its ability to analyze complex hybrid parallelism where processes communicate via

MPI and each process contains multiple OpenMP threads.
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9.4.4 MPI-Specific Debugging Techniques

Beyond specialized tools, several techniques are essential for effective MPI debugging:

Deterministic Replay

MPI programs are non-deterministic by nature; the order of message arrivals can vary across runs. Deterministic
replay tools record the exact sequence of MPI calls and message arrivals during a buggy execution, then allow
replaying that exact sequence repeatedly under the debugger. This transforms an intermittent bug into a

reproducible one.

Message Logging

Inserting logging statements that record every MPI send and receive, including communicator, tag,
source/destination, and message size, can help identify communication patterns and detect mismatched sends
and receives. The ‘MPI_Comm_set_errhandler® function can be used to install a custom error handler that logs

detailed information when MPI errors occur.

Structured Trace Analysis

Tools like Score-P and Scalasca generate detailed execution traces of MPI programs, which can be analyzed
post-mortem to identify performance bottlenecks, communication imbalances, and anomalous
behavior[reference:12]. While primarily performance analysis tools, they can also reveal functional bugs like

processes waiting for messages that never arrive.

Single-Process Debugging Fallback

For many MPI bugs, especially those involving local computation rather than communication, a useful technique
is to run the program with a single process (‘mpirun -np 1°). This eliminates communication complexity and
allows standard single-process debugging tools to be used. Once the local bug is fixed, scaling back up to

multiple processes may reveal communication issues.

9.4.5 Windows and MPI

On Windows, Microsoft MPI (MS-MPI) provides an implementation of the MPI standard. Visual Studio can be
used to debug MPI programs by attaching to the ‘mpiexec* process and its child processes. The Microsoft MPI
Cluster Debugger extension for Visual Studio adds integrated support for debugging multiple MPI processes.
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To debug an MPI program with Visual Studio:

1. Set the project’s debugging command to mpiexec.exe.
2. Set the command arguments to -n 4 $(TargetPath) (or the appropriate number of processes).
3. Enable “Debug child processes” in the project’s debugging settings.

4. Set breakpoints and start debugging.

Visual Studio will launch the MPI processes and attach the debugger to all of them, allowing you to switch

between processes and debug them collectively.

9.5 Debugging Asynchronous Code: From Callbacks to Futures and

Coroutines

Asynchronous programming patterns—callbacks, futures and promises, and coroutines—introduce their own
debugging challenges distinct from those of multithreading. Asynchronous code decouples the initiation of an
operation from its completion, fragmenting the logical call stack across time. Traditional debuggers, designed

for synchronous execution, struggle to present a coherent view of asynchronous control flow.

9.5.1 The Fragmented Stack Problem

In synchronous code, a function calls another function, which calls another, forming a contiguous stack. When
an error occurs, the debugger displays the full stack trace showing exactly how execution reached the error. In
asynchronous code, the stack is fragmented. A callback is invoked by an event loop long after the initiating
function has returned, and the debugger sees only the stack of the callback, not the context that led to its
registration.

This fragmentation makes it difficult to answer basic questions: "Why was this callback invoked?" and "What

operation was in progress that led to this state?"

9.5.2 Debugging std::future and std::async

The C++11 ‘std::future‘ and ‘std::async‘ provide a relatively simple asynchronous model: launch a task that runs

potentially on another thread, and later retrieve its result. Debugging challenges include:
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« Silent exception loss: If a ‘std::future’ is destroyed before its result is retrieved, any exception thrown by

the asynchronous task is silently discarded[reference:13].

» Implicit blocking: Accessing ‘std::future::get()‘ or allowing a ‘std::future to be destroyed while the task

is still running causes the destructor to block until completion.

* Launch policy ambiguity: ‘std::async* with default launch policy may run the task synchronously or

asynchronously depending on system load, leading to Heisenbugs[reference:14].
To debug ‘std::future® issues:
* Always retrieve results: Store futures and explicitly call ‘get() or ‘wait()‘ before they go out of scope.
» Explicit launch policy: Use ‘std::launch::async‘ to guarantee asynchronous execution during debugging.

* Exception logging: Catch and log exceptions within the asynchronous task before propagating them

through the future.

ThreadSanitizer: TSan can detect races between the asynchronous task and the main thread.

9.5.3 Debugging C++20 Coroutines

C++20 coroutines introduce a powerful but complex asynchronous programming model. The compiler
transforms coroutine functions into state machines, allocating a coroutine frame on the heap to store local
variables that persist across suspension points. This transformation creates significant debugging

challenges|[reference:15]:

* Invisible state: Local variables that span suspension points are moved to the coroutine frame and may not

be visible to the debugger.

* Fragmented call stack: When a coroutine suspends, its stack frame is destroyed, breaking traditional

stack walking.

¢ Compiler-generated code: The resume and destroy functions are compiler-generated and lack direct

source COI'I'CSpOl’ldCIlCG.
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Coroutine Debugging with LLDB

LLDB 18 and later include improved support for coroutine debugging. A key enhancement is the ‘coro_frame*
member added to the ‘std::coroutine_handle* pretty printer, which exposes the complete coroutine frame
contents, including the suspension point identifier and all internal variables[reference:16].
To inspect a suspended coroutine in LLDB:
(11db) p my_coroutine_handle
(std::coroutine_handle<void>) $0 = {

__handle_ = 0x00007ff712340000

coro_frame = void * @ 0x00007ff712340000

promise = void * @ 0xQ0007ff712340018
¥

(11db) p *(my_coroutine_handle.coro_frame)

(11db) expr my_coroutine_handle.promise()

Within an actively executing coroutine, the compiler injects a special variable ‘__promise‘ that can be inspected:

(11db) p __promise
(11db) p __coro_frame

Coroutine Debugging with GDB

GDB support for coroutines has also improved in recent versions. The LLVM project provides a GDB script
specifically for coroutine debugging, recently updated to be more robust and easier to
use[reference:17][reference:18].

To use the script:

(gdb) source /path/to/llvm-project/clang/utils/coro_debugging/coro_debugging.py

(gdb) coro bt

(gdb) coro frame
(gdb) coro locals

The script provides commands like ‘coro bt‘ (backtrace across suspension boundaries), ‘coro frame* (inspect

current coroutine frame), and ‘coro locals‘ (display local variables in the coroutine frame).

Asynchronous Stack Tracing

The fragmented stack problem in coroutines can be addressed by walking the chain of continuations. Each
suspended coroutine’s promise object typically contains a continuation pointer referencing the caller’s promise.

By following this linked list, a debugger can reconstruct the logical call stack across suspension boundaries.
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Meta’s Unifex library provides an ‘AsyncStacks® feature that implements this technique, enabling ‘co_bt*
commands that produce unified stack traces spanning coroutine suspension points[reference:19].
Compiler Flags for Coroutine Debugging

To maximize debuggability, compile coroutine code with:

# Clang
clang++ -std=ct++20 -g -00 -fno-omit-frame-pointer coro_demo.cpp -o coro_demo

# GCC

g++ -std=c++20 -g -00 -fno-omit-frame-pointer coro_demo.cpp -0 coro_demo

# MSVC

cl /std:c++20 /Zi /0d /EHsc coro_demo.cpp /Fe:coro_demo.exe

The ‘-fno-omit-frame-pointer flag (or MSVC equivalent) is particularly important for reliable stack unwinding
in coroutine-heavy code.
Common Coroutine Bugs and Detection

* Dangling References: Coroutines capture arguments by reference. If the coroutine outlives the referenced

object, undefined behavior ensues. Detect with AddressSanitizer and stack-use-after-return detection.

¢ Unresumed Coroutines: A coroutine that is never resumed leaks its frame. Detect with LeakSanitizer or

Heaptrack.
* Promise Lifetime Errors: Improper handling in ‘final_suspend* causes use-after-free. Detect with ASan.
* Incorrect Awaitable Implementation: Errors in ‘await_ready*, ‘await_suspend°, or ‘await_resume*

cause suspension failures. Add debug logging to each awaitable method.

9.5.4 Visual Studio Concurrency Visualizer

For Windows developers, Visual Studio includes the Concurrency Visualizer, a powerful tool for understanding
the behavior of asynchronous and parallel code. It provides graphical views of thread activity, CPU utilization,
and synchronization operations over time.

The Concurrency Visualizer can display:

e Threads View: A timeline showing when each thread is running, blocked, or waiting for 1/O.
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¢ Cores View: How work is distributed across CPU cores.

¢ Utilization View: Overall CPU, GPU, and I/O utilization.

These views help identify performance bottlenecks, thread starvation, and inefficient synchronization patterns

that may not be obvious from code inspection alone.
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Time-Travel Debugging (TTD)

Traditional debugging operates under a fundamental constraint: time flows in one direction. You set a
breakpoint, run the program, and observe its state at that moment. If you step too far, you must restart the
program and try again. If the bug manifests only after millions of instructions, repeatedly restarting becomes
impractical. If the bug is non-deterministic—a data race, a memory corruption that depends on specific
timing—you may never reproduce it under the debugger at all.

Time-Travel Debugging (TTD), also known as reverse debugging or record-and-replay debugging, eliminates
this constraint. TTD records the complete execution of a program—every instruction, every memory access,
every system call, every signal—and allows you to navigate freely through the recorded timeline. You can step
backward as easily as forward, set breakpoints in the past, and trace the root cause of a crash by working
backward from the failure to its origin. This chapter provides a comprehensive guide to time-travel debugging in
modern C++ development, covering the underlying principles, the leading tools, practical use cases, integration

with traditional debuggers, and the performance trade-offs that determine when TTD is the right tool for the job.

10.1 What is Reverse Debugging?

Reverse debugging is the ability to execute a program backward—to undo the effects of instructions, restore
previous program states, and observe the sequence of events that led to a particular outcome. Unlike traditional
debugging, which can only move forward from a starting point, reverse debugging allows you to start at the point
of failure and work backward to discover the root cause.

The term "time-travel debugging" is often used interchangeably with reverse debugging, though it more
specifically refers to systems that record a complete execution trace and allow arbitrary navigation through that
trace. Reverse debugging can also be implemented without full recording—for example, by taking periodic
snapshots and replaying from the nearest snapshot—but the most powerful implementations are based on

comprehensive execution recording.
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10.1.1 The Core Principle: Record and Replay

All practical time-travel debugging systems are built on the record-and-replay paradigm. During the record
phase, the tool captures sufficient information about the program’s execution to enable perfect reconstruction of
its behavior. During the replay phase, the tool uses this recording to simulate the program’s execution, allowing
the debugger to move forward and backward through the recorded timeline.

The fundamental challenge of record-and-replay is determinism. A program’s execution is influenced by many
sources of non-determinism: system call results, signal delivery, thread scheduling, hardware performance
counters, and even the values read from uninitialized memory. To replay an execution exactly as it occurred, the

recording tool must capture all non-deterministic inputs and feed them back to the program during replay.

10.1.2 Implementation Approaches

There are two primary approaches to implementing time-travel debugging, with fundamentally different

performance characteristics.

Instruction-Level Emulation

In this approach, the debugger emulates the CPU’s execution of the program, recording every instruction
executed and its effects. Because the emulator controls execution completely, it can step backward by reversing
the effects of instructions. WinDbg TTD uses this approach, which provides extremely fine-grained control—you

can step backward instruction by instruction—but incurs substantial overhead, typically 10x to 20x slowdown.

System Call and Interrupt Recording

In this approach, the recording tool runs the program natively on the CPU for performance, but intercepts and
records all sources of non-determinism: system calls, signals, and thread scheduling decisions. During replay,
the program runs natively again, but the recorded non-deterministic inputs are fed back to it, forcing it to follow
exactly the same execution path. This approach, used by rr, incurs much lower overhead—typically 1.2x to 2x
slowdown—but reverse execution is implemented by restoring snapshots and replaying forward, rather than by
truly executing instructions backward. rr achieves this by taking periodic snapshots of the program’s state and,
when reverse execution is requested, restoring the nearest snapshot and replaying forward to the desired point.

This is known as checkpoint-based reverse execution.
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10.1.3 GDB’s Built-in Record and Replay

GDB itself includes a built-in record-and-replay system, known as record-full. This system records the
execution of the program and allows reverse execution commands such as reverse-step, reverse-next, and
reverse-continue.

To use GDB’s built-in reverse debugging:

(gdb) start

(gdb) record

(gdb) continue

# ... program runs ...

(gdb) reverse-step

(gdb) reverse-next

(gdb) reverse-continue

(gdb) record stop

Despite calling it "time travel", what the record-full system actually does is record the execution of the
inferior, which allows you to "rewind the tape" and see what was recorded in the past, rather than true time travel.
GDB’s built-in recording has significant limitations: it imposes extreme slowdown (often 100x or more),
consumes large amounts of memory to store the execution log, and does not handle multi-threaded programs

well. For these reasons, external tools like rr and Undo are strongly preferred for serious reverse debugging work.

10.1.4 The Value Proposition of TTD

Time-travel debugging transforms the debugging workflow from hypothesis-driven exploration to
evidence-based investigation. With a traditional debugger, you form a hypothesis about what might be wrong,
set breakpoints to test that hypothesis, and rerun the program if your hypothesis was incorrect. With TTD, you
start at the point of failure and follow the evidence backward to the root cause.

This shift is particularly valuable for several classes of bugs:

* Memory corruption: When memory is corrupted, the crash often occurs long after the corruption was
introduced. TTD allows you to set a watchpoint on the corrupted memory and work backward to find the

instruction that wrote the bad value.

» Data races: Races are notoriously non-deterministic. TTD records the exact interleaving that triggered

the race, making it reproducible and analyzable.

 Intermittent failures: Bugs that occur only once in a hundred runs become reliably reproducible with

TTD, because you only need to capture one failing execution.
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* Complex state machines: Understanding how a program arrived at an invalid state is trivial with TTD:

you simply work backward from the invalid state.

10.2 TTD Tools: rr, Undo, and WinDbg TTD

Three major time-travel debugging tools dominate the C++ ecosystem. Each has distinct strengths, limitations,
and platform support, making the choice of tool dependent on the specific debugging scenario and target

environment.

10.2.1 rr: The Open-Source Record-and-Replay Debugger

rr is a lightweight, open-source tool for recording, replaying, and debugging execution of applications, including
entire trees of processes and threads. Originally developed at Mozilla to debug Firefox, rr has become the de

facto standard for time-travel debugging on Linux. Debugging with rr extends GDB with highly efficient reverse
execution, which, in combination with standard GDB features like hardware data watchpoints, makes debugging

significantly more productive.

How rr Works

1T operates by running the target program under a ptrace-based supervisor. During recording, rr intercepts all
system calls and signals, recording their inputs and outputs. It also records the exact scheduling decisions made
by the kernel, capturing which thread ran when. For CPU-bound code, rr runs the program natively, incurring
negligible overhead.

During replay, rr reconstructs the exact sequence of instructions, memory states, system calls, and signals that
occurred during recording. Replay is deterministic by design, ensuring that the replayed execution behaves
exactly like the original recorded execution, even for multi-threaded programs or those with non-deterministic

behavior.

Key rr Commands
Recording a program:

rr record ./my_application argl arg2

This creates a trace directory (by default in ~/.local/share/rr) containing the complete execution record.

Replaying the most recent recording:
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rr replay

This launches GDB connected to the replay session, with full reverse execution capabilities enabled.

To replay a specific recording:

rr replay -t /path/to/trace-directory

Reverse Execution Commands in rr

Once inside the GDB session launched by rr replay, all standard GDB commands work, plus a suite of reverse

execution commands:

* reverse-step (rs): Step backward one instruction, stepping into function calls.
* reverse-next (rn): Step backward one source line, stepping over function calls.
* reverse-continue (rc): Continue execution backward until a breakpoint is hit.

* reverse-finish: Continue backward until just before the current function was called.

Recent rr Developments

rr version 5.9.0, released in mid-2025, introduced important improvements. The most significant change is
support for Linux kernel 6.10 and later with the perf_event_security=2 setting enabled, resolving a
long-standing compatibility issue with default security configurations on modern Linux distributions. This
release also includes numerous bug fixes, improvements to system call coverage, and incremental performance
enhancements. Performance is notably improved for applications with thousands of threads, partly through a
new wait manager implementation.

The rr project continues to be actively maintained, with ongoing work to support newer kernel features and
improve performance. The rr pack command, introduced recently, makes recordings self-contained,

simplifying sharing of traces between developers.

Limitations of rr

rr is a Linux-only tool. It does not support Windows, and there are no plans for Windows support. For Windows
developers, rr can be used within WSL2 to debug Linux-targeting builds, but it cannot debug native Windows
executables. rr also has limitations with certain system calls (particularly those involving device drivers or GPU

memory), and it does not support 32-bit x86 architectures fully in recent versions.
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10.2.2 Undo: The Commercial Time-Travel Debugging Suite

Undo (formerly UndoDB) is a commercial time-travel debugging suite for C, C++, Go, and Rust. It consists of
two primary components: LiveRecorder, which records program execution, and UDB, the interactive
time-travel debugger. Undo is the premier commercial TTD solution, offering features beyond what rr provides,

particularly in the areas of performance, scalability, and enterprise integration.

Key Features of Undo

Undo distinguishes itself with several advanced capabilities:

* Live Recording: Unlike rr, which records to disk, Undo can record a program’s execution and make it
immediately available for debugging without waiting for the program to complete. This is invaluable for

long-running applications.

* Thread Fuzzing: A feature of LiveRecorder that systematically explores different thread interleavings to
expose concurrency bugs. This is a powerful complement to TSan, capable of finding races that only

manifest under specific scheduling conditions.

* Accelerated Conditional Breakpoints: Undo can evaluate conditional breakpoints thousands of times

faster than native GDB by leveraging the recorded trace.

* Parallel Search: Undo can search through recordings using parallel processing, dramatically accelerating

operations like finding all writes to a memory location.

* Direct Device Access: Undo supports recording programs that use direct device access, such as DPDK

for high-performance networking.

Undo Suite 9.1 Improvements

Released in December 2025, Undo Suite 9.1 introduced several notable improvements. Reverse operations are
substantially faster than in previous releases when substantial amounts of program history have been recorded
and many snapshots are available. The 1ive-record tool now offers configurable behavior upon process
forking, with options to record only the parent (default), record only the child, or record both processes. This is
particularly valuable for debugging applications that spawn child processes as part of their normal operation.
The release also improved integration with Visual Studio Code. When command-line UDB exits after inactivity
while debugging a live process, it now saves a recording—a feature previously unavailable in the VS Code

extension. This ensures that valuable debugging sessions are not lost.
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Undo on Windows

Undo provides native Windows support through its Time Travel Debug for C/C++ extension for Visual Studio
Code and through command-line tools. While Undo’s core engine is Linux-based, it can be used on Windows
via a virtual machine or, increasingly, through cloud-based debugging services that run the recording on Linux

and provide the debugging interface on Windows.

Real-World Impact: The NebulaStream Case Study

Researchers at BIFOLD (Berlin Institute for the Foundations of Learning and Data) working on the
NebulaStream stream processing system adopted Undo as their primary debugger. They had previously
attempted to use rr but frequently encountered recording failures or crashes during replay, making it unreliable

for their needs. With Undo, they were able to:

* Reproduce and fix a race condition that had likely been present for years, which was causing intermittent

crashes in long-running tests.

* Debug crashes on a Raspberry Pi during a SIGMOD demo preparation, where the overhead of recording

directly on the Pi was impractical. They replicated the setup and used Undo to capture the failure.

* Integrate time-travel debugging into their daily workflow, using Undo not just for the hardest failures but

as their general-purpose debugger.

The team reported that Undo transformed their approach to debugging: a debugger capable of time-traveling is
intriguing enough to try the tool, and the ability to work backward from a failure to its root cause made

previously intractable bugs solvable.

10.2.3 WinDbg Time Travel Debugging (TTD)

WinDbg Time Travel Debugging is Microsoft’s native time-travel debugging solution integrated into WinDbg.
Unlike rr and Undo, which are primarily Linux-focused, WinDbg TTD is designed specifically for Windows and
is tightly integrated with the Windows debugging ecosystem. It is available in WinDbg (formerly WinDbg

Preview) and can record and replay both user-mode and kernel-mode Windows applications.

How WinDbg TTD Works

WinDbg TTD uses an instruction-level emulation approach. During recording, a specialized tracer

(tttracer.exe) captures every instruction executed by the target process, along with all memory accesses,
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register states, and system interactions. This produces a trace file (with extension . run) that contains a complete,
faithful record of the program’s execution.

During replay, WinDbg uses this trace file to reconstruct the program’s state at any point in the execution history.
Unlike a crash dump, which captures only the state at a single moment, a TTD trace allows you to continue
execution—both forward and backward—through the recorded timeline. The trace file functions as a "core file

for every instruction," enabling reasoning backward from a failure to its root cause.
Starting a TTD Recording
TTD recording is integrated directly into the WinDbg user interface. To record a process:
1. Launch WinDbg.
2. Select File > Launch executableor File > Attach to process.

3. In the launch or attach dialog, check the Record with Time Travel Debugging option.

4. Click OK to start recording.

WinDbg sets up TTD, starts recording, and automatically opens the trace afterward for analysis. This seamless

integration makes TTD accessible even to developers without deep debugging expertise.

TTD Data Model and Commands

WinDbg TTD exposes a rich data model that can be queried using the dx command. The TTD data model
objects provide access to the execution timeline, call history, heap allocations, and other trace information.
Key TTD commands and data model queries include:

# Display TTD session information
dx @$cursession.TTD

# Query all function calls in the trace
dx @$cursession.TTD.Calls()

# Query heap allocations
dx @$cursession.TTD.Heap()

# Navigate to a specific position in the trace

Itt 50% # Jump to 50% through the trace

Itt br eax # Jump to previous time EAX changed

Itt ba 0x12345678 # Jump to previous access of address
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The !tt command was revamped in the April 2025 release to provide more powerful navigation capabilities.
You can now use fractional percentages to narrow down the search space, find the previous or next time a
register changes value, locate accesses to a memory range, or find when execution moves to a different module.
These navigation primitives enable efficient binary search through the execution timeline to pinpoint the exact

moment a bug was introduced.

Recent WinDbg TTD Updates

The June 2025 TTD release (version 1.11.532) coincided with the June 2025 release of WinDbg and included
improvements to recording robustness. A notable new feature is that the Position data model object now reports
the percentage into the trace, making it easier to understand where you are in the overall execution timeline.
The release also included enhancements to instruction decoding robustness, optimizations to internal register
transfer during emulation, and improvements to module database consistency when handling corrupted data.
These refinements collectively improve the reliability and usability of TTD for complex, real-world debugging

scenarios.

TTD on Windows: Requirements and Limitations

WinDbg TTD requires Windows 10 or later and works with both 32-bit and 64-bit user-mode processes. It does
not currently support kernel-mode debugging in the same trace-based workflow, though kernel debugging with
WinDbg remains available through traditional live debugging.

The primary limitation of WinDbg TTD is performance overhead. Because it uses instruction-level emulation,
recording can slow down the program by 10x to 20x. This makes it unsuitable for production use or for
debugging performance-sensitive scenarios where the overhead itself would alter the program’s behavior.
However, for debugging crashes, hangs, and logic errors in development or test environments, the overhead is
often acceptable given the unique insights TTD provides.

Another consideration is trace file size. A TTD trace can grow to multiple gigabytes for even moderate execution

durations. Sufficient disk space and fast storage are recommended when working with TTD recordings.

10.2.4 Comparison of TTD Tools

The following table summarizes the key characteristics of the three major TTD tools:

* rr: Open-source, Linux-only, low overhead (1.2x-2x), integrates with GDB, ideal for CPU-intensive

applications and open-source development.
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* Undo: Commercial, Linux with Windows interface options, moderate overhead, advanced features (thread
fuzzing, live recording, parallel search), ideal for enterprise development and complex concurrency

debugging.

e WinDbg TTD: Free, Windows-only, high overhead (10x—20x), integrates with WinDbg and Windows
debugging ecosystem, ideal for Windows-native applications and developers already familiar with
WinDbg.

The choice of tool depends on your platform, performance requirements, and budget. Many teams use multiple

tools: rr or Undo for Linux development and CI, and WinDbg TTD for Windows-specific issues.

10.3 Practical Use Cases: Tracing Races, Analyzing Memory Corruption,

Understanding Legacy Bugs

The true power of time-travel debugging emerges in its application to real-world debugging challenges. The

following case studies illustrate how TTD transforms seemingly intractable bugs into solvable investigations.

10.3.1 Tracing Data Races

Data races are among the most difficult bugs to debug. They are non-deterministic, often manifesting only under
specific timing conditions, and attempting to observe them with a traditional debugger changes the timing and
makes the bug disappear. TTD solves this by capturing the exact execution that triggered the race, making it
reproducible and analyzable.

Consider the BIFOLD team’s experience with NebulaStream. After a large refactor of their internal operator
representation, long-running tests began to crash intermittently. The team initially assumed the new code was to
blame and spent substantial time investigating the wrong area. When they finally recorded a failing run with
Undo, the very first replay reproduced the crash and revealed the real cause: a race condition that had likely been
present for years, lying dormant until the refactor changed timing characteristics just enough to expose it.
With the race captured in a TTD trace, the team could work backward from the crash to identify the exact
interleaving that caused it. They set watchpoints on the corrupted data, stepped backward to find the instruction
that wrote the bad value, and traced that back to the unsynchronized access in another thread. What would have

taken weeks of guesswork and failed reproductions was resolved in hours.
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Complementing ThreadSanitizer

TSan is excellent at detecting data races, but it cannot tell you why the race occurred or how it led to a crash.
TSan reports the conflicting accesses, but understanding the program logic that allowed the race requires
reconstructing the execution path. TTD complements TSan perfectly: TSan identifies that a race exists, and TTD
captures the exact execution so you can understand it.

A common workflow is to run tests under TSan to detect races, then use TTD to record a failing run and analyze
the specific interleaving that TSan flagged. This combination of dynamic race detection and deterministic replay

provides both breadth (finding all races) and depth (understanding individual races).

10.3.2 Analyzing Memory Corruption

Memory corruption is another class of bug where TTD excels. When memory is corrupted, the crash often
occurs far removed from the corrupting instruction. A buffer overflow might overwrite a pointer; that pointer
might be used much later, causing a crash at the use site. Traditional debugging gives you the crash site but no
information about how the memory became corrupted.

The classic WinDbg TTD demonstration, presented in Defrag Tools episode 186, illustrates this perfectly. The
presenters showed a memory corruption crash in the Chakra Core JavaScript engine. They recorded a trace of
the crash, then used TTD to:

1. Identify the memory location that contained an incorrect value at the time of the crash.
2. Set a data breakpoint (ba) on that memory location.

3. Use reverse execution to find the previous write to that location.

4. Inspect the state at that write to determine where the bad value came from.

5. Repeat the process, following the trail of corruption backward to its source.

The presenters found the corrupted memory, stepped backward to discover where it came from, and ultimately
identified the root cause. This workflow—starting at the symptom and working backward—is only possible with
TTD. Without it, the developer would have to guess at possible corruption sources and attempt to reproduce the

bug under conditions that might make the corruption detectable earlier.

Memory Corruption in Optimized Builds

A particular challenge with memory corruption is that it often only manifests in optimized release builds, where

debug information is limited and variables may be optimized away. WinDbg TTD is designed to work with
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optimized code: the trace captures the actual instructions executed, so even if variable values are not directly

inspectable, you can examine memory and registers to reconstruct what happened.

10.3.3 Understanding Legacy Bugs

Legacy codebases often contain bugs that have been present for years, with no one remaining who understands
the original design. When such a bug finally surfaces, the lack of institutional knowledge makes debugging
extremely difficult. TTD provides a way to understand the code’s behavior without requiring deep expertise in its
internals.

By recording a failing execution and stepping backward from the failure, you can observe exactly what the code
did, without needing to understand why it was designed that way. This evidence-based approach is particularly

valuable for legacy systems where documentation is sparse and the original authors are unavailable.

10.3.4 Debugging Heisenbugs

Heisenbugs—bugs that change or disappear when you try to observe them—are the bane of traditional
debugging. The very act of attaching a debugger, setting breakpoints, or single-stepping changes the program’s
timing and can make the bug vanish. TTD eliminates Heisenbugs by recording the program’s natural execution
without interactive intervention. You simply run the program under the recorder, reproduce the bug, and then
debug the recording at your leisure. The bug cannot disappear because the recording captures exactly what

happened during the failing run.

10.4 Integrating TTD with GDB and LLDB: reverse-step and

reverse-continue

While TTD tools provide the recording and replay infrastructure, the actual debugging experience is mediated
through familiar debugger interfaces. Both GDB and LLDB support reverse execution commands, which are

enabled when debugging a TTD recording.

10.4.1 Reverse Execution Commands in GDB

When GDB is connected to a TTD session (whether via rr’s built-in GDB server or GDB’s own record-full

target), the following reverse execution commands become available:
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* reverse-step (rs): Step backward one instruction, stepping into function calls. This is the inverse of

step.
* reverse-stepi (rsi): Step backward one machine instruction. Inverse of stepi.
* reverse-next (rn): Step backward one source line, stepping over function calls. Inverse of next.
* reverse-nexti (rni): Step backward one machine instruction, stepping over calls. Inverse of nexti.

* reverse-continue (rc): Continue execution backward until a breakpoint is hit, a signal is received, or

the beginning of the recording is reached. Inverse of continue.

e reverse-finish: Continue backward until just before the current function was called. Inverse of

finish.
To use reverse execution, you must first enable recording:

(gdb) target record-full

# Or, if using rr: rr replay
(gdb) break problematic_function
(gdb) continue

# Execution stops at breakpoint
(gdb) reverse-step

(gdb) reverse-next

(gdb) reverse-continue

The set exec-direction command can be used to change the default direction of execution commands.
Setting set exec-direction reverse makes step, next, and continue operate in reverse without needing

the reverse- prefix. Use set exec-direction forward to restore normal behavior.

Limitations of GDB’s Built-in Reverse Execution

GDB’s record-full target records execution at the instruction level, which provides fine-grained reverse
execution but imposes extreme slowdown. It also does not handle multi-threaded programs well, as recording
thread interleavings accurately is complex. For multi-threaded programs, rr or Undo are strongly recommended

over GDB’s built-in recording.
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10.4.2 LLDB Reverse Execution Support

LLDB’s support for reverse execution is more recent than GDB’s but is rapidly maturing. The LLDB
community has been actively working on reverse debugging capabilities, with a focus on integration with rr and
other record-replay systems.

A significant development was the addition of a SBProcess: :ContinueInDirection() APIto LLDB, which
provides the foundation for reverse execution commands. This API allows programmatic control over execution
direction, enabling commands like reverse-continue and reverse-step to be implemented.

In an LLDB session connected to an rr replay:

(11db) process launch --stop-at-entry

(11db) breakpoint set --name main

(11db) continue
(11db) reverse-continue # If supported by the target

LLDB’s reverse execution support is actively evolving. The underlying infrastructure is in place, and user-visible

commands are expected to become more robust in upcoming LLDB releases.

10.4.3 Watchpoints in Reverse

One of the most powerful combinations is using watchpoints (hardware data breakpoints) with reverse execution.
A watchpoint triggers when a specific memory location is read or written. In forward execution, you can set a
watchpoint to see what code modifies a variable. In reverse execution, you can set a watchpoint and then
reverse-continue to find the previous modification of that variable.

This is the standard workflow for tracing memory corruption:

1. Identify the corrupted memory address at the crash site.

2. Set a watchpoint on that address.

3. Execute reverse-continue. The debugger stops at the instruction that previously wrote to that address.
4. Examine the source of the written value.

5. If the value came from another corrupted location, set a watchpoint on that location and repeat.

This process, iterated, traces the corruption back to its origin.
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10.5 Cost and Performance: When to Use TTD and When to Avoid It

Time-travel debugging is a powerful technique, but it is not without cost. Understanding the performance
characteristics of different TTD tools and the scenarios where the overhead is justified is essential for effective

use.

10.5.1 Performance Overhead of TTD Tools

The performance overhead of TTD varies dramatically depending on the implementation approach.

rr Performance

1t uses the system-call-and-interrupt recording approach, which imposes relatively low overhead. For
CPU-intensive, single-threaded code, overhead can be as low as 10-20 percent. For I/O-heavy or multi-threaded
code, overhead is higher but typically remains in the 1.2x to 2x range. The exact overhead depends on the
frequency of system calls and the level of thread contention.

One analysis notes that rr incurs overhead in the 2x slowdown range, and a different record-replay time travel
debugger has been observed in the 10 percent range. The overhead is largely proportional to how syscall-heavy
and multi-threaded the code is. Single-threaded, pure computation code can see approximately zero percent
slowdown, with replay at the exact same speed.

However, pathological cases exist. A test that simply creates and joins 1500 threads took 30 seconds under rr,
compared to 0.12 seconds natively—a 300x overhead. This kind of degenerate behavior is rare in real
applications but worth noting for code that does extreme amounts of thread creation.

Recent optimizations to rr have improved performance for applications with thousands of threads, partly through

a new wait manager implementation.

Undo Performance

Undo’s performance characteristics are similar to rr’s for basic recording, but Undo offers additional features that
can accelerate specific operations. For example, Undo can evaluate conditional breakpoints thousands of times
faster than native GDB by leveraging the recorded trace. Reverse operations in Undo 9.1 are substantially faster
than in previous releases when many snapshots are available.

Undo’s LiveRecorder is designed for production-like environments and can be configured to balance recording

fidelity against performance overhead.
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WinDbg TTD Performance

WinDbg TTD uses instruction-level emulation, which imposes substantially higher overhead. Recording
typically slows down the program by 10x to 20x. This makes WinDbg TTD unsuitable for production use or for
debugging performance-sensitive code where the overhead would fundamentally alter the program’s behavior.
The trace files generated by WinDbg TTD can also be large—multiple gigabytes for even moderate execution

durations. Sufficient disk space and fast storage are prerequisites for effective use.

GDB record-full Performance

GDB’s built-in record-full imposes extreme slowdown—often 100x or more—and consumes large amounts
of memory. It is suitable only for very small programs or for debugging specific functions after attaching to a

running process. For any non-trivial debugging task, external tools like rr or Undo are far more practical.

10.5.2 When to Use TTD

TTD is most valuable in the following scenarios:

* Intermittent or non-reproducible bugs: If a bug occurs only occasionally, TTD captures the one failing

run and makes it permanently reproducible. This is perhaps the single most compelling use case.

* Memory corruption: When corruption and crash are separated in time, TTD’s ability to work backward

from the crash is invaluable.

» Data races and concurrency bugs: TTD captures the exact interleaving that caused the race, making it

analyzable.

* Complex state machine failures: Understanding how a program reached an invalid state is trivial with

reverse execution.

* Legacy code without documentation: TTD lets you observe what the code does without needing to

understand its design.

* Post-mortem debugging: When a crash occurs in an environment where live debugging is impossible, a

TTD trace serves as a supercharged core dump.



232

10.5.3 When to Avoid TTD

TTD is not the right tool for every situation:

* Performance profiling: The overhead of TTD tools (even rr) is too high for accurate performance

measurement. Use dedicated profilers like perf or VTune instead.

* Production monitoring: TTD is a debugging tool, not an observability tool. The overhead is generally
too high for production deployment, though Undo’s LiveRecorder can be used in some production-like

environments.

* Simple, reproducible bugs: If you can reliably reproduce a bug and understand it with a traditional

debugger in a few minutes, TTD is overkill.

* Extremely long-running processes: Recording a process that runs for hours or days may produce
impractically large traces. In such cases, consider using TTD to record a specific window of execution, or

use Undo’s live recording to capture the moment of failure without recording the entire history.

¢ Code with heavy system call usage on rr: Programs that make millions of system calls per second may
experience prohibitive slowdown under rr. In these cases, WinDbg TTD’s emulation approach may

actually be more predictable, though still slow.

10.5.4 Integrating TTD into the Development Workflow

For maximum benefit, TTD should be integrated into the regular development and testing workflow:

* Record CI test runs: Configure CI to record test runs that fail intermittently. The trace can be archived

and debugged later, even if the failure cannot be reproduced locally.

e Use TTD as a primary debugger for complex bugs: When a bug is not immediately obvious, reach for

TTD before spending hours on hypothesis-driven debugging.

* Train the team: Ensure all developers understand what TTD is, when to use it, and how to interpret TTD

traces. The learning curve is modest compared to the time savings.

* Combine with sanitizers: Run tests under ASan and TSan, and when a sanitizer flags an issue, use TTD

to capture a trace for deep analysis.
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Time-travel debugging represents a paradigm shift in how we approach debugging. By eliminating the one-way
arrow of time, it transforms debugging from guesswork into a methodical, evidence-based investigation.

Mastering TTD is one of the highest-leverage skills a modern C++ developer can acquire.



Artificial Intelligence in Debugging Service

Artificial intelligence is fundamentally reshaping the landscape of software development, and debugging is no
exception. For decades, debugging has been a predominantly manual, hypothesis-driven activity. Developers
form theories about what might be wrong, set breakpoints, inspect variables, and iteratively refine their
understanding. This process is time-consuming, often frustrating, and heavily dependent on the developer’s
experience and familiarity with the codebase. Large Language Models (LLMs) offer a paradigm shift: they
bring vast stores of programming knowledge, pattern recognition capabilities, and the ability to reason about
code to the debugging process, acting as an intelligent assistant that can accelerate root cause analysis, suggest
fixes, and even automate repetitive debugging tasks.

This chapter explores the rapidly evolving intersection of artificial intelligence and C++ debugging. It begins
with an overview of the leading Al-powered debugging tools, including ChatDBG and JetBrains Al Assistant. It
then examines how LLMs can be effectively used to analyze errors and suggest fixes, drawing on recent research
that benchmarks their capabilities. The chapter covers the practical integration of Al into development
environments like Visual Studio Code and the JetBrains ecosystem, and it concludes with a critical examination

of the future trajectory of Al in debugging and the associated challenges of trust, bias, and data security.

11.1 Overview of AI-Powered Debugging Tools: ChatDBG and JetBrains
AT Assistant

The integration of Al into debugging has moved beyond simple code completion. Specialized tools now leverage
LLMs to engage in a collaborative dialogue with developers, performing complex analyses that were previously
the sole domain of human experts. Two prominent examples illustrate this new class of debugging assistant:

ChatDBG, an open-source research project from the University of Massachusetts Amherst, and the commercial

Al offerings from JetBrains.
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11.1.1 ChatDBG: The First AI-Powered Debugging Assistant

ChatDBG, developed by researchers at the University of Massachusetts Ambherst, is the first debugger to
automatically perform root cause analysis and provide suggested fixes. It integrates large language models into
standard debuggers including LLDB and GDB for native C/C++ code, as well as Pdb for Python, enabling
programmers to engage in a collaborative dialogue with the debugger. With ChatDBG, a developer can ask
open-ended questions about program state, such as "why is x null?", and the tool will autonomously navigate the
debugger to answer the query.

The core innovation of ChatDBG lies in granting the LLM autonomy to "take the wheel." Unlike static analysis
tools that report a fixed set of issues, ChatDBG allows the LLM to act as an independent agent capable of
querying and controlling the debugger. It can navigate through stacks, inspect program state, perform root cause
analysis for crashes or assertion failures, and then report its findings before yielding control back to the
programmer. By leveraging the real-world knowledge embedded in LLMs, ChatDBG can diagnose issues that
are identifiable only through domain-specific reasoning.

The ChatDBG prototype integrates with standard debuggers including LLDB and GDB for native code. An
evaluation across a diverse set of code, including C/C++ code with known bugs and a suite of Python code,
demonstrated that ChatDBG can successfully analyze root causes, explain bugs, and generate accurate fixes for a
wide range of real-world errors. For Python programs, a single query led to an actionable bug fix 67 percent of
the time; one additional follow-up query increased the success rate to 85 percent. ChatDBG has seen rapid
uptake, with more than 75,000 downloads.

Installing ChatDBG for C++ debugging involves installing the Python package and configuring it as an extension
for the underlying debugger. For LLDB, the installation adds a command script import to the 11db initialization
file. For GDB, a similar process registers ChatDBG as a GDB extension. Once installed, the developer can use
the ‘why‘ command to ask ChatDBG why the program failed and receive a diagnosis and suggested fix. After

the LLM responds, the developer may issue additional debugging commands or continue the conversation.

11.1.2 JetBrains AI Assistant and Junie for C++ Development

JetBrains has integrated Al capabilities across its IDE ecosystem through two primary offerings: Al Assistant
and Junie, the Al coding agent. Al Assistant provides context-aware help directly within the IDE, while Junie is
designed to autonomously complete multi-step development tasks.

Al Assistant can explain code, find code issues, answer programming-related questions, and suggest fixes for
errors detected by the IDE. It is installed as a separate product with the dotUltimate installer and requires

ReSharper, ReSharper C++, or both to be installed and enabled. The Al Assistant license is linked to a JetBrains
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Account, and a free trial is available. When the IDE detects code that produces errors, Al Assistant can suggest
precise fixes applicable to the specific case due to its context awareness. The developer can invoke the "Fix with
AI" action, and the LLM provides reasoning for the changes in the AI Chat, allowing the developer to review and
accept or reject the proposed modifications through a diff viewer.

Junie, introduced to CLion starting with version 2025.2.1 in Beta, represents a more autonomous class of Al
tool. It is an Al coding agent that gives developers deep visibility into projects and helps supercharge their
development workflows directly inside the IDE. Junie was built to address specific developer needs,
independently completing tasks such as testing code, fixing bugs, bootstrapping and prototyping, searching
inside projects, writing behavioral specifications and documentation, and describing execution paths.

In CLion, Junie operates in two modes. Ask mode allows developers to query Junie about modules, directories,
execution paths, project setup and configuration, and other complex topics. Code mode enables Junie to change
code or create files, such as generating tests using frameworks like GoogleTest, Catch2, or CppUnit. Junie will
even run the tests and provide a report detailing all modified or created files. If the developer is not satisfied with
the test implementation, they can undo the changes by clicking the Rollback button. Junie can also review code
changes to ensure correctness before commit, examining aspects including behavior and compatibility, code
quality, and style, and sharing recommendations for improvements. In Code mode, Junie can fix any bugs it
finds and immediately test the solution.

CLion 2026.1 further expanded Al integration by opening the IDE to a broader ecosystem of Al agents,
including GitHub Copilot, Cursor, and Codex, via the Agent Client Protocol (ACP). This allows developers to
work with multiple Al agents directly in the Al chat without jumping between tools or being locked into a single
provider. Developers can choose from agents such as GitHub Copilot, Cursor, and many others supported via
ACP. The IDE also supports Bring Your Own Key (BYOK), allowing developers to connect their personal

OpenAl or Anthropic account without needing a separate JetBrains Al subscription.

11.1.3 Parasoft C/C++test and AI-Enhanced Static Analysis

Parasoft has integrated generative Al into its C/C++test toolchain, transforming how developers interact with
static analysis findings. The Al documentation assistant in C/C++test 2025.1 acts as a ChatGPT-like companion
for the Parasoft toolchain, delivering clear, contextual answers to questions about C/C++ development
workflows. The C/C++test extension for Visual Studio Code leverages GenAl to help developers resolve issues
early and accelerate the delivery of secure, reliable software.

Visual Assist, another tool in the C++ ecosystem, introduced VA Intelligence in its 2025.4 release. This Al
integration adds over 60 new code inspection checkers for C++ safety, overhauled UI for key features, and a new

welcome experience for first-time installations. The Al capabilities are designed to provide intelligent code
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analysis and suggestions directly within the Visual Studio environment.

11.2 How to Use Large Language Models (LLMs) to Analyze Errors and
Suggest Fixes

The application of LLMs to debugging extends beyond conversational assistants. Researchers and practitioners
have developed systematic methodologies for leveraging LLMs to analyze errors, generate fixes, and even
automate program repair. Understanding the capabilities and limitations of these models in the context of C++

development is essential for effectively integrating them into debugging workflows.

11.2.1 Benchmarking LLM Repair Capability for C/C++

A critical question for developers considering Al-assisted debugging is: How effective are LLMs at actually
fixing C++ bugs? The Defects4C benchmark, introduced in 2025, provides a comprehensive, executable
benchmark specifically designed for C/C++ program repair. The accompanying empirical study evaluated the
effectiveness of 24 state-of-the-art large language models in repairing C/C++ faults.

The LLM-GUARD study further examined the capabilities of ChatGPT-4, Claude 3, and LLaMA 4 across a
dataset encompassing basic programming errors, typical security vulnerabilities, and advanced production-level
bugs in C++ and Python. The research employed a multi-stage, context-aware prompting process that
realistically simulated developer debugging scenarios. The study found that while all models performed well on
basic syntax and semantic errors, their performance degraded significantly on advanced security vulnerabilities
and complex production environment code. ChatGPT-4 and Claude 3 provided more nuanced contextual
analysis than LLaMA 4.

These findings establish an empirical foundation for understanding where LLMs excel and where they struggle
in C++ debugging. Models are highly capable at identifying and fixing common, well-understood error patterns,
but they may fail on novel, complex, or domain-specific issues that require deep reasoning about program

behavior.

11.2.2 Practical Workflow: Using LLMs for Error Diagnosis

Integrating LLMs into a C++ debugging workflow involves more than simply pasting error messages into a chat
interface. Effective use requires a structured approach that provides the model with sufficient context to reason

accurately.
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The first step is to gather comprehensive context. This includes the exact compiler error message or runtime
crash information, the relevant code snippet with sufficient surrounding context, the compiler version and
standard (e.g., C++20, C++23), and any relevant build configuration details. For runtime errors, a stack trace
and the values of key variables at the point of failure are essential.

The second step is to formulate a precise query. Rather than asking "Why does my code crash?", a more
effective query is: "The following C++ code crashes with a segmentation fault. The stack trace points to line 42.
Why is the pointer null at this point, and what is the recommended fix?" This level of specificity guides the LLM
toward the relevant analysis.

The third step is to critically evaluate the response. LLMs can produce plausible-sounding but incorrect
explanations. The developer must verify the model’s reasoning against their own understanding of the code.
Does the explanation align with the observed behavior? Does the suggested fix address the root cause or merely
the symptom? Does the fix introduce new issues, such as memory leaks or performance regressions?

The fourth step is to apply the fix and test thoroughly. Al-suggested fixes should be treated with the same rigor

as any other code change: they should be reviewed, tested, and validated against the project’s test suite.

11.2.3 Automated Program Repair with LLMs

Beyond interactive debugging, LLMs are being deployed for automated program repair (APR). Research
presented at ICSE 2025 demonstrated a method to automatically fix implicit data loss warnings in large C++
projects using LLMs. The approach uses the Language Server Protocol (LSP) to gather context, Tree-sitter to
extract relevant code, and LLMs to make decisions and generate fixes. The method evaluates the necessity of
range checks concerning performance implications and generates appropriate fixes.

In a large industrial C++ project, this approach achieved a 92.73 percent acceptance rate of fixes by human
developers during code review. The LLM-generated fixes reduced the number of warning fix changes that
introduced additional instructions due to range checks and exception handling by 39.09 percent compared to a
baseline fix strategy. This demonstrates that LLM-based repair can reduce manual effort while maintaining code
quality and performance in real-world scenarios.

The workflow for this approach is systematic. The LLM is provided with the compiler warning, the source code
location, and additional context gathered via LSP. The model then generates a fix, which is presented to the
developer for review. The high acceptance rate indicates that LLM-generated fixes are often correct and aligned

with developer expectations.
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11.2.4 Compiler Diagnostics Enhanced by LL.Ms

A particularly promising direction is the integration of LLMs directly into the compiler diagnostic pipeline.
Research prototypes have demonstrated tools that feed compilation errors to an LLM, which then explains the
error in plain language, proposes a fix, and—if approved—applies the change and attempts compilation again.
This creates a tight feedback loop where the LLM acts as an intelligent intermediary between the compiler and
the developer.

For C++ developers, this approach addresses one of the language’s most persistent pain points: cryptic template
error messages. An LLM can parse a multi-page template instantiation backtrace, identify the root cause, and
explain in plain English why a particular concept constraint failed or why overload resolution selected an
unexpected candidate. This capability is especially valuable for developers who are not deeply versed in the

intricacies of template metaprogramming.

11.3 Integrating Al into the IDE: VS Code and JetBrains AI Extensions

The practical utility of Al in debugging depends on seamless integration into the developer’s existing workflow.
Both Visual Studio Code and the JetBrains IDE ecosystem have made substantial investments in Al integration,

bringing intelligent assistance directly into the editor and debugger.

11.3.1 Visual Studio Code: GitHub Copilot and the C++ Extension

Visual Studio Code has emerged as a focal point for Al-assisted C++ development, driven largely by the deep
integration of GitHub Copilot. The 2025 update to the vscode-cpptools extension marked a significant shift
toward Al enhancement, with Al-related commits increasing from 8 percent in earlier releases to 15 percent in
version 1.27.x.

The C++ extension version 1.25 introduced Copilot-powered symbol summaries. When a developer hovers over
any symbol, they have the option to generate a Copilot summary. Copilot leverages context provided by C++
language services to generate information about the symbol using its declaration or definition information. This
is particularly valuable when working with unfamiliar or undocumented codebases, such as large open-source
libraries, where understanding the purpose and usage of a struct or function might otherwise require extensive
code navigation.

Beyond symbol summaries, the C++ extension’s roadmap includes Al-enhanced hovers that can provide
context-aware suggestions. For example, when hovering over a call to ‘std::sort‘, the Al might suggest using

‘std::ranges::sort‘ for range-based sorting in C++20. The extension also integrates with GitHub Copilot Chat,
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allowing developers to ask questions about their code and receive Al-generated explanations and suggestions
directly within the editor.

Visual Studio 2026 has taken Copilot integration a step further, positioning C++ alongside C# as a language
with deep Copilot integration. The new C++ code editing tools for GitHub Copilot expose rich, project-wide
symbol information to the Al assistant. Copilot agent mode can call C++-specific tools that enable it to view all
references across a codebase, understand symbol type, declaration, and scope, visualize class inheritance
hierarchies, and trace function call chains. This symbol-level awareness allows Copilot to perform reliable
multi-file editing, such as updating a function signature across an entire codebase or applying systematic
refactors.

GitHub Copilot’s capabilities for C++ also extend to specialized development tasks. The app modernization
feature helps migrate C++ projects to newer versions of the MSVC Build Tools, analyzing the project for
warnings and errors, creating a detailed plan to fix issues, and implementing the changes. The build performance
feature analyzes C++ builds and suggests changes to improve build performance, such as creating precompiled

headers for expensive include files or adjusting function inlining.

11.3.2 JetBrains Ecosystem: CLion, AI Assistant, and Junie

The JetBrains ecosystem provides a comprehensive Al-assisted development experience for C++ developers
through CLion and the AI Assistant and Junie integrations. Al Assistant is available across JetBrains IDEs and
provides a consistent set of Al-powered features including code explanation, problem finding, error fixing, and
contextual documentation generation.

Al Assistant helps developers find and fix problems in code by analyzing the provided context, detecting
potential issues, and providing suggestions to resolve them. When the IDE detects code that produces errors, Al
Assistant can suggest more precise fixes applicable to the specific case due to its context awareness. The
developer invokes the "Fix with AI" action, and the model provides reasoning for the changes in the Al Chat.
The developer can then process the changes either in the diff that opens in the editor or directly in the chat.
Junie, the Al coding agent, represents a more ambitious vision of Al integration. In CLion, Junie can
independently complete complex tasks such as generating tests using GoogleTest, Catch2, or CppUnit, running
the tests, and providing a report of all modifications. Junie can also review code changes for correctness before
commit, examining behavior and compatibility, code quality, and style, and sharing recommendations for
improvements. In Code mode, Junie can fix any bugs it finds and immediately test the solution.

The Model Context Protocol (MCP) support in JetBrains IDEs allows one-click setup for connecting to external
Al clients. Once connected, developers can use their preferred client to trigger unit tests, refactorings, or code

generation, with the IDE serving as the execution layer. This positions the IDE as an open platform for Al
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tooling rather than a closed ecosystem.

CLion 2026.1 further embraces this open ecosystem approach by supporting GitHub Copilot, Cursor, Codex,
and other agents via the Agent Client Protocol (ACP). Developers can install agents from the ACP registry
directly within the IDE and switch between them based on the task at hand. The Bring Your Own Key (BYOK)
feature allows developers to use their personal OpenAl or Anthropic accounts without a separate JetBrains Al

subscription, providing flexibility and cost control.

11.3.3 Undo and Copilot: Bridging AI and Time-Travel Debugging

An emerging integration pattern combines Al assistance with advanced debugging techniques such as time-travel
debugging. Undo, the commercial time-travel debugging platform, has positioned its VS Code extension as a
complement to Copilot. While Copilot accelerates code writing, it stops helping once code compiles and runs.
When a crash, regression, or intermittent race condition occurs, Copilot cannot provide answers.

Undo’s time travel debugging fills this gap by recording the complete execution of a program, including all
memory changes, system calls, and thread interleavings. The execution becomes deterministic and fully
replayable, enabling reverse step and reverse continue, memory watchpoints in reverse, and cross-thread
causality analysis. When combined with an Al assistant, the developer can ask questions about the recorded
execution, and the Al can analyze the trace to provide insights.

This combination represents a powerful future direction: Al that can not only read static code but also reason
about dynamic execution traces. An LLM with access to a time-travel debugging trace could answer questions
like "Why did this variable become null?" or "Which thread corrupted this memory location?" by analyzing the

actual recorded events.

11.3.4 VS Code 2025: The Al-Assisted Debugging Standard

The convergence of these trends—AlI integration, time-travel debugging, and enhanced language services—has
established Visual Studio Code 2025 as a standard environment for Al-assisted C++ debugging. The
combination of GitHub Copilot for code generation and understanding, the C++ extension for language
intelligence, and tools like Undo for time-travel debugging creates a comprehensive debugging workflow.
Developers can write code faster with Copilot, understand unfamiliar code with Al-powered symbol summaries,
and when bugs occur, use time-travel debugging to capture the exact execution and analyze it with Al assistance.
This integrated approach addresses the productivity gap that exists when developers write code quickly but still

spend disproportionate time debugging.
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11.4 The Future of Debugging: Will the Developer Become Just a

Supervisor of AI?

As Al tools become more capable and autonomous, a fundamental question arises: what is the future role of the
human developer in the debugging process? Will developers remain hands-on investigators, or will they

transition to a supervisory role, reviewing and approving Al-generated analyses and fixes?

11.4.1 The Shifting Role of the Debugger

The trajectory of Al in debugging suggests a shift from manual, hypothesis-driven investigation to
Al-augmented, evidence-based analysis. In the near term, Al serves as a powerful assistant that accelerates the
developer’s work. The developer poses questions, the Al gathers evidence and proposes explanations, and the
developer evaluates and acts on those insights. This collaborative model preserves the developer’s agency and
expertise while leveraging the AI’s pattern recognition and knowledge retrieval capabilities.

In the medium term, Al tools are likely to become more proactive. Rather than waiting for the developer to ask
questions, they may automatically detect anomalies, propose root causes, and suggest fixes as part of the
continuous integration pipeline. The developer’s role shifts to one of oversight: reviewing Al-generated analyses,
validating the proposed fixes, and making judgment calls on trade-offs that the Al cannot fully appreciate.

In the longer term, fully autonomous debugging agents may become feasible for certain classes of bugs. An Al
agent could monitor a running system, detect a crash, capture a time-travel trace, analyze the root cause, generate
a fix, test it, and submit a pull request—all without human intervention. In this scenario, the developer becomes
a supervisor who sets policies, reviews significant changes, and handles the exceptional cases that the Al cannot

resolve.

11.4.2 The Enduring Value of Human Expertise

Despite rapid advances in Al, several aspects of debugging are likely to remain firmly in the human domain for
the foreseeable future. First, contextual understanding of business requirements and user expectations is
essential for determining whether a behavior is actually a bug and what the correct behavior should be. An Al
may identify that a function is returning an unexpected value, but only a human developer can judge whether
that value is appropriate for the business context.

Second, architectural judgment about the appropriate fix is critical. A bug may be fixable in multiple ways: a

quick patch that addresses the symptom, or a deeper refactoring that eliminates the underlying design flaw. The
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trade-off between immediate stability and long-term maintainability requires human judgment informed by
project priorities and team capacity.

Third, ethical and security considerations in debugging and fixing vulnerabilities require human oversight. An
Al might suggest a fix that inadvertently introduces a new security vulnerability or violates privacy regulations.
Human review is essential for catching these subtle issues.

Fourth, creative problem-solving for novel or unprecedented bugs remains a human strength. LLMs excel at
pattern matching against their training data; they struggle with problems that are genuinely new or that require

reasoning outside the distribution of their training examples.

11.4.3 The Supervisor Model: SKkills for the AI Era

If the developer’s role evolves toward supervision of Al debugging tools, what skills become essential? First, AL
literacy—understanding the capabilities and limitations of Al tools—becomes as important as understanding
compiler optimizations or memory models. Developers must know when to trust an AI’s suggestion and when to
be skeptical.

Second, critical evaluation of Al-generated outputs is paramount. Developers must cultivate the habit of asking:
Does this explanation make sense? Is this fix safe? Does it address the root cause? What are the side effects?
Third, system-level thinking becomes more valuable. As Al handles more of the low-level debugging tasks, the
human developer’s unique contribution is the ability to reason about the system as a whole, understanding how
changes in one component ripple through the architecture.

Fourth, communication and collaboration skills are amplified. Articulating requirements to an Al agent,

interpreting its outputs, and explaining Al-generated fixes to teammates become core activities.

11.5 Challenges and Risks: Blind Trust, Bias, and Data Security

The integration of Al into debugging is not without significant risks. Over-reliance on Al, inherent biases in
training data, and the security implications of sharing code with external Al services are critical concerns that

developers and organizations must address.

11.5.1 The Danger of Blind Trust

The most immediate risk of Al-assisted debugging is blind trust in the AI’s output. LLMs are capable of

generating text that is fluent, authoritative, and completely wrong. A developer who accepts an Al-generated
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explanation or fix without critical examination may introduce new bugs, create security vulnerabilities, or waste
time pursuing incorrect diagnoses.

This risk is compounded by the fact that Al outputs are often presented with high confidence. The model does
not express uncertainty; it simply produces the most probable continuation of the prompt. Developers must
actively cultivate skepticism and treat Al suggestions as hypotheses to be tested, not as definitive answers.
Empirical studies have shown that while LLMs can successfully fix many bugs, their performance varies
significantly across bug categories. The LLM-GUARD study found that model performance degraded
substantially on advanced security vulnerabilities and complex production environment code. A developer who

assumes the Al is equally competent across all bug types may be dangerously misled.

11.5.2 Bias in Training Data

LLM:s are trained on vast corpora of publicly available code, which reflects the biases, patterns, and practices of
the broader software development community. This training data includes both exemplary code and code
containing bugs, anti-patterns, and security vulnerabilities. As a result, the model may inadvertently learn and
reproduce problematic patterns.

For C++ specifically, the training data includes decades of legacy code that predates modern C++ practices. An
LLM might suggest a fix that uses raw pointers and manual memory management when a modern smart pointer
would be safer and more appropriate. It might recommend a C-style cast when ‘static_cast’ is the correct choice.
It might perpetuate outdated idioms that the C++ community has since deprecated.

Moreover, the training data may under-represent certain domains, such as embedded systems, high-performance
computing, or safety-critical software. An LLM’s suggestions for these domains may be less reliable due to the

relative scarcity of training examples.

11.5.3 Data Security and Privacy

The use of cloud-based Al services raises significant data security and privacy concerns. When a developer
pastes code into a chat interface or uses an Al extension that sends code to a remote API, that code is transmitted
to and processed by servers outside the organization’s control. For open-source projects, this may be acceptable.
For proprietary, confidential, or regulated code, it may be strictly prohibited.

Organizations must carefully evaluate the data handling policies of Al service providers. Key questions include:
Is the submitted code used to train future models? Is it stored? Who has access to it? What compliance
certifications (e.g., SOC 2, GDPR, HIPAA) does the provider hold?

Several mitigation strategies are available. Some Al services offer enterprise tiers with contractual commitments
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regarding data handling and model training. Local, on-premises deployment of open-source models is an option
for organizations with the necessary infrastructure and expertise. The Bring Your Own Key (BYOK) model,
supported by JetBrains and others, allows developers to use their own API keys with OpenAl or Anthropic,
providing greater control over data handling.

For debugging scenarios involving crash dumps or core files, the security implications are even more acute.
Crash dumps may contain sensitive data, including user information, encryption keys, or proprietary algorithms.
Transmitting such data to an external Al service is rarely acceptable. In these cases, local Al tools or strictly

controlled enterprise deployments are the only viable options.

11.5.4 Intellectual Property and Licensing

Al-generated code raises novel intellectual property questions. If an LLM generates a fix that is substantially
similar to code in its training data, what are the licensing implications? Does the generated code inherit the
license of the training data? Is it original work eligible for copyright protection?

These questions are currently unresolved legally. For proprietary software, the conservative approach is to treat
Al-generated code as potentially encumbered and to subject it to the same rigorous review as any third-party
code. For open-source projects, developers should be aware that incorporating Al-generated code may have

implications for the project’s licensing and contributor agreements.

11.5.5 Ethical Considerations and Accountability

When Al tools become integral to the debugging process, questions of accountability and ethics arise. If an Al
suggests a fix that introduces a security vulnerability, who is responsible? The developer who accepted the
suggestion? The organization that deployed the Al tool? The provider of the Al service?

Current professional norms place ultimate responsibility on the human developer. Just as a developer is
responsible for code they copy from Stack Overflow, they are responsible for code they accept from an Al
assistant. This reinforces the importance of critical review and testing.

Organizations should establish clear policies regarding Al usage in development workflows. These policies
should address when Al tools may be used, what types of code may be shared with external services, what

review processes are required for Al-generated code, and how Al usage should be documented.

11.5.6 The Need for Verification and Validation

Given these risks, a robust verification and validation pipeline is essential when incorporating Al into debugging

workflows. Al-suggested fixes should be treated no differently from human-written code: they should be
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reviewed, tested, and validated against the project’s quality standards.

Static analysis tools, sanitizers, and comprehensive test suites serve as critical safeguards. An Al might suggest a
fix that passes a visual inspection but introduces undefined behavior. Running the modified code under
AddressSanitizer and ThreadSanitizer can catch such issues. A robust continuous integration pipeline that runs
the full test suite on every change provides a final layer of defense.

The integration of Al into debugging represents a transformative shift in how developers approach one of the
most challenging aspects of software development. The tools are powerful, the potential productivity gains are
substantial, and the technology is advancing rapidly. However, the thoughtful developer approaches this new
frontier with a blend of enthusiasm and caution—embracing the capabilities of Al while maintaining the critical

thinking, skepticism, and responsibility that are the hallmarks of professional software engineering.



Integrating Debugging into the Development
Pipeline (CI/CD) and Beyond

The act of debugging does not exist in a vacuum. While earlier chapters focused on interactive debugging on a
developer’s workstation, the reality of modern software development is that code lives in a continuous
integration and continuous deployment (CI/CD) pipeline. Bugs are often discovered not by a developer stepping
through code, but by an automated test suite failing in a GitHub Actions runner, a core dump generated from a
production server, or an anomaly detected in a distributed trace. Debugging, therefore, must be integrated into
every stage of the software delivery lifecycle—from the moment code is committed to long after it is deployed.
This chapter explores the integration of debugging practices into the development pipeline and production
environments. It begins with configuring CI/CD systems to automatically detect and report defects using
sanitizers, static analyzers, and test frameworks. It then examines post-mortem debugging through the capture
and analysis of core dumps on Windows production systems. The chapter covers intelligent monitoring and
structured logging with modern C++ libraries like spdlog, and concludes with strategies for troubleshooting
distributed systems using distributed tracing with OpenTelemetry and Jaeger. Throughout, the emphasis is on

building a comprehensive debugging strategy that spans the entire software lifecycle.

12.1 Debugging in Continuous Integration: GitHub Actions, GitLab CI,

Jenkins

Continuous Integration (CI) systems have evolved from simple build verification tools into comprehensive
quality assurance platforms. For C++ projects, a well-configured CI pipeline can detect memory errors,
undefined behavior, data races, and performance regressions automatically on every commit. Integrating

debugging tools into CI transforms the pipeline from a passive gatekeeper into an active bug-hunting system.

247
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12.1.1 Designing a Debugging-Oriented CI Pipeline

A debugging-oriented CI pipeline should be structured to fail early and provide actionable diagnostic
information. A recommended structure, drawn from modern firmware and systems programming practices,
consists of multiple stages that progressively validate the code from syntax to runtime behavior. Each stage
should produce artifacts that aid debugging when failures occur: stack traces, core dumps, sanitizer reports, and
test logs.

The stages of an effective debugging-oriented CI pipeline are as follows:

Stage 1: Lint and Style. While not directly debugging, enforcing consistent formatting and basic static rules
eliminates entire categories of trivial issues. Jobs in this stage typically run clang-format in check mode and
custom lint scripts that detect forbidden patterns, such as raw pointer arithmetic or C-style casts in safety-critical
modules. Failures at this stage should be blocking and provide clear, immediately actionable feedback.

Stage 2: Static Analysis. This stage runs static analyzers such as Clang-Tidy, Cppcheck, and the C++ Core
Guidelines Checker. The goal is to catch defects before any code is executed. For CI integration, tools should be
configured to produce machine-readable output formats such as SARIF or CodeClimate, which can be ingested
by the CI platform’s reporting interface. GitHub Actions, for example, can display static analysis findings
directly in pull request diffs.

Stage 3: Host Build and Unit Tests. The core application is built for the host platform and unit tests are
executed. This stage validates basic correctness and provides a fast feedback loop. Test frameworks like Google
Test, Catch2, or CppUnit should be configured to produce JUnit XML reports, which CI systems can visualize
over time.

Stage 4: Sanitizers. This is the most critical stage for automated debugging. Separate jobs should run the test
suite under AddressSanitizer (ASan), UndefinedBehaviorSanitizer (UBSan), and, for multi-threaded code,
ThreadSanitizer (TSan). Sanitizer jobs are computationally expensive and may be run less frequently—for
example, on merge requests to main branches rather than on every push—but they provide unparalleled detection
of memory safety and concurrency bugs.

Stage 5: Target Builds. For projects that target specific platforms (e.g., embedded systems, cross-platform
applications), this stage builds the final release artifacts. It verifies that the code compiles with the target
toolchain and that binary size budgets are not exceeded. Build artifacts, including map files and debug symbols,
should be preserved for later analysis.

Stage 6: Integration and Performance Tests. Longer-running integration tests and performance benchmarks
run at this stage. Performance regression detection should compare benchmark results against a baseline and fail

if key metrics (e.g., latency, throughput) degrade beyond a threshold.
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12.1.2 GitHub Actions for C++ Debugging

GitHub Actions has become the predominant CI platform for open-source and enterprise C++ projects. Its
matrix strategy support is particularly well-suited for testing across multiple compilers, sanitizer configurations,

and platforms.

Sanitizer Matrix Workflow

The following GitHub Actions workflow demonstrates a comprehensive sanitizer matrix for a C++ project,

capturing core dumps on test failures for post-mortem analysis:

name: Sanitizer CI

on:
push:
branches: [ main, develop ]
pull_request:

branches: [ main ]

jobs:
sanitizers:
name: ${{ matrix.sanitizer }} on ${{ matrix.os }}
runs-on: ${{ matrix.os }}
strategy:
fail-fast: false
matrix:
os: [ubuntu-24.04]
sanitizer: [asan, ubsan, tsan]
include:
- sanitizer: asan
flags: -fsanitize=address -fsanitize=undefined
- sanitizer: ubsan
flags: -fsanitize=undefined -fsanitize-trap=undefined
- sanitizer: tsan

flags: -fsanitize=thread

steps:

- uses: actions/checkout@v4

- name: Install Dependencies

run: |
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sudo apt-get update
sudo apt-get install -y cmake ninja-build

- name: Configure CMake
run: |
cmake -B build -G Ninja \
-DCMAKE_BUILD_TYPE=Debug \
-DCMAKE_CXX_FLAGS="${{ matrix.flags }} -g -fno-omit-frame-pointer” \
-DCMAKE_EXE_LINKER_FLAGS="${{ matrix.flags }}"

- name: Build

run: cmake --build build --parallel

- name: Configure Core Dumps
run: |
ulimit -c unlimited

echo "kernel.core_pattern=core.%e.%p.%t" | sudo tee /proc/sys/kernel/core_pattern

- name: Run Tests

run: |
cd build
ctest --output-on-failure --verbose

env:
ASAN_OPTIONS: detect_leaks=1:halt_on_error=0:1log_path=asan_report
UBSAN_OPTIONS: print_stacktrace=1:halt_on_error=0
TSAN_OPTIONS: history_size=7:halt_on_error=0

- name: Upload Core Dumps
if: failure()
uses: actions/upload-artifact@v4
with:
name: core-dumps-${{ matrix.sanitizer }}
path: core.*

retention-days: 30

- name: Upload Sanitizer Reports
if: always()
uses: actions/upload-artifact@v4
with:
name: sanitizer-reports-${{ matrix.sanitizer }}
path: asan_report.x*

retention-days: 30
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Key debugging integrations in this workflow include:

* The fail-fast: false setting ensures that all matrix jobs run to completion, providing a complete

picture of failures rather than aborting after the first error.

* Core dumps are enabled via ulimit -c unlimited and captured as artifacts when tests fail. This

provides a post-mortem debugging capability directly within the CI environment.

* Sanitizer options are configured to continue after errors (halt_on_error=0), allowing multiple issues to

be discovered in a single run.

* All diagnostic outputs—core dumps, sanitizer reports, and test logs—are preserved as artifacts for offline

analysis.

Static Analysis Integration

GitHub Actions can integrate static analysis tools that report findings directly in pull requests. The CodeChecker
GitHub Action executes static analysis using Clang Static Analyzer and Clang-Tidy, while the cppcheck-action
provides Cppcheck integration. These tools can be configured to post comments on pull requests summarizing

new defects introduced by the changes.

- name: Run CodeChecker
uses: whisperity/codechecker-analysis-action@v1
with:
build-command: cmake --build build
enable-all: true
output-directory: reports
- name: Upload Analysis Results
uses: actions/upload-artifact@v4
with:
name: codechecker-reports
path: reports

12.1.3 GitLab CI for C++ Debugging

GitLab CI offers tight integration with the GitLab ecosystem, including built-in support for test reports, code
quality widgets, and merge request widgets that display pipeline status and findings.
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Core Dump Capture in GitLab CI

A common challenge when running C++ tests in GitLab CI is capturing core dumps when tests crash. The CTest
framework, by default, suppresses Windows Error Reporting (WER) on Windows runners and may prevent core
dump generation on Linux. To enable core dumps, the pipeline configuration must explicitly configure the
system and ensure that test processes are not configured to suppress crash reporting.

For Linux runners, configure core dumps and set the core pattern:

before_script:
- ulimit -c unlimited
- echo "core.%e.%p" > /proc/sys/kernel/core_pattern

- apt-get update && apt-get install -y gdb

after_script:
-
if [ -n "$(1s core.x 2>/dev/null)” 1; then
for core in core.*; do
echo "Processing $core”
gdb -batch -ex "thread apply all bt full” -ex "quit" \
./build/my_app "$core” > backtrace.txt
done
fi

artifacts:
when: on_failure
paths:
- core.*
- backtrace.txt

expire_in: 30 days

For Windows runners, the CTest -pass-through-exceptions flag prevents CTest from suppressing Windows
Error Reporting, allowing crash dumps to be generated. This flag was introduced in CMake to address the issue

where CTest’s default behavior prevents WER from creating dump files.

test:
stage: test
script:
- cd build
- ctest --output-on-failure --verbose --pass-through-exceptions
artifacts:

when: on_failure
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paths:
- "%LOCALAPPDATA%\\CrashDumps\\*.dmp"

expire_in: 30 days

GitLab Code Quality Integration

GitLab’s Code Quality feature can ingest reports from static analysis tools and display findings in the merge
request widget. The sonar-cxx plugin acts as a bridge between C++ static analyzers and SonarQube, but GitLab

also supports direct ingestion of CodeClimate-formatted reports from tools like Clang-Tidy and Cppcheck.

code_quality:
stage: analyze
script:
- cppcheck --enable=all --xml --xml-version=2 src/ 2> cppcheck.xml
-
python3 << EOF
import xml.etree.ElementTree as ET
import json
tree = ET.parse('cppcheck.xml')
root = tree.getroot()
issues = []
for error in root.findall('.//error'):
issues.append({
'type': 'issue',
'check_name': error.get('id'),
'description': error.get('msg'),
'severity': 'major' if error.get('severity') == 'error' else 'minor’',
'location': {
'path': error.get('file0'),
'lines': {'begin': int(error.get('line', 0))}

)]
with open('codequality.json', 'w') as f:
json.dump(issues, f)
EOF
artifacts:
reports:

codequality: codequality.json



254

12.1.4 Jenkins for C++ Debugging

Jenkins, as a self-hosted CI solution, offers unparalleled flexibility for configuring complex debugging pipelines.
It integrates with a vast ecosystem of plugins that support static analysis, test reporting, and artifact management.
Jenkins Pipeline with Warnings Next Generation Plugin

The Warnings Next Generation plugin consolidates reports from multiple static analysis tools into a unified

dashboard, providing trend charts and drill-down capabilities for issue investigation.

pipeline {
agent any
stages {
stage('Build') {
steps {
sh 'cmake -B build -DCMAKE_BUILD_TYPE=Debug'
sh 'cmake --build build'
}
}

stage('Static Analysis') {
steps {
sh 'cppcheck --enable=all --xml --xml-version=2 src/ 2> cppcheck.xml’

sh 'clang-tidy src/*.cpp --checks=* --export-fixes=clang-tidy.yaml'

3
post {
always {
recordIssues(
tools: [
cppCheck (pattern: 'cppcheck.xml'),
clangTidy(pattern: 'clang-tidy.yaml')
1
qualityGates: [[threshold: 1, type: 'TOTAL', unstable: truel]
)
}
3
}
stage('Test with Sanitizers') {
steps {
sh '"!

export ASAN_OPTIONS=detect_leaks=1:log_path=asan_report
cd build && ctest --output-on-failure
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}
post {
failure {
archiveArtifacts artifacts: 'asan_report.*, core.*' 6 fingerprint: true
}
3

3
stage('Publish Test Results') {

steps {
xunit([GoogleTest(deleteOutputFiles: true, pattern: 'build/x.xml')])

The pipeline demonstrates several debugging best practices. Static analysis results are recorded and gated; if the
total number of issues exceeds the threshold, the build is marked unstable. Sanitizer reports and core dumps are
archived on test failure, enabling post-mortem debugging. Test results are published using the xUnit plugin,

providing historical trending of test pass rates.

Matrix Builds for Multi-Platform Debugging

Jenkins supports matrix builds (also known as multi-configuration projects) that allow testing across multiple
platforms, compilers, and configurations simultaneously. This is essential for C++ projects that must support

Windows, Linux, and macOS, or that need to validate against multiple compiler versions.

pipeline {
agent none
stages {
stage('Matrix Build') {
matrix {
agent any
axes {
axis {
name 'PLATFORM'
values 'windows', 'linux', 'macos'
}
axis {
name 'COMPILER'
values 'gcc', 'clang', 'msvc'
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axis {
name 'SANITIZER'
values 'none', 'asan', 'tsan'
}
excludes {
exclude {
axis {
name 'PLATFORM'
values 'windows'
}
axis {
name 'COMPILER'
values 'gcc', 'clang'
}
}
}
}
stages {
stage('Build and Test') {
steps {
echo "Building on ${PLATFORM} with ${COMPILER} and sanitizer ${SANITIZER}"
// Platform-specific build steps
}
}
}

12.2 Capturing and Analyzing Core Dumps in Production

When an application crashes in a production environment, interactive debugging is not an option. The system
must continue operating, and the only evidence of the crash is the core dump—a snapshot of the process’s
memory at the moment of failure. Capturing, storing, and analyzing these core dumps is a critical component of

a mature debugging strategy.
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12.2.1 Windows Error Reporting and Local Dumps

On Windows, core dumps (also called crash dumps) are managed by the Windows Error Reporting (WER)
service. By default, WER may only generate minidumps or may suppress dumps entirely depending on system
configuration. For production debugging, explicit configuration is required to ensure that full dumps are

captured and preserved.

Configuring Local Dumps via Registry

The most reliable method for capturing crash dumps on Windows production systems is through the LocalDumps
registry key. This configuration applies system-wide or per-application and does not require any code changes.

Create the following registry keys (requires administrative privileges):

# Create the LocalDumps key
New-Item -Path "HKLM:\SOFTWARE\Microsoft\Windows\Windows Error Reporting\LocalDumps"” -Force

# Configure global dump settings (applies to all applications)

New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows\Windows Error Reporting\LocalDumps”
-Name "DumpFolder” -PropertyType ExpandString -Value "C:\CrashDumps"” -Force

New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows\Windows Error Reporting\LocalDumps"” ~
-Name "DumpType"” -PropertyType DWord -Value 2 -Force

New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows\Windows Error Reporting\LocalDumps"
-Name "DumpCount” -PropertyType DWord -Value 1@ -Force

# Create the dump folder and set permissions

New-Item -Path "C:\CrashDumps"” -ItemType Directory -Force

$acl = Get-Acl "C:\CrashDumps”

$rule = New-Object System.Security.AccessControl.FileSystemAccessRule(”SYSTEM"”, "FullControl”, "Allow")
$acl.SetAccessRule($rule)

Set-Acl "C:\CrashDumps" $acl

The DumpType value determines the scope of the dump: O for custom, 1 for minidump, 2 for full dump. For
production debugging, a full dump (DumpType=2) is strongly recommended because it contains the complete
memory image, including heap allocations, stack contents, and loaded modules. While larger, full dumps enable
the most comprehensive post-mortem analysis.

For per-application configuration, create a subkey under LocalDumps with the executable name (e.g.,
MyApp.exe) and set the same values there. Per-application settings override the global defaults.

WER relies on specific registry keys being correctly configured. If these keys are missing or misconfigured—for

example, with incorrect values for DumpFolder, DumpType, or DumpCount—dump creation may fail
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intermittently. Common failure scenarios include insufficient disk space on the dump volume, the application
exiting too quickly for WER to capture the dump, or contention when both a custom crash handler and WER

attempt to create a dump simultaneously.

Capturing Hang Dumps

For applications that become unresponsive (hang) rather than crashing, WER can be configured to capture

dumps automatically via the Hangs registry key. This requires a separate configuration:

New-Item -Path "HKLM:\SOFTWARE\Microsoft\Windows\Windows Error Reporting\Hangs" -Force

New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows\Windows Error Reporting\Hangs" -~
-Name "DumpType” -PropertyType DWord -Value 2 -Force

New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows\Windows Error Reporting\Hangs" ~
-Name "DumpFolder” -PropertyType ExpandString -Value "C:\CrashDumps"” -Force

Note that hang detection relies on the system’s window manager detecting that an application is not responding
to messages. For console applications or services without a message pump, hang dumps will not be triggered. In
these cases, tools like ProcDump can be used to capture dumps on demand or when specific performance

counters exceed thresholds.

ProcDump for Targeted Capture

ProcDump, part of the Sysinternals suite, provides fine-grained control over dump generation. It can create
dumps when a process crashes, when it exceeds CPU or memory thresholds, or when a specific performance

counter condition is met.

procdump -ma -e -w myapp.exe C:\CrashDumps

The -ma flag requests a full dump, -e triggers on unhandled exceptions, and -w waits for the specified process to

start if it is not already running.

12.2.2 Analyzing Windows Crash Dumps with WinDbg

WinDbg is Microsoft’s premier debugger for analyzing Windows crash dumps. While its command-line interface

can be intimidating, a systematic approach to dump analysis can quickly identify the root cause of a crash.
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Setting Up WinDbg

Download WinDbg from the Microsoft Store or as part of the Windows SDK. After installation, configure the

symbol path to include the Microsoft public symbol server and a local cache directory:

File -> Settings -> Debugging settings
Default symbol path: srv*C:\Symbolsxhttps://msdl.microsoft.com/download/symbols

Proper symbol configuration is essential; without symbols, the call stack appears as a list of hexadecimal
addresses rather than function names.
Standard Analysis Procedure

Open the crash dump file in WinDbg (File > Open Crash Dump...). The automated analysis command provides

an immediate overview of the crash:

0:000> 'analyze -v

This command identifies the exception code, the faulting instruction, and a preliminary call stack. The output

includes:

e FAULTING_IP: The instruction pointer at the time of the crash.
e EXCEPTION_RECORD: The type of exception (e.g., 0000005 for access violation).

e STACK_TEXT: A best-effort reconstruction of the call stack.

For deeper investigation, manually examine the call stack with the k command family:

0:000> kP # Full stack with parameters and prototypes
0:000> kM # Stack with frame numbers

0:000> .frame 3 # Switch to frame 3

0:000> dv /t /v # Display local variables with types and addresses

Inspect specific memory locations and objects:

0:000> dt MyApp!MyClass * 0x00007ff6°1234abcd # Display object of type MyClass
0:000> db 0x00007ff6"1234abcd L1000 # Dump 0x100 bytes of raw memory
0:000> !address 0x00007ff61234abcd # Describe memory region properties
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Al-Assisted Crash Dump Analysis

A significant advancement in crash dump analysis is the integration of Al assistants with WinDbg. The
mcp-windbg tool, released as open source in 2025, enables large language models to interact directly with
WinDbg, executing debugger commands and interpreting the results. An Al with access to WinDbg can
automatically analyze crash dumps, explain the root cause in natural language, and suggest fixes.

The tool acts as a bridge between an Al assistant (such as GitHub Copilot) and the Microsoft Console Debugger
(CDB). The Al can execute a range of WinDbg commands, traverse structures with symbols, decode
hexadecimal values, and interpret assembly code. The developer simply asks, "Why did this application crash?"
and the Al performs the analysis, returning a plain-language explanation and proposed remediation.

This capability transforms crash dump analysis from a specialized skill into a widely accessible tool, reducing

the mean time to resolution for production crashes.

12.2.3 Core Dump Analysis on Linux Systems

For C++ applications deployed on Linux servers, core dumps are analyzed using GDB. The procedure parallels

the Windows workflow:

# Configure core dumps on the production system
ulimit -c unlimited

echo "/var/crash/core.%e.%p.%t" > /proc/sys/kernel/core_pattern

# After a crash, copy the core file and executable to an analysis machine

gdb ./my_app core.12345

# In GDB

(gdb) bt full

(gdb) info registers
(gdb) frame @

(gdb) info locals
(gdb) print *this

For large-scale deployments, tools like systemd-coredump can manage core dumps automatically, storing them

in the journal and providing retrieval commands:

coredumpctl list
coredumpctl gdb 12345
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12.3 Intelligent Monitoring and Logging: Using spdlog and glog for

Production Error Tracking

While core dumps provide a post-mortem snapshot of a crashed process, they capture only the moment of failure.
Structured logging fills the gap, providing a continuous narrative of the application’s behavior leading up to an
error. Modern C++ logging libraries offer high performance, flexible output formats, and integration with

centralized logging systems.

12.3.1 spdlog: High-Performance Structured Logging

spdlog is a fast, header-only C++ logging library that supports synchronous and asynchronous logging, multiple
output sinks, custom formatting, and thread safety. It is widely adopted in production C++ applications,

including game engines, financial trading systems, and embedded devices.

Installation and Basic Usage
spdlog can be installed via vcpkg, Conan, or directly from source:

vepkg install spdlog

Basic synchronous logging:

#include <spdlog/spdlog.h>
#include <spdlog/sinks/basic_file_sink.h>

#include <spdlog/sinks/stdout_color_sinks.h>

int main() {
// Create a multi-sink logger: console and file
auto console_sink = std::make_shared<spdlog::sinks: :stdout_color_sink_mt>();

auto file_sink = std::make_shared<spdlog::sinks::basic_file_sink_mt>("logs/app.log"”, true);

spdlog: :sinks_init_list sink_list = { console_sink, file_sink };
auto logger = std::make_shared<spdlog::logger>("main"”, sink_list);

spdlog: :set_default_logger(logger);

// Configure format and level
spdlog: :set_pattern("[%Y-%m-%d %H:%M:%S.%e]l [%*%1%$]1 [%t] %v");
spdlog: :set_level(spdlog: :level: :debug);
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spdlog::info("Application started”);
spdlog: :debug(”Configuration loaded from {}"”, "config.json");
spdlog: :warn("Deprecated API called”);

spdlog: :error("Failed to connect to database: {}", "connection timeout");

return 0;

The format specifiers include %Y-%m-%d %H:%M: %S .%e for timestamp with milliseconds, %1 for log level, %t for

thread ID, and %v for the message.

Asynchronous Logging for Production

In high-throughput production systems, synchronous logging can become a bottleneck because the calling thread
blocks while log messages are written to disk or network. spdlog’s asynchronous mode decouples log generation

from log output by queueing messages to a dedicated background thread.

#include <spdlog/async.h>
#include <spdlog/sinks/rotating_file_sink.h>

int main() {
// Initialize thread pool (queue size, number of threads)
spdlog::init_thread_pool(8192, 1);

// Create an asynchronous rotating file logger
auto rotating_sink = std::make_shared<spdlog: :sinks::rotating_file_sink_mt>(
"logs/app.log”, 1024 * 1024 * 1@, 3); // 10 MB max size, 3 rotated files

auto async_logger = std::make_shared<spdlog: :async_logger>(
"async_main”, rotating_sink, spdlog::thread_pool(),

spdlog: :async_overflow_policy: :block);

spdlog: :register_logger(async_logger);
spdlog: :set_default_logger(async_logger);

// Logging is now non-blocking

for (int i = @; i < 1000000; ++i) {

spdlog: :info("Processing item {}", 1i);

return 0;
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The async overflow policy (block or overrun_oldest) controls behavior when the queue is full. In production,
block is typically preferred to avoid losing critical diagnostic messages, though it may impact performance

under extreme load.

Structured Logging for Machine Parsing

Modern observability pipelines expect structured logs in formats like JSON. spdlog can be configured with
custom formatters to produce JSON output that integrates with log aggregation systems such as Elasticsearch,
Loki, or Datadog.

#include <spdlog/sinks/basic_file_sink.h>
#include <spdlog/pattern_formatter.h>

class json_formatter : public spdlog::custom_flag_formatter {
public:
void format(const spdlog::details::log_msg& msg,
const std::tm&, spdlog::memory_buf_t& dest) override {
auto json = fmt::format(
"{{\"timestamp\" : \"{:%BY-%m-%dT%H: %M: %SI\","
"\"level\":\"{J\","
"\"thread\":{},"
"\"logger\":\"{J}\","
"\"message\" :\"{3\"}}\n",
msg.time, spdlog::level::to_string_view(msg.level),
msg.thread_id, *msg.logger_name, msg.payload);

dest.append(json.data(), json.data() + json.size());

std: :unique_ptr<custom_flag_formatter> clone() const override {

return spdlog::details::make_unique<json_formatter>();
b

int main() {
auto file_sink = std::make_shared<spdlog::sinks::basic_file_sink_mt>("logs/app.json");
auto logger = std::make_shared<spdlog: :logger>("json_logger"”, file_sink);
logger->set_formatter(std: :make_unique<json_formatter>());
spdlog: :set_default_logger(logger);

”

spdlog: :info("User login”, "user_id", 12345, "ip", "192.168.1.1");

return 0;
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Integration with Crash Reporting

For maximum debuggability, integrate logging with crash handling. When a crash occurs, the log buffer should
be flushed to disk and the most recent log entries included in any error report. spdlog provides a

flush-on-demand mechanism:

#include <spdlog/spdlog.h>
#include <csignal>

#include <cstdlib>

void signal_handler(int signal) {
spdlog::critical("Fatal signal {3} received”, signal);
spdlog: :apply_all([](std::shared_ptr<spdlog::logger> 1) { 1->flush(); });
std: :abort();

int main() {
std::signal (SIGSEGV, signal_handler);
std::signal (SIGABRT, signal_handler);

// Application code

return 0;

12.3.2 Google Logging Library (glog)

glog is an alternative logging library developed by Google, offering similar functionality to spdlog but with a
different philosophy. glog is particularly strong in its automatic handling of severity levels and its built-in

support for conditional logging and verbose logging levels.

#include <glog/logging.h>

int main(int argc, charx argv[]) {
google: :InitGooglelLogging(argv[0]);
FLAGS_log_dir = "/var/log/myapp”;
FLAGS_max_log_size = 100; // MB

LOG(INFO) << "Server started on port " << 8080;
LOG(WARNING) << "Configuration file not found, using defaults”;
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LOG(ERROR) << "Failed to connect to database";

// Conditional logging
for (int i = 0; i < 1000; ++i) {
LOG_EVERY_N(INFO, 100) << "Processed " << i << " items”;

// Verbose logging (controlled by --v command-line flag)
VLOG(1) << "Verbose level 1 message”;
VLOG(2) << "Verbose level 2 message”;

google: : ShutdownGooglelLogging();

return 0;

glog automatically handles thread safety, log rotation, and includes features like failure signal handlers that can

generate stack traces on crashes.

12.3.3 Log Aggregation and Observability

In production environments, logs from individual application instances must be aggregated for centralized
analysis. Modern observability stacks combine logs, metrics, and traces into a unified view. For C++
applications, logs can be exported to standard collectors like Fluentd, Logstash, or directly to cloud services.
The OpenTelemetry C++ SDK provides a vendor-neutral API for generating telemetry data, including logs,
metrics, and traces. While spdlog and glog handle the logging aspect, OpenTelemetry adds distributed context

propagation, enabling correlation of logs across service boundaries.

#include <opentelemetry/logs/provider.h>

#include <opentelemetry/exporters/otlp/otlp_http_log_record_exporter.h>
namespace logs_api = opentelemetry::logs;

void init_telemetry() {
auto exporter = std::make_unique<opentelemetry: :exporter::otlp::0tlpHttpLogRecordExporter>();
auto processor = std::make_unique<logs_api::SimplelLogRecordProcessor>(std: :move(exporter));
auto provider = std::shared_ptr<logs_api::LoggerProvider>(
new logs_api::LoggerProvider(std: :move(processor)));

logs_api: :Provider::SetLoggerProvider(provider);
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void log_with_context() {
auto logger = logs_api::Provider::GetLoggerProvider()->GetLogger ("my_component”);

logger->Info("Processing request”, {{"user_id", 12345}, {"trace_id", current_trace_id()}});

12.4 Troubleshooting Strategies in Distributed Systems: Distributed

Tracing

Modern applications are increasingly distributed, composed of multiple services communicating over networks.
A single user request may traverse a dozen microservices, each running in its own process, possibly on different
machines. Debugging such systems requires visibility into the end-to-end flow of requests. Distributed tracing
provides this visibility by instrumenting services to emit trace data that can be assembled into a complete picture

of a request’s journey.

12.4.1 The Distributed Tracing Model

Distributed tracing models a request as a trace, which is a directed acyclic graph of spans. Each span represents
a unit of work—a function call, an HTTP request, a database query—with a start time, a duration, and metadata
(tags or attributes). Spans are linked by parent-child relationships that reflect the causal flow of the request.
When a request originates in a client, a unique trace ID is generated. As the request propagates across services,
the trace ID is passed along (typically via HTTP headers), ensuring that all spans generated by downstream
services are associated with the same trace. This context propagation is the foundation of distributed tracing.
The OpenTelemetry project provides the de facto standard API and SDK for generating traces, metrics, and logs.
Jaeger is an open-source tracing backend that collects, stores, and visualizes trace data. Since Jaeger v1.35, the
backend can receive trace data from OpenTelemetry SDKs in their native OpenTelemetry Protocol (OTLP),

eliminating the need for Jaeger-specific exporters or intermediate collectors.

12.4.2 Instrumenting C++ Applications with OpenTelemetry

The OpenTelemetry C++ SDK provides a comprehensive API for generating spans and exporting them to tracing
backends. Basic instrumentation involves creating a tracer, starting spans, and ending them when work is
complete.

#include <opentelemetry/trace/provider.h>

#include <opentelemetry/exporters/otlp/otlp_http_exporter.h>
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#include <opentelemetry/sdk/trace/simple_processor.h>

#include <opentelemetry/sdk/trace/tracer_provider.h>

namespace trace_api = opentelemetry: :trace;
namespace trace_sdk = opentelemetry::sdk::trace;

namespace otlp = opentelemetry::exporter::otlp;

void init_tracer() {
// Create OTLP HTTP exporter pointing to Jaeger
otlp::0tlpHttpExporterOptions options;
options.url = "http://localhost:4318/v1/traces”;
auto exporter = std::make_unique<otlp::0tlpHttpExporter>(options);

// Create processor and provider
auto processor = std::make_unique<trace_sdk::SimpleSpanProcessor>(std: :move(exporter));
auto provider = std::shared_ptr<trace_api::TracerProvider>(

new trace_sdk::TracerProvider(std: :move(processor)));

trace_api::Provider: :SetTracerProvider(provider);

void handle_request(const std::string& request_id) {

auto tracer = trace_api::Provider::GetTracerProvider()->GetTracer("my-service”, "1.0.0");

// Start a span for the entire request
auto span = tracer->StartSpan("handle_request”);

auto scope = tracer->WithActiveSpan(span);

span->SetAttribute("request.id”, request_id);

span->SetAttribute(”service.name”, "my-service");

// Perform work

process_data();

// Span automatically ends when scope exits

void process_data() {
auto tracer = trace_api::Provider::GetTracerProvider()->GetTracer("my-service");
auto span = tracer->StartSpan("process_data");

auto scope = tracer->WithActiveSpan(span);
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// Simulate processing

std::this_thread::sleep_for(std::chrono::milliseconds(100));

span->SetAttribute("items.processed”, 42);
span->SetStatus(trace_api::StatusCode: : kOk);

12.4.3 Context Propagation Across Service Boundaries

For distributed tracing to work, trace context must be propagated across service boundaries. In HTTP-based
services, this is accomplished by injecting the trace context into HTTP headers and extracting it on the receiving

side.

#include <opentelemetry/context/propagation/global_propagator.h>
#include <opentelemetry/context/propagation/text_map_propagator.h>

#include <opentelemetry/trace/propagation/http_trace_context.h>

// Outgoing request: inject context into headers
std: :unordered_map<std::string, std::string> prepare_outgoing_headers() {
auto propagator = opentelemetry::context::propagation::GlobalTextMapPropagator: :GetGlobalPropagator();

auto carrier = std::make_unique<opentelemetry::context::propagation::MapCarrier>();
propagator->Inject(*carrier, opentelemetry::context::RuntimeContext::GetCurrent());

std: :unordered_map<std::string, std::string> headers;
carrier->ForEachKeyValue([&headers](opentelemetry: :nostd::string_view key,
opentelemetry: :nostd: :string_view value) {
headers[std: :string(key)] = std::string(value);
return true;
»;

return headers;

// Incoming request: extract context from headers
void handle_incoming_request(const std::unordered_map<std::string, std::string>& headers) {
auto propagator = opentelemetry::context::propagation::GlobalTextMapPropagator: :GetGlobalPropagator();

auto carrier = std::make_unique<opentelemetry::context::propagation::MapCarrier>();

for (const auto& [key, value] : headers) {

carrier->Set(key, value);
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auto context = propagator->Extract(*carrier, opentelemetry::context::Context{});

// Attach the extracted context to the current scope

auto token = opentelemetry::context::RuntimeContext::Attach(context);

// Now spans created here will be children of the incoming span
auto tracer = trace_api::Provider::GetTracerProvider()->GetTracer("my-service");

auto span = tracer->StartSpan("handle_incoming_request”);
// Process request...

opentelemetry: :context: :RuntimeContext: :Detach(token);

12.4.4 Jaeger Architecture and Deployment

Jaeger can be deployed in several configurations, from a simple all-in-one binary for development to a scalable

distributed system for production. The core components are:

* Jaeger Client/OpenTelemetry SDK: Embedded in the application, generates spans and exports them.

* Jaeger Agent: A network daemon that listens for spans sent over UDP, batching and forwarding them to

the collector. Often deployed as a sidecar.

» Jaeger Collector: Receives spans from agents or directly from SDKs, validates and processes them, and

writes to storage.
» Storage: Where trace data is persisted. Jaeger supports Elasticsearch, Cassandra, and in-memory storage.

* Jaeger Query: A service that retrieves traces from storage and serves the Jaeger UI.

For modern deployments using OpenTelemetry SDKs, the recommended pattern is direct export from the SDK
to the Jaeger collector via OTLP, bypassing the agent entirely. This simplifies the deployment topology and

leverages the native protocol.

# docker-compose.yml for Jaeger all-in-one with OTLP
version: '3.8'
services:

jaeger:

image: jaegertracing/all-in-one:latest
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environment:
- COLLECTOR_OTLP_ENABLED=true

ports:
- "16686:16686"  # UL
- "4317:4317" # OTLP gRPC
- "4318:4318" # OTLP HTTP

12.4.5 Debugging with Distributed Traces

Once instrumentation is in place, distributed traces become an invaluable debugging tool. The Jaeger UI allows

searching for traces by service name, operation name, tags, or duration. Common debugging workflows include:

* Latency Investigation: Identify slow requests and drill down to find the specific span causing the delay.

The trace timeline shows each span’s duration, making bottlenecks immediately visible.

¢ Error Root Cause Analysis: When an error occurs in one service, the trace shows the entire call chain

that led to the error, including the state of upstream services.

* Dependency Mapping: The service dependency graph, automatically derived from traces, reveals

unexpected dependencies and can identify architectural drift.

* Anomaly Detection: Jaeger can be configured to alert on anomalous trace patterns, such as a sudden

increase in error rates or latency for specific endpoints.

For advanced analysis, traces can be correlated with logs. By including the trace ID and span ID in log entries
(using spdlog’s structured logging), developers can seamlessly navigate from a trace to the detailed logs
generated during that specific request.

void log_with_trace_context(const std::string& message) {

auto span = trace_api::Tracer::GetCurrentSpan();

auto ctx = span.GetContext();

spdlog::info(R"({})", fmt::format(
"{{\"trace_id\":\"{:032x3\",\"span_id\":\"{:016x}\",\"message\" : \"{3\"}}"
ctx.trace_id().Id(), ctx.span_id().Id(), message));

12.4.6 The Future of Distributed Tracing

The Jaeger project has announced that Jaeger v1 will be deprecated in January 2026, with the last v1 release

scheduled for December 2025. The ecosystem is converging on OpenTelemetry as the unified standard for
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telemetry data generation and collection. For new C++ projects, the recommended approach is to instrument
with the OpenTelemetry C++ SDK and export to a compatible backend such as Jaeger v2 (which is essentially
Jaeger with OTLP native support), Grafana Tempo, or commercial offerings like Datadog and New Relic.
This convergence simplifies the instrumentation landscape and ensures that investment in telemetry

instrumentation yields long-term benefits across the observability ecosystem.



Part V

Practical Applications and Case Studies
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Real-World Case Studies — Dissecting Stubborn
Bugs

The tools and techniques presented throughout this book are most valuable when applied to real-world
debugging challenges. This chapter presents five in-depth case studies, each drawn from authentic scenarios
encountered in production C++ systems. Each case study follows a structured narrative: the symptoms observed,
the initial hypotheses formed, the diagnostic tools deployed, the evidence gathered, and the ultimate root cause
and fix. The goal is not merely to demonstrate tool usage, but to model the investigative mindset that

distinguishes expert debuggers.

13.1 Case 1: Memory Corruption in a High-Load Web Server (Using
ASan + Core Dump)

A high-performance web server written in modern C++ had been running stably in production for several
months. After a routine deployment that updated several third-party libraries, the server began crashing
intermittently under peak load. The crashes were unpredictable and left behind Windows Error Reporting
(WER) crash dumps, but the stack traces were inconsistent—sometimes deep within the networking library,
sometimes in the memory allocator, and occasionally in unrelated business logic. The operations team initially
suspected a hardware fault, but the crashes occurred across multiple machines in the load-balanced cluster.
The first step was to analyze one of the crash dumps using WinDbg. Opening the most recent . dmp file and

running !analyze -v produced:

EXCEPTION_RECORD: (.exr -1)

ExceptionAddress: 00007ff6~1234abcd (webserver!std::vector<int>::_Umove+0x3d)
ExceptionCode: c@000005 (Access violation)
ExceptionFlags: 00000000
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NumberParameters: 2
Parameter[0]: 0000000000000000
Parameter[1]: ffffffffffffffff

Attempt to read from address ffffffffffffffff

The access violation was an attempt to read from an obviously invalid address (Oxffffffffffffffff),
suggesting memory corruption rather than a simple null pointer dereference. The instruction at the faulting
address was within std: : vector: : _Umove, indicating that the vector’s internal pointers had been overwritten.
Further examination of the crash dump with kb showed a call stack that ended in a vector reallocation triggered

by a push_back:

00 000000al1”2f3feald webserver!std::vector<Connection>::_Umove+0x3d

01 000000a1"2f3fea80 webserver!std::vector<Connection>::_Emplace_reallocate<Connection>+0x12f
02 000000a1"2f3feb4@ webserver!ConnectionPool: :AddConnection+@x8a

03 000000a1"2f3feco0@ webserver!WorkerThread: :HandleAccept+0x1d3

The crash occurred when the ConnectionPool attempted to add a new Connection object to its internal

std: :vector<Connection>. The vector’s _Myfirst and _Mylast pointers were clearly corrupted.

The hypothesis was that a buffer overflow elsewhere in the code was overwriting adjacent heap memory,
corrupting the vector’s internal state. The challenge was identifying the source of the overflow. The crash dump
showed the moment of failure but not the corruption event, which likely occurred much earlier.

To catch the corruption closer to its source, the development team enabled AddressSanitizer (ASan) in a test
build of the server and replayed a captured production traffic log in a staging environment. ASan is ideally suited
for this class of bug because it places poisoned red zones around heap allocations and detects out-of-bounds
accesses immediately.

The ASan-instrumented build was compiled with:

cl /fsanitize=address /Zi /0d /EHsc webserver.cpp /Fe:webserver_asan.exe

The server was started with ASan options configured to log to a file and to continue after errors to catch multiple

issues:

set ASAN_OPTIONS=halt_on_error=0:1log_path=asan_report.txt

webserver_asan.exe

Within minutes of replaying traffic, ASan reported a heap buffer overflow:

==12345==ERROR: AddressSanitizer: heap-buffer-overflow on address 0x12160002a1c@
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WRITE of size 8 at 0x12160002a1c@ thread T4
#0 Ox7ff6123410a0 in LogEntry::SerializeToBuffer(charx, unsigned long) logging.cpp:87
#1 0x7ff6123412b0 in RequestlLogger::Flush() logger.cpp:143
#2 0x7ff6123421c@ in WorkerThread: :ProcessRequest(HttpRequest const&) worker.cpp:256

0x12160002a1c@ is located @ bytes after 256-byte region [0x12160002a0c@,0x12160002a1c0)
allocated by thread T4 here:

#0 0x7ff612300000 in operator new[](unsigned long)

#1 0x7ff612340800 in LogEntry::LogEntry(char const*, int) logging.cpp:42

The report was precise: the overflow occurred in LogEntry: :SerializeToBuffer, where a 256-byte buffer

was being written to with an 8-byte value at offset 256—exactly one past the end. The culprit code was:

void LogEntry::SerializeToBuffer(char* buffer, size_t buffer_size) {
// BUG: memcpy writes 8 bytes starting at offset 256, but buffer is only 256 bytes
// Valid offsets are 0-248 for an 8-byte write.
memcpy (buffer + 256, &timestamp, sizeof(timestamp));
/...

The function assumed a larger buffer size than was actually allocated. When the buffer was exactly 256 bytes,
the memcpy wrote 8 bytes into the adjacent heap allocation, which happened to be the

std: :vector<Connection> internal array from the ConnectionPool. The overflow corrupted the vector’s end
pointer, eventually causing a crash when the vector was resized.

The fix was straightforward: correct the buffer size calculation and add bounds checking. The team also added a
static assertion to ensure buffer sizes matched expectations and refactored the logging code to use std: :array
and std: : span for automatic bounds checking.

This case illustrates the classic pattern of memory corruption: a buffer overflow in one component corrupting a
completely unrelated component, with the crash occurring long after the corruption. ASan pinpointed the

overflow instantly, whereas traditional crash dump analysis would have required painstaking reconstruction.

13.2 Case 2: Intermittent Data Race in a Game Engine (Using TSan + rr)

A game development studio was preparing a major title for release when QA reported an intermittent crash in
the rendering subsystem. The crash occurred roughly once every hundred hours of gameplay, making it nearly
impossible to reproduce reliably. The stack traces from crash dumps were inconsistent but always involved the

rendering thread accessing a texture resource that appeared to have been prematurely destroyed.
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The team suspected a data race between the main game thread, which loaded and unloaded assets, and the
rendering thread, which consumed them. To detect the race, they enabled ThreadSanitizer (T'San) in a debug
build of the engine. Because the game engine was primarily developed on Linux (with Windows builds for
release), they used rr in combination with TSan to capture a failing execution.

The TSan-instrumented build was compiled with:

clang++ -fsanitize=thread -g -01 -pthread -o game_engine_tsan game_engine.cpp

They configured a continuous test harness that ran the game engine through a scripted demo loop. After several

days, TSan reported a data race:

WARNING: ThreadSanitizer: data race (pid=54321)
Write of size 8 at 0x7b2000001230 by thread T1 (game thread):
#0 TextureManager::UnloadTexture(int) texture_manager.cpp:156

#1 LevellLoader::CleanupPreviousLevel() level_loader.cpp:88

Previous read of size 8 at 0x7b2000001230 by thread T2 (render thread):
#0 Renderer::BindTexture(int) renderer.cpp:412

#1 Renderer: :DrawBatch() renderer.cpp:301

Location is heap block of size 48 at 0x7b2000001220 allocated by thread T1:
#0 operator new(unsigned long)

#1 TextureManager::LoadTexture(std::string const&) texture_manager.cpp:97

Thread T2 created by thread T1 at:
#0 pthread_create
#1 std::thread::_M_start_thread(...)
#2 Renderer::StartRenderThread() renderer.cpp:63

The report was clear: the game thread was writing to a texture object (specifically, setting a pointer to null
during unload) while the render thread was reading that same pointer to bind the texture. There was no
synchronization protecting the access.

To understand the exact interleaving that led to the crash, the team used rr to record a failing run and replay it

under GDB with reverse execution. They recorded the TSan-instrumented build:

rr record ./game_engine_tsan

After the crash, they replayed the recording:
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rr replay

Inside GDB, they set a watchpoint on the texture pointer and used reverse-continue to find the exact moment

the pointer was nulled:

(gdb) watch -1 *@x7b2000001230
(gdb) reverse-continue
Watchpoint 1: *0x7b2000001230

0ld value = 0x7b2000002000
New value = 0x0@
0x00007f1234567890 in TextureManager::UnloadTexture(int) at texture_manager.cpp:156

They could then step backward further to see the sequence of events that led to the unload occurring while the
render thread was still actively using the texture. The root cause was that the level loader unloaded assets
immediately upon level completion, but the render thread might still be rendering the last few frames of the
previous level. The fix was to implement a proper reference counting system for assets and defer unloading until
the render thread had completed any outstanding work with the texture.

This case demonstrates the power of combining TSan for race detection with rr for deterministic replay. TSan

identified the conflicting accesses, and rr made the intermittent bug completely reproducible and debuggable.

13.3 Case 3: Memory Leak in a Long-Running Application (Using
Heaptrack + Massif)

A Windows service written in C++ was deployed on customer premises to run continuously for months. After
several weeks of operation, customers reported that the service’s memory usage had grown from an initial 200
MB to over 2 GB, eventually causing the system to slow down and require a restart. The development team
could not reproduce the leak in their short-running test suite, and traditional code review did not reveal any
obvious leaks.

The team used Heaptrack on a Linux test environment (via WSL2) to profile a long-running test that simulated
weeks of operation in a compressed timeframe. Heaptrack was chosen for its low overhead, allowing realistic

workloads to be profiled.

heaptrack ./simulated_service

After the simulation completed, Heaptrack produced a summary and a trace file:
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heaptrack output will be written to "/home/user/heaptrack.simulated_service.12345.zst"
total runtime: 3600.42s

calls to allocation functions: 12500478 (3472/s)

bytes allocated in total: 45.6GB

peak heap memory consumption: 2.1GB

Opening the trace file in heaptrack_gui revealed a steadily increasing heap size in the Consumed timeline,
confirming a memory leak. The Top-Down view sorted by Peak showed that the majority of leaked memory was
allocated from a function called CacheEntry: :CreateSnapshot ().

Drilling down into the allocation backtraces showed that each call to CreateSnapshot allocated a large buffer

that was never freed. The code in question was:

class CacheEntry {
std: :vector<char> m_data;
std: :mutex m_mutex;
public:
std: :shared_ptr<const std::vector<char>> GetSnapshot() {
std::lock_guard<std: :mutex> lock(m_mutex);
auto snapshot = std::make_shared<std::vector<char>>(m_data);

return snapshot;

// BUG: The CacheManager held a map of CacheEntry objects,
// but there was no mechanism to evict old entries.

1

The cache manager maintained a std: :unordered_map of cache entries keyed by request URL. Entries were
added but never removed. Over time, the cache grew without bound, holding snapshots of every unique URL
ever requested. Heaptrack made this obvious by showing the accumulating allocations from the cache insertion
code path.

To complement Heaptrack’s temporal view, the team also used Valgrind Massif on a shorter test run to examine
the composition of the heap at peak usage. Massif’s detailed snapshot reports showed that over 90 percent of the
heap was occupied by std: : vector<char> allocations originating from CacheEntry: :CreateSnapshot.
The fix was to implement a least-recently-used (LRU) eviction policy for the cache and to limit the total cache
size. After deploying the fix, long-running tests showed stable memory usage.

This case highlights the effectiveness of Heaptrack for identifying the source of memory leaks in long-running
applications. Its low overhead allowed realistic workloads to be profiled, while its intuitive GUI made the leak’s

origin immediately apparent.
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13.4 Case 4: Mysterious Error in a Complex Template (Using Templight
+ Clang-Tidy)

A scientific computing library heavily used C++ templates for compile-time optimization of linear algebra
operations. Users reported that a particular expression template involving matrix transposition and
multiplication failed to compile with an error that spanned over 200 lines of template instantiation backtrace.

The error message ended with:

error: no matching function for call to 'operator=*'
note: candidate template ignored: substitution failure
[with T = ...]

The sheer volume of the error output made it nearly impossible to identify the root cause. The library authors
suspected a subtle SFINAE interaction or an invalid type trait, but manually tracing the instantiation chain was
impractical.

To visualize the template instantiation process, the team employed Templight, a tool that profiles and debugs

template instantiations. They compiled the failing code with Templight:

templight -c -std=c++20 -templight-trace=template.trace failing_code.cpp

Templight produced a trace file that could be analyzed with the Templight inspection tools. The trace revealed a
deep, branching instantiation tree. By examining the tree, the team noticed that an unexpectedly large number of
instantiations were occurring for a type trait called is_matrix_multiplication_compatible. This trait was
being instantiated for every possible combination of matrix types, even those that were obviously incompatible.
Further investigation of the template code revealed that a concept (introduced in a recent refactor) was not being
used consistently. The SFINAE constraints were nested several layers deep, and a missing requires clause on a
helper function template caused the compiler to attempt instantiations that should have been filtered out earlier.
Simultaneously, the team ran Clang-Tidy with the modernize-+ and bugprone-# checks enabled. Clang-Tidy
flagged the missing noexcept specifier on a move constructor and, more importantly, identified a redundant type
trait evaluation that was causing unnecessary template instantiations.

By applying the insights from Templight (visualizing the instantiation explosion) and Clang-Tidy (identifying
specific code improvements), the team refactored the template constraints to use C++20 concepts exclusively:
template<typename T, typename U>

concept MatrixMultiplicable = requires(T a, U b) {

{ ax*b } -> std::convertible_to<typename T::result_type>;
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template<MatrixMultiplicable T, MatrixMultiplicable U>
auto operator*(T const& a, U const& b) {

// Implementation

The concepts eliminated the deep SFINAE nesting, drastically simplified the error messages, and reduced

compilation time by 30 percent. The error that had previously generated 200 lines of output was now reported as:

error: no matching function for call to 'operatorx'
note: candidate template ignored: constraints not satisfied
[with T = TransposeView<Matrix<double>>, U = Matrix<float>]

note: because 'MatrixMultiplicable<TransposeView<Matrix<double>>, Matrix<float>>' evaluated to false

This case demonstrates how Templight can illuminate the "dark matter" of template instantiation, and how
Clang-Tidy can guide modernization efforts that improve both compile-time performance and error message

clarity.

13.5 Case 5: Performance Degradation After Compiler Upgrade (Using
perf + Hotspot)

A team maintaining a high-frequency trading application in C++ upgraded their compiler from GCC 11 to GCC
14 to take advantage of new C++23 features and improved optimizations. After the upgrade, they observed a 15
percent increase in average latency, which was unacceptable for their latency-sensitive workload. The code was
unchanged; only the compiler had changed.

To identify the source of the performance regression, the team used Linux perf on a test system running the same

workload. They compiled the application with debug symbols and frame pointers to enable accurate profiling:
g++ -std=c++23 -02 -g -fno-omit-frame-pointer trading_app.cpp -o trading_app

They recorded a performance profile using perf:

perf record -g ./trading_app --replay historical_data.log

After the run, they generated a flame graph using Hotspot to visualize the profile. Comparing the flame graph
from the GCC 14 build with a baseline profile from the GCC 11 build revealed a striking difference: a function



281

called std: : sort had become significantly wider in the GCC 14 profile, indicating it was consuming
substantially more CPU time.
Drilling down into the call stack for std: : sort showed that the comparator lambda was being called many

more times than before. The comparator was a simple lambda:

std::sort(orders.begin(), orders.end(),
[1(const Order& a, const Order& b) {
return a.price < b.price;

s

With GCC 11, this lambda was inlined and the sort used a highly optimized code path. With GCC 14, due to
changes in the optimizer’s inlining heuristics, the lambda was not inlined, causing the comparator to be invoked
through a function pointer on every comparison. The overhead of the indirect call added up to the observed 15
percent latency increase.

The team verified the inlining behavior by examining the assembly output in Compiler Explorer for both
compiler versions. The GCC 14 assembly clearly showed an indirect call instruction where GCC 11 had inlined
the comparison.

The fix was to force inlining using a function object instead of a lambda, or to add the

__attribute__((always_inline)) to a named comparator function:

struct OrderComparator {
bool operator()(const Order& a, const Order& b) const {

return a.price < b.price;
s
std::sort(orders.begin(), orders.end(), OrderComparator{});

With the function object, GCC 14 inlined the comparison and restored the original performance. The team also
filed a bug report with the GCC project to investigate the inlining regression.

This case illustrates how performance profiling tools like perf and Hotspot are essential for diagnosing
regressions introduced by toolchain changes. The flame graph immediately highlighted the specific function

responsible for the slowdown, enabling a targeted investigation and fix.



Building an Integrated Debugging Strategy for

Your Team

The techniques and tools presented throughout this book are powerful individually, but their true value is
realized only when they are woven into a cohesive strategy that spans the entire development lifecycle.
Debugging is not merely a reactive activity performed when something breaks; it is a discipline that must be
cultivated, supported by policy, enabled by tooling, and reinforced by culture. This final chapter provides a

practical framework for establishing such a strategy within your team or organization.

14.1 Establishing a Debugging Policy for the Project: From Dev to

Production

A debugging policy is a documented set of expectations and procedures that govern how defects are detected,
diagnosed, and resolved throughout the software delivery lifecycle. A well-crafted policy reduces the time from
bug discovery to resolution, prevents regressions, and ensures that debugging insights are captured and shared.

The policy should address four distinct phases: development, continuous integration, staging, and production.

14.1.1 Development Phase Policy

The development phase is the first and most cost-effective opportunity to catch defects. The policy should
mandate practices that shift bug detection as far left as possible.

Compiler Warning Level. All projects must compile with the highest practical warning level and treat warnings
as errors. For MSVC, the minimum required flags are /W4 /WX. For GCC and Clang, the minimum required
flags are -Wall -Wextra -Wpedantic -Werror. Additional warning flags such as -Wshadow, -Wconversion,

and -Wsign-conversion should be enabled unless there is a documented, approved exception.
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Static Analysis Integration. Every developer workstation must be configured to run static analysis on code
changes before commit. This includes IDE-integrated tools such as Clang-Tidy for Visual Studio Code or Visual
Studio’s built-in Code Analysis. The policy should specify the minimum set of enabled checks. For new
projects, the cppcoreguidelines-*, bugprone-#, and modernize-* check groups should be enabled by
default. For legacy projects, a phased adoption plan should be defined.

Sanitizer Testing During Development. Developers are expected to run a sanitizer-instrumented build of their
changes locally before submitting for code review. At minimum, an ASan and UBSan build should be executed
with the relevant unit tests. The project should provide a CMake preset or a script that simplifies this process:
cmake --preset dev-asan

cmake --build build/asan

ctest --test-dir build/asan

Assertions and Contracts. The policy should require liberal use of assert (or contract_assert in C++26)
for validating internal invariants and function preconditions. All assertions must be enabled in debug and test
builds. The use of static_assert for compile-time validation of template parameters and type traits is
mandatory where applicable.

Commit Message Standards for Bug Fixes. When a bug is fixed, the commit message must follow a standard
format that includes the observed symptom, the root cause, the fix applied, and any relevant diagnostic
information (e.g., ASan report excerpts, stack traces). This creates a searchable history that accelerates future

debugging efforts.

14.1.2 Continuous Integration Phase Policy

The CI pipeline serves as the automated gatekeeper, enforcing the debugging policy at scale and providing fast
feedback on every change.

Required CI Jobs. The policy must define a minimum set of CI jobs that must pass before a pull request can be
merged. This set includes a clean build with warnings as errors, a suite of unit tests, a static analysis job with a
defined quality gate, and a sanitizer job (ASan and UBSan combined). For multithreaded components, a
periodic TSan job should be configured.

Quality Gates. Static analysis findings must be tracked over time. The policy should specify a quality gate that
prevents merging if the number of new defects exceeds a threshold. For example, any new high-severity defect
introduced by a change must be fixed before merge. Tools like SonarQube, CodeChecker, or GitHub Code
Scanning can enforce these gates automatically.

Artifact Retention. When a CI job fails, the pipeline must preserve diagnostic artifacts for a defined retention

period (e.g., 30 days). These artifacts include build logs, test output, core dumps, and sanitizer reports. The
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policy should specify that a developer investigating a CI failure is expected to retrieve and analyze these artifacts
rather than simply rerunning the job.

Performance Regression Detection. For performance-sensitive components, the policy should include
benchmark jobs that compare performance metrics against a baseline. A regression threshold (e.g., 5 percent

slowdown) should be defined, and any change exceeding the threshold must be justified or reverted.

14.1.3 Staging and Pre-Production Policy

The staging environment is the final quality gate before production. Debugging in staging should mimic
production conditions as closely as possible while retaining the ability to capture detailed diagnostic information.
Dump Collection Configuration. All applications deployed to staging must be configured to generate full crash
dumps on unhandled exceptions. On Windows, this requires configuring the Windows Error Reporting
LocalDumps registry key. On Linux, ulimit -c¢ unlimited and an appropriate core_pattern must be set.
The dump files must be automatically collected and stored in a central location accessible to the development
team.

Structured Logging. Applications in staging must produce structured logs (e.g., JSON format) at a verbosity
level sufficient for post-mortem analysis. The logs must be aggregated in a centralized system such as
Elasticsearch or Loki, and log entries must include correlation identifiers (trace IDs, request IDs) to enable
tracing of individual requests across service boundaries.

Canary Deployments and Monitoring. The policy should require canary deployments for significant changes,
where the new version is deployed to a small subset of instances and monitored for an increased rate of crashes,
errors, or performance degradation. Automated rollback must be triggered if key metrics exceed defined
thresholds.

14.1.4 Production Phase Policy

Production debugging is constrained by the need to minimize user impact and protect sensitive data. The policy
must balance diagnostic requirements with operational and security considerations.

Crash Dump Collection and Triage. All production applications must be configured to generate minidumps or
full dumps on crash, subject to disk space and performance constraints. A documented triage process must
define who is responsible for monitoring crash reports, how crashes are prioritized, and the expected time to
initial analysis. The Windows Error Reporting LocalDumps key should be configured as part of the standard
machine provisioning process.

Symbol Server Management. A symbol server must be maintained that stores debug symbols (PDB files on
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Windows, DWARF debug information on Linux) for every build deployed to production. Without symbols,
crash dump analysis is severely impaired. The build pipeline must automatically upload symbols to the server,
and the symbol server URL must be configured in all debugging tools used by the team.

Telemetry and Anonymized Error Reporting. The policy should define what telemetry data is collected from
production instances. At minimum, crash reports with anonymized stack traces should be collected. For
applications that handle personally identifiable information (PII), the policy must explicitly prohibit logging or
transmitting PII to error reporting services.

Post-Mortem Process. Every production incident that requires debugging intervention must be followed by a
blameless post-mortem. The post-mortem must document the timeline of the incident, the root cause, the fix
applied, and actionable items to prevent recurrence. The policy should require that post-mortems are shared

with the entire engineering organization to disseminate debugging knowledge.

14.2 Tools Every Modern C++ Developer Should Have in Their Toolkit

A well-equipped developer is a productive developer. The following tools represent the essential toolkit for
modern C++ debugging on Windows and cross-platform environments. Each tool addresses a specific category

of debugging challenge, and mastery of this toolkit distinguishes proficient C++ developers from novices.

14.2.1 Build System and Compiler Diagnostics

CMake. CMake is the de facto standard build system generator for C++. It abstracts platform-specific build
details, integrates with multiple IDEs, and provides built-in support for sanitizers, static analysis, and testing.
Every C++ developer should be fluent in writing CMakeLists. txt files and using CMake presets for consistent
build configurations across the team.

Ninja. Ninja is a fast, lightweight build system that pairs exceptionally well with CMake for rapid incremental
builds. Its speed makes the edit-compile-debug cycle significantly more efficient, particularly in large codebases.
Compiler Explorer (godbolt.org). Compiler Explorer is an indispensable tool for understanding how C++ code
translates to assembly. It supports multiple compilers (GCC, Clang, MSVC) and versions, enabling side-by-side
comparison of generated code. It is essential for investigating performance issues, diagnosing compiler bugs,

and understanding optimization decisions.
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14.2.2 Interactive Debuggers

Visual Studio Debugger. For Windows-native development, the Visual Studio debugger remains the gold
standard. Its seamless integration with the MSVC toolchain, intuitive graphical interface, and powerful features
such as data breakpoints, parallel stacks, and memory snapshots make it the primary debugging tool for
Windows C++ developers.

WinDbg. WinDbg is the advanced debugger for Windows, essential for analyzing crash dumps, debugging
kernel-mode code, and performing deep forensic analysis. While its command-line interface has a steeper
learning curve, its scripting capabilities and powerful extensions (such as the !analyze command) make it
irreplaceable for post-mortem debugging.

GDB and LLDB. For cross-platform and Linux development, GDB and LLDB are the standard debuggers.
GDB offers mature support for a wide range of targets, while LLDB’s tight integration with the Clang/LLVM
ecosystem provides superior expression evaluation and modern C++ support. Both are essential for developers

working on portable codebases or targeting embedded systems.

14.2.3 Static and Dynamic Analysis Tools

Clang-Tidy. Clang-Tidy is the premier static analysis and linting tool for modern C++. Its extensive check
library covers performance, readability, modernization, and bug detection. It should be integrated into every
developer’s IDE and CI pipeline.

Cppcheck. Cppcheck complements Clang-Tidy with a different analysis engine and a focus on minimizing false
positives. It excels at detecting subtle memory and resource management errors that compilers miss.
AddressSanitizer (ASan) and UndefinedBehaviorSanitizer (UBSan). These sanitizers are non-negotiable for
any serious C++ project. They catch memory safety violations and undefined behavior with near-zero false
positives. Every developer should run ASan and UBSan builds regularly.

ThreadSanitizer (TSan). For multithreaded code, TSan is the most effective tool for detecting data races.
While its overhead precludes continuous use, it should be part of every developer’s toolkit for debugging
concurrency issues.

Valgrind (Memcheck, Helgrind, Massif, Cachegrind). On Linux systems (including WSL2), Valgrind
provides a suite of dynamic analysis tools that are invaluable for detecting memory leaks, threading errors, and

performance bottlenecks. Helgrind and DRD are particularly useful for deadlock detection.
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14.2.4 Performance Profiling Tools

perf and Hotspot. On Linux, perf is the standard performance profiling tool, providing access to hardware
performance counters and call graph profiling. Hotspot provides a graphical frontend that visualizes perf data as
interactive flame graphs, making it easy to identify CPU hotspots.

Windows Performance Toolkit (WPR/WPA). On Windows, the Windows Performance Recorder and Windows
Performance Analyzer provide deep visibility into system and application performance. They can profile CPU
usage, disk I/O, memory allocations, and more, with a powerful graphical interface.

Heaptrack. Heaptrack is a low-overhead heap memory profiler that traces every allocation and deallocation. It
is essential for diagnosing memory leaks and excessive temporary allocations. Its graphical interface makes it

easy to pinpoint the source of memory growth.

14.2.5 Time-Travel Debugging Tools

rr. For Linux development, rr is an open-source record-and-replay debugger that enables reverse execution. It
captures non-deterministic executions and makes them fully reproducible, transforming intermittent bugs into
reliably debuggable failures.

WinDbg Time Travel Debugging (TTD). For Windows development, WinDbg TTD provides similar
record-and-replay capabilities integrated directly into WinDbg. It captures complete execution traces that can be

navigated forward and backward, enabling root cause analysis of even the most elusive bugs.

14.2.6 Logging and Observability

spdlog. spdlog is a fast, header-only logging library for C++. Its support for asynchronous logging, multiple
sinks, and custom formatting makes it the go-to choice for adding structured logging to C++ applications. Every
developer should be comfortable integrating spdlog into their projects.

OpenTelemetry C++ SDK. For distributed systems, the OpenTelemetry C++ SDK provides a vendor-neutral
API for generating traces, metrics, and logs. It is the foundation for building observable systems and should be

part of the toolkit for any developer working on microservices or distributed applications.
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14.3 Creating a ''Debugging Culture'': How to Make Your Team Adopt

Best Practices

Tools and policies are necessary but not sufficient. Lasting improvement in debugging effectiveness requires a
cultural shift—a shared understanding that debugging is a skill to be cultivated, that time spent improving

debuggability is a wise investment, and that debugging insights are organizational assets to be shared.

14.3.1 Lead by Example: Debugging as a First-Class Activity

Culture change starts with leadership. Senior engineers and team leads must visibly prioritize debugging
practices. When a senior developer spends time configuring ASan in the CI pipeline or writes a detailed
post-mortem, they signal that these activities are valued. Conversely, if senior engineers bypass debugging tools
and rely on printf debugging, junior developers will follow suit.

Leadership should explicitly allocate time for debugging infrastructure. Just as teams budget time for feature
development, they should budget time for improving debuggability: setting up symbol servers, configuring
sanitizer builds, and writing debugging scripts. This investment pays dividends in reduced time-to-resolution for

future bugs.

14.3.2 Knowledge Sharing: Post-Mortems and Debugging Guilds

The insights gained from debugging a difficult bug are valuable far beyond the immediate fix. Teams should
establish formal mechanisms for sharing debugging knowledge.

Blameless Post-Mortems. Every significant production incident or time-consuming debugging session should
result in a written post-mortem. The post-mortem should be blameless—focused on understanding what
happened and how to prevent it, not on assigning fault. Post-mortems should be shared with the entire
engineering organization and archived in a searchable repository.

Debugging Guild or Community of Practice. Establish a regular meeting (e.g., monthly) where developers
share recent debugging experiences. A developer presents a challenging bug they solved, walking through the
symptoms, the diagnostic process, the tools used, and the ultimate fix. This cross-pollinates debugging
techniques across the team and reinforces the value of systematic debugging.

Internal Debugging Wiki. Maintain an internal wiki or knowledge base with debugging guides specific to your
codebase and infrastructure. Document common failure modes, how to interpret specific log messages, and

step-by-step instructions for capturing and analyzing crash dumps from production systems.



289

14.3.3 Onboarding and Training

New team members should receive explicit training on the team’s debugging tools and practices as part of their
onboarding. This training should include hands-on exercises: reproducing a known bug, capturing a core dump,
analyzing it with WinDbg or GDB, and submitting a fix. This practical experience builds confidence and
establishes debugging as a core competency.

Consider pairing new developers with experienced debuggers for their first few bug investigations. Pair

debugging is an effective way to transfer tacit knowledge that is difficult to capture in documentation.

14.3.4 Recognition and Incentives

Reinforce the desired behavior by recognizing and rewarding effective debugging. When a developer resolves a
particularly thorny bug, acknowledge their work publicly. Consider incorporating debugging contributions into
performance reviews. If the organization values shipping features above all else, debugging will always be a
second-class activity. By recognizing debugging as a valuable engineering contribution, leaders signal its

importance.

14.3.5 Continuous Improvement of Debugging Infrastructure

Treat debugging infrastructure as a product with internal customers—the developers. Solicit feedback on what is
working and what is painful. Are sanitizer builds too slow? Investigate parallelizing them or running them less
frequently. Is the symbol server unreliable? Prioritize fixing it. Are developers struggling to interpret TSan
reports? Schedule a training session.

Establish metrics to track debugging effectiveness over time. Metrics such as mean time to resolution (MTTR)
for production incidents, the number of bugs found by sanitizers before reaching production, and developer

satisfaction with debugging tools provide quantitative feedback on the health of the debugging culture.

14.4 Quick Reference Checklist for Facing a Mysterious Bug

When confronted with a bug whose cause is not immediately obvious, a systematic approach prevents wasted
time and frustration. The following checklist provides a structured workflow for investigating mysterious bugs,

drawing on the tools and techniques presented throughout this book.
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14.4.1 Phase 1: Triage and Reproduction

Document the exact symptoms. What is the observed behavior? What is the expected behavior? Record

the exact error message, stack trace, or crash address.

Determine the scope. Is the bug specific to a particular build configuration (Debug vs. Release), platform

(Windows vs. Linux), or compiler version?

Attempt to reproduce locally. Can you reproduce the bug on your development machine? If not, can you

reproduce it in a controlled environment?

Create a minimal reproduction. If the bug occurs in a large codebase, isolate the failing code into the

smallest possible self-contained example. This often reveals the bug in the process of isolation.

Check version control history. If the bug is a regression, use git bisect to identify the commit that

introduced it.

14.4.2 Phase 2: Gather Diagnostic Data

Enable all compiler warnings. Compile with -Wall -Wextra -Wpedantic -Wconversion -Werror
(GCC/Clang) or /W4 /WX (MSVC). Address any warnings.

Run static analysis. Execute Clang-Tidy and Cppcheck on the affected files. Review any reported issues.

Run sanitizers. Execute the failing scenario under an ASan and UBSan instrumented build. For

multithreaded code, also run under TSan.

Capture a crash dump or core file. If the bug crashes, ensure a full dump is captured. On Windows,

configure LocalDumps or use ProcDump. On Linux, set ulimit -c unlimited.

Enable detailed logging. If the bug is not a crash but incorrect behavior, increase logging verbosity and

capture logs during a failing run.

14.4.3 Phase 3: Analyze the Evidence

Analyze the crash dump. Open the dump in WinDbg (Windows) or GDB/LLDB (Linux). Run
lanalyze -v (WinDbg) or bt full (GDB). Examine the call stack, local variables, and register state.

Examine sanitizer reports. Sanitizer reports pinpoint the exact location and type of memory error or

undefined behavior. Read the report carefully; it often provides both the access site and the allocation site.
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* Trace backward from the failure. If a variable has an unexpected value, set a watchpoint and use reverse
execution (if available) to find the instruction that modified it. If reverse execution is not available, work

backward manually by identifying where the value could have been set.
* Form a hypothesis. Based on the evidence, formulate a specific hypothesis about the root cause. The

hypothesis should be falsifiable.

14.4.4 Phase 4: Test the Hypothesis and Fix

 Design an experiment. Create a test that specifically validates or refutes the hypothesis. This might be a

unit test, a modified version of the minimal reproduction, or an additional logging statement.

* Run the experiment. Execute the test and observe the result. Does the evidence support the hypothesis?

Iterate. If the hypothesis is disproven, return to Phase 3 and gather additional evidence. Formulate a new

hypothesis.

Apply the fix. Once the root cause is confirmed, implement the minimal fix that addresses it.

Verify the fix. Rerun the original failing scenario, the sanitizer builds, and the full test suite to confirm the

bug is resolved and no regressions were introduced.

14.4.5 Phase 5: Prevent Recurrence

* Add a regression test. Write a test that specifically covers the bug scenario to prevent it from reappearing.

* Consider static analysis rules. Could a static analysis check have caught this bug? If so, enable that

check in the project’s configuration.

« Update documentation. If the bug stemmed from a misunderstanding of an API or a non-obvious

behavior, document it.

* Share the learning. Write a brief post-mortem or share the debugging story with the team.

This checklist is not a rigid script but a flexible guide. Experienced debuggers internalize this process, moving
fluidly between phases as the investigation unfolds. For those developing their debugging skills, the checklist

provides a reliable framework that prevents the common pitfalls of random guessing and premature conclusions.
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Appendices

Appendix A: Quick Reference Commands

This appendix provides a consolidated reference of essential commands and compiler flags for the debugging
tools covered throughout this book. Use this section as a rapid lookup during debugging sessions. All
commands are applicable to Windows development environments, including native Windows tools,
MinGW-w64, MSYS2, and Windows Subsystem for Linux (WSL2).

GDB Essential Commands

The GNU Debugger (GDB) version 17.1 is available on Windows through MinGW-w64, MSYS2, and WSL2.

Commands are entered at the (gdb) prompt.

# Starting and Stopping

gdb ./program.exe # Start GDB with executable

gdb -p 1234 # Attach to running process by PID
(gdb) run # Run program (with args: run argl arg2)
(gdb) start # Run and break at main()

(gdb) kill # Terminate debugged program

(gdb) quit # Exit GDB

# Execution Control

(gdb) continue # Resume execution (alias: c)

(gdb) step # Step into function (alias: s)
(gdb) next # Step over function (alias: n)
(gdb) finish # Run until current function returns
(gdb) until 42 # Run until reaching line 42

# Breakpoints and Watchpoints

(gdb) break function_name # Break at function
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(gdb)
(gdb)
(gdb)
(gdb)
(gdb)
(gdb)
(gdb)
(gdb)
(gdb)
(gdb)

break file.cpp:123
break 42 if x > @
info breakpoints
delete 2

disable 2

enable 2

watch variable_name
rwatch variable_name
awatch variable_name

catch throw

# Examining State

(gdb)
(gdb)
(gdb)
(gdb)
(gdb)
(gdb)
(gdb)
(gdb)
(gdb)
(gdb)
(gdb)
(gdb)
(gdb)
(gdb)
(gdb)

# Convenience and Configuration

(gdb)
(gdb)
(gdb)
(gdb)
(gdb)
(gdb)
(gdb)
(gdb)

print expression
print/x expression
print *ptr@i1e
display expression
backtrace

bt full

frame 3

up

down

info locals

info args

info registers
x/10xw address

x/s address

disassemble

set print pretty on
set print object on
set pagination off
set history save on
shell cls

source script.py

HOoH H O O H OH H H H

HOoH H O H OH O H OH O H O H OH H OH OH

#
#
#
#
#

#

Break at file and line
Conditional breakpoint

List all breakpoints

Delete breakpoint number 2
Disable breakpoint number 2
Enable breakpoint number 2
Break
Break
Break
Break

when variable changes
when variable is read
on read or write

on C++ exceptions

Print
Print
Print

value (alias: p)

in hexadecimal

array of 10 elements
Auto-print at each stop

Show call stack (alias: bt)
Stack with all local variables
Switch to stack frame number 3
Move up one stack frame
Move down one stack frame

Show local variables in current frame
Show
Show

Examine memory: 1@ hex words

function arguments

CPU registers

Examine memory as string

Show assembly for current function

Pretty-print structures

Show actual derived types
Disable page pauses

Save command history

Clear screen on Windows (cmd.exe)

Load Python script

save breakpoints file.txt # Save breakpoints to file

core-file crash.dmp

#

Load Windows crash dump (MinGW build)
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LLDB Essential Commands

LLDB (version 20.1) is the debugger from the LLVM project. On Windows, it is available via the LLVM
installer or MSYS2. Commands are entered at the (11db) prompt.

# Starting and Stopping

11db ./program.exe # Start LLDB with executable
11db -p 1234 # Attach to running process by PID
(11db) process launch # Run program (alias: run, r)

(11db) process launch -- argl arg2 # Run with arguments
(11db) process kill # Terminate debugged process
(11db) quit # Exit LLDB (alias: q)

# Execution Control

(11db) continue

(11db) step

(11db) next

(11db) finish

(11db) thread step-inst
(11db) thread step-inst-over

# Resume execution (alias: c)

# Step into (alias: s)

# Step over (alias: n)

# Step out of current function

# Step one instruction (alias: si)

# Step over one instruction (alias: ni)

# Breakpoints and Watchpoints
(11db) breakpoint set --name function_name
(11db) breakpoint set --file file.cpp --line 123

n

(11db) breakpoint set --func-regex ".*Process.x"
(11db) breakpoint set --name func --condition "x > 0"
(11db) breakpoint list

(11db) breakpoint delete 2

(11db) breakpoint disable 2

(11db) breakpoint enable 2

(11db) watchpoint set variable variable_name

(11db) watchpoint set expression -- myobject->member

(11db) breakpoint set -E c++ # Break on C++ exceptions

# Examining State
(11db) expression expression # Evaluate expression (alias: p, print)
(11db) frame variable
(11db) frame variable -L
(11db) thread backtrace
(11db) thread backtrace all
(11db) frame select 3
(11db) up

Show local variables (alias: v, fr v)
Show variable locations (register/stack)
Show call stack (alias: bt)

Stacks for all threads

Switch to frame number 3 (alias: f 3)

H OH H O H

Move up one stack frame
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(11db) down # Move down one stack frame

(11db) register read # Show CPU registers

(11db) memory read address # Examine memory (alias: x)

(11db) memory read -s4 -fx -c10 address # Read 10 4-byte words in hex
(11db) disassemble # Show assembly for current function

# Convenience and Configuration

(11ldb) settings set target.enable-synthetic-value true

(11db) command alias cls platform shell cls # Clear screen on Windows
(11db) command script import script.py

(11db) type summary add --summary-string "${var.size()}" std::vector

(11ldb) target create --core crash.dmp # Load Windows crash dump

WinDbg Essential Commands

WinDbg (part of Windows SDK) is the premier debugger for Windows native code. Commands are entered at
the @:000> prompt (the number indicates the current thread).

# Opening Dumps and Attaching

windbg -z crash.dmp # Open crash dump file

windbg -pn notepad.exe # Attach to process by name

windbg -p 1234 # Attach to process by PID

# Execution Control

0:000> g # Go (continue execution)

0:000> p # Step over (source line)

0:000> t # Step into (source line)

0:000> pa 0x12345678 # Step to address

0:000> gu # Go up (execute until return)

# Breakpoints

0:000> bp MyApp!main # Break at function

0:000> bp “MyFile.cpp:42° # Break at source line (use backticks)

0:000> bp 0x12345678 # Break at address

0:000> bp MyApp!func "j (eax==0) ''; 'gc'" # Conditional breakpoint (skip if eax==0)
0:000> bl # List breakpoints

0:000> bc 0 # Clear breakpoint number @

0:000> bd @ # Disable breakpoint

0:000> be 0 # Enable breakpoint

0:000> ba w4 0x12345678 # Break on write access of 4 bytes at address

# Examining State
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0:000> k # Display call stack

0:000> kp # Stack with parameters

0:000> kn # Stack with frame numbers

0:000> .frame 3 # Switch to frame number 3

0:000> dv /t /v # Display local variables (types and addresses)
0:000> dt MyModule!MyClass 0x12345678 # Dump object of specific type
0:000> dt -b MyModule!MyClass 0x12345678 # Dump with full hierarchy
0:000> r # Display registers

0:000> r eax # Display and modify eax register

0:000> db 0x12345678 L100  # Dump bytes (db, dw, dd, dq)

0:000> dps 0x12345678 # Dump pointer-sized values with symbols
0:000> u 0x12345678 # Unassemble at address

# Memory and Modules

0:000> !address 0x12345678  # Describe memory region properties

0:000> 1m # List loaded modules

0:000> lmvm MyModule # Detailed information about a module
0:000> .sympath SRV*C:\Symbolsxhttps://msdl.microsoft.com/download/symbols
0:000> .reload /f # Force symbol reload

# Automated Analysis

0:000> !analyze -v # Detailed automatic analysis of crash dump
0:000> .exr -1 # Display exception record

0:000> .ecxr # Display context record of the exception

# Time Travel Debugging (TTD)

0:000> !tt 50% # Jump to 50% through the trace

0:000> !'tt br eax # Jump to previous time eax changed

0

:000> dx @$cursession.TTD.Calls() # Query TTD data model for function calls

Sanitizer Compiler Flags

Sanitizers are runtime instrumentation tools. The flags below are for Clang, GCC, and MSVC. Use -g and -01

or -0g for optimal debugging experience.

# Clang and GCC Common Flags

-fsanitize=address # Enable AddressSanitizer (ASan)
-fsanitize=undefined # Enable UndefinedBehaviorSanitizer (UBSan)
-fsanitize=thread # Enable ThreadSanitizer (TSan)
-fsanitize=leak # Enable LeakSanitizer (standalone)

-fsanitize=memory # Enable MemorySanitizer (MSan, Clang only)
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# Combining Sanitizers (Compatible)
-fsanitize=address,undefined # ASan + UBSan (recommended)
-fsanitize=thread,undefined # TSan + UBSan

-fsanitize=memory,undefined # MSan + UBSan

# Additional Recommended Flags for Debugging

-g # Include debug symbols

-Og # Optimize for debugging (GCC/Clang)

-01 # Mild optimization, works well with sanitizers
-fno-omit-frame-pointer # Preserve frame pointer for reliable stack unwinding
-fno-optimize-sibling-calls # Disable tail-call optimization

-pthread # Link pthread library (required for TSan)

# MSVC (Visual Studio) Flags

/fsanitize=address # Enable AddressSanitizer

/fsanitize=undefined # Enable UndefinedBehaviorSanitizer (limited checks)
/71 # Generate complete debug information (PDB)

/0d # Disable optimization for debugging

/MDd or /MTd # Use debug runtime library

/EHsc # Enable C++ exception handling

# clang-cl (Clang with MSVC interface)
/fsanitize=address # Same as -fsanitize=address

/fsanitize=thread # Same as -fsanitize=thread

# CMake Integration Snippet
set (CMAKE_CXX_FLAGS_DEBUG "${CMAKE_CXX_FLAGS_DEBUG} -fsanitize=address,undefined -g -Og

— -fno-omit-frame-pointer")

Valgrind Tool Invocations

Valgrind is a suite of dynamic analysis tools primarily for Linux. On Windows, use it within WSL2. Compile

your program with -g to include debug symbols for meaningful reports.

# Memcheck (Memory Error Detector)
valgrind --leak-check=full --show-leak-kinds=all ./program
valgrind --leak-check=full --track-origins=yes ./program # Slower, finds uninit origins

valgrind --tool=memcheck --xml=yes --xml-file=report.xml ./program

# Helgrind (Thread Error Detector - Data Races, Deadlocks)
valgrind --tool=helgrind ./program

valgrind --tool=helgrind --history-level=full ./program # More detailed race reports
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# DRD (Data Race Detector - Alternative to Helgrind)
valgrind --tool=drd ./program

valgrind --tool=drd --check-stack-var=yes ./program

# Massif (Heap Profiler)

valgrind --tool=massif ./program

valgrind --tool=massif --time-unit=B --detailed-freg=1 ./program
ms_print massif.out.12345 # Analyze output

# Cachegrind (Cache and Branch Prediction Profiler)
valgrind --tool=cachegrind ./program
cg_annotate cachegrind.out.12345 # Analyze output

# Callgrind (Call Graph Profiler)

valgrind --tool=callgrind ./program

callgrind_annotate callgrind.out.12345 # Text output

kcachegrind callgrind.out.12345 # GUI visualization (requires KCachegrind in WSL)

CMake Debug Configuration Snippets
These snippets can be added to your CMakeLists. txt to streamline debug builds.

# Enable AddressSanitizer and UndefinedBehaviorSanitizer for a target

target_compile_options(my_app PRIVATE
$<$<CXX_COMPILER_ID:GNU,Clang>:-fsanitize=address,undefined -g -0g -fno-omit-frame-pointer>
$<$<CXX_COMPILER_ID:MSVC>:/fsanitize=address /Zi /0d>

)

target_link_options(my_app PRIVATE
$<$<CXX_COMPILER_ID:GNU,Clang>:-fsanitize=address,undefined>

# Enable ThreadSanitizer for a target (Clang/GCC only, not MSVC)
target_compile_options(my_app PRIVATE
$<$<CXX_COMPILER_ID:GNU,Clang>:-fsanitize=thread -g -01 -fno-omit-frame-pointer>
)
target_link_options(my_app PRIVATE
$<$<CXX_COMPILER_ID:GNU,Clang>:-fsanitize=thread>

# Enable Clang-Tidy in CMake (CMake 3.6+)
set (CMAKE_CXX_CLANG_TIDY
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clang-tidy;
-checks=-*,bugprone-*, performance-*,modernize-x*;
-header-filter=.;)

# Configure Debug build type defaults
set (CMAKE_CXX_FLAGS_DEBUG "-g -Og -fno-omit-frame-pointer” CACHE STRING "" FORCE)

# CMakePresets.json example for debug configuration (simplified)

# Place in project root

# {
# "version": 3,
i "configurePresets”: [
# {
"name": "debug”,
it "displayName": "Debug Config",
"generator”: "Ninja”,
"binaryDir": "${sourceDir}/build/debug”,
# "cacheVariables”: {
it "CMAKE_BUILD_TYPE": "Debug",
# "CMAKE_CXX_FLAGS_DEBUG": "-g -Og -fno-omit-frame-pointer -fsanitize=address,undefined”
# }
# }
# ]
# 3

Appendix B: Troubleshooting Guide

This appendix provides a systematic approach to diagnosing and resolving common categories of bugs
encountered in C++ development. Each section addresses a specific symptom, outlines the most likely root
causes, and presents a step-by-step diagnostic workflow using the tools and techniques covered in this book. The

guidance is tailored for Windows development environments, but the principles apply across platforms.

Symptom: Segmentation Fault / Access Violation (0xC0000005)

The program crashes with an access violation exception, indicating an attempt to read from or write to an invalid

memory address. This is the classic manifestation of memory safety violations.
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Common Root Causes

* Dereferencing a null or uninitialized pointer.

¢ Accessing memory after it has been freed (use-after-free).

* Writing past the end of a buffer (buffer overflow).

* Accessing a dangling reference to a destroyed object.

* Stack overflow due to deep recursion or large local allocations.

 Corrupted virtual function table pointer (vptr) leading to invalid call.

Diagnostic Workflow

Step 1: Reproduce with AddressSanitizer (ASan). The most efficient first step is to run the failing scenario
under an ASan-instrumented build. ASan will pinpoint the exact location and type of memory error, often with

both the access site and the allocation site.

cl /fsanitize=address /Zi /0d /EHsc my_app.cpp /Fe:my_app_asan.exe
set ASAN_OPTIONS=halt_on_error=0:1log_path=asan_report.txt

my_app_asan.exe

If ASan reports a heap-buffer-overflow or heap-use-after-free, the report will contain the stack trace of the
offending access and the stack trace of the allocation. This is often sufficient to identify the root cause
immediately.

Step 2: Analyze the Crash Dump. If ASan is not available or does not reproduce the issue (e.g., stack
corruption not caught by ASan), capture a crash dump and analyze it with WinDbg.

Configure Windows Error Reporting to capture full dumps:

New-Item -Path "HKLM:\SOFTWARE\Microsoft\Windows\Windows Error Reporting\LocalDumps"” -Force

New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows\Windows Error Reporting\LocalDumps"” ~
-Name "DumpFolder” -PropertyType ExpandString -Value "C:\CrashDumps"”

New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows\Windows Error Reporting\LocalDumps"
-Name "DumpType"” -PropertyType DWord -Value 2

Open the dump in WinDbg and run automated analysis:

0:000> !analyze -v
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The output will show the exception address and a reconstructed call stack. If the crash is due to a null pointer
dereference, the instruction will typically involve a read or write at a low address. Examine the faulting

instruction with:

0:000> .exr -1
0:000> .ecxr
0:000> kp
0:000> dv /t /v

Identify which variable was null and trace back through the call stack to understand why it was not properly
initialized.

Step 3: Investigate Stack Corruption. If the crash address is within a valid heap region but the stack trace is
corrupted or the crash occurs inside a standard library function like std: :string or std: :vector, suspect a
buffer overflow in a stack-allocated array. Use the /GS (Buffer Security Check) compiler flag, which is enabled
by default in release builds, to detect stack buffer overruns. When /GS detects an overflow, it terminates the
program with a distinctive exception.

To debug stack corruption without ASan, set a data breakpoint on the stack canary or the return address:

0:000> ba w4 Qesptreturn_offset
0:000> g

Step 4: Use Time-Travel Debugging. If the corruption occurs well before the crash and the source cannot be

identified, use WinDbg TTD to record a trace and work backward from the crash:

# In WinDbg, launch with TTD recording enabled
# After the crash, use reverse execution
0:000> !tt 90%

0:000> ba w4 <address_of_corrupted_variable>
0:000> g-

Example: Null Pointer Dereference
#include <memory>
#include <iostream>

struct Data { int value; };

int main() {
std: :unique_ptr<Data> ptr; // Uninitialized, holds nullptr

std::cout << ptr->value; // Crash: dereferencing nullptr
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return 0;

Crash dump analysis with !analyze -v will show an access violation at address 0x0000000000000000. The
stack trace points to the line std: :cout « ptr->value;. Examining ptr with dv /t /v confirms it is null.

The fix is to properly initialize the pointer.

Symptom: Program Hangs or Deadlocks

The program becomes unresponsive, consuming zero or very little CPU time. All threads appear to be blocked

indefinitely.

Common Root Causes

Deadlock: Two or more threads are each waiting for a mutex held by another.
» Livelock: Threads are actively spinning but unable to make progress.

¢ Infinite wait on a condition variable that never signals.

Blocked I/0 operation that never completes.

* Waiting for a thread that has already terminated without being joined.

Diagnostic Workflow

Step 1: Capture a Hang Dump. When the program hangs, use Process Explorer or Task Manager to create a
dump file of the frozen process. Alternatively, use ProcDump to capture a dump when the process exceeds a
CPU threshold or hangs:

procdump -ma -h my_app.exe C:\CrashDumps

Step 2: Analyze with WinDbg. Open the hang dump in WinDbg. List all threads and their call stacks:

0:000> ~* kp

Look for threads that are blocked in synchronization functions such as WaitForSingleObject,
EnterCriticalSection, std::mutex::lock, or Sleep. Identify which locks each thread holds and which it
is waiting for.

To see the wait chain (which thread holds the lock a given thread is waiting for), use:
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0:000> !locks
0:000> !cs -1 # For critical sections

The !locks command displays all critical sections and their owning threads.

Step 3: Use Visual Studio Parallel Stacks. If the hang occurs during a live debugging session in Visual Studio,
open the Parallel Stacks window (Debug > Windows > Parallel Stacks). The graphical view will show threads

grouped by their current location. Hovering over a thread reveals what it is waiting for. The "View Tasks" option
can show a high-level view of task-based parallelism.

Step 4: Run with ThreadSanitizer (TSan). For hangs caused by lock order inversions (potential deadlocks),

TSan can detect the inconsistent lock acquisition order before the deadlock actually occurs:

clang-cl /fsanitize=thread /Zi /01 /EHsc my_app.cpp /Fe:my_app_tsan.exe

my_app_tsan.exe

TSan will report a lock-order-inversion warning with the conflicting acquisition stacks.
Step 5: Use Valgrind Helgrind in WSL2. If the code can be compiled for Linux and run under WSL2,

Helgrind provides detailed lock order analysis:

g++ -g -pthread -o my_app my_app.cpp
valgrind --tool=helgrind ./my_app

Example: Classic Deadlock

#include <mutex>

#include <thread>
std::mutex ml1, m2;

void thread1() {
std::lock_guard<std::mutex> 11(m1);
std::this_thread::sleep_for(std::chrono::milliseconds(100));
std::lock_guard<std::mutex> 12(m2); // Waits for m2

void thread2() {
std::lock_guard<std: :mutex> 12(m2);
std::this_thread: :sleep_for(std::chrono::milliseconds(100));
std::lock_guard<std::mutex> 11(m1); // Waits for ml
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int main() {
std::thread t1(threadl);
std::thread t2(thread2);
t1.join();
t2.join();
return 0;

Analysis of a hang dump will show thread1 blocked in m2.lock() and thread2 blocked in m1.1lock(). The
!Tocks command shows each thread holding one mutex and waiting for the other. The fix is to acquire mutexes

in a consistent order, or use std: : lock to acquire both simultaneously.

Symptom: Memory Usage Grows Unbounded

The application’s memory footprint increases steadily over time, eventually exhausting system resources. The

program may slow down due to swapping or crash with an out-of-memory error.

Common Root Causes
* Memory leak: Allocated memory is never deallocated.
* Unbounded cache growth: Data structures accumulate entries indefinitely.
» Reference cycles in std: : shared_ptr: Objects hold shared pointers to each other, preventing destruction.

» Fragmentation: The allocator cannot reuse freed blocks efficiently, leading to increased virtual memory

usage.

» Detached threads or coroutines that never complete and hold resources.

Diagnostic Workflow

Step 1: Use Heaptrack in WSL2. Compile the application for Linux and run it under Heaptrack to profile

memory allocations:

heaptrack ./my_app

After the run, open the generated . zst file in heaptrack_gui. Examine the "Consumed" timeline for steady

upward growth. The "Top-Down" view sorted by "Peak" will identify the functions responsible for the most
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allocated and retained memory. Drill down into the allocation backtraces to see the exact call paths that allocate
memory.
Step 2: Use Valgrind Massif. Massif provides detailed heap snapshots over time, which is useful for

understanding long-term retention:

valgrind --tool=massif --time-unit=B ./my_app

ms_print massif.out.<pid>

The textual report shows heap usage at each snapshot and the allocation sites responsible for the memory held at
that point. Visualize with massif-visualizer for a graphical view.

Step 3: Use Visual Studio Diagnostic Tools. For native Windows applications, run the application under the
Visual Studio debugger and use the Diagnostic Tools window. Enable "Memory Usage" and take snapshots at
different points in time. Compare snapshots to see which objects have increased in count or size. The "Heap
Profiling" tool can provide allocation call stacks.

Step 4: Inspect with LeakSanitizer (L.San). If ASan is enabled, leak detection is automatic at program exit.

For standalone LSan:

clang-cl /fsanitize=leak /Zi /01 my_app.cpp
my_app.exe

LSan reports any memory that is not reachable from global variables, stack, or registers at program termination.
Step 5: Debug std: : shared_ptr Cycles. Use a debugger to inspect the reference counts of suspected objects.
In Visual Studio, the debugger visualizer for std: : shared_ptr displays the reference count. In GDB/LLDB,

the pretty printers show the use count.

Example: Unbounded Cache

#include <unordered_map>
#include <string>

#include <chrono>

class Cache {
std: :unordered_map<std::string, std::string> data;
public:
void insert(const std::string& key, const std::string& value) {
datalkey] = value;
3
// No eviction policy

s



307

Cache g_cache;

void process_request(const std::string& url) {
std::string key = "cache_" + url;

g_cache.insert(key, "cached_response”);

int main() {
for (int i = 0; i < 1000000; ++i) {
process_request(std: :to_string(i));

}

return 0;

Heaptrack will show a large allocation from std: :unordered_map operations, with the majority of memory
held in the map’s nodes. The timeline will show linear growth. The fix is to implement a size limit or time-based

expiration.

Symptom: Intermittent Crash or Incorrect Result

The program fails sporadically, often under heavy load or on specific hardware. The same input may produce

correct results most of the time but occasionally crash or return wrong data.

Common Root Causes

 Data race: Unsynchronized concurrent access to shared data.

* Use of uninitialized memory: The value read depends on whatever was previously in that memory.
* Reliance on undefined behavior: Signed integer overflow, strict aliasing violations, etc.

* Timing-dependent logic: Assumptions about the order of asynchronous operations.

* Memory corruption that only affects specific execution paths.

Diagnostic Workflow

Step 1: Run with ThreadSanitizer (TSan). Intermittent failures are often caused by data races. TSan is

specifically designed to detect unsynchronized concurrent accesses:
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clang-cl /fsanitize=thread /Zi /01 my_app.cpp /Fe:my_app_tsan.exe
set TSAN_OPTIONS=history_size=7:halt_on_error=0

my_app_tsan.exe

TSan will report any data race with the conflicting access locations and stack traces. Even if the race does not
manifest as a crash during the TSan run, TSan will detect the unsynchronized access pattern.
Step 2: Run with UndefinedBehaviorSanitizer (UBSan). UBSan detects operations that are undefined

according to the C++ standard:

clang-cl /fsanitize=undefined /Zi /01 my_app.cpp

my_app.exe

Pay particular attention to reports of signed integer overflow, misaligned access, or invalid casts.
Step 3: Record and Replay with rr or WinDbg TTD. If TSan and UBSan do not reveal the issue, use
time-travel debugging to capture a failing execution and make it deterministic. With WinDbg TTD, record the

program and replay the trace to pinpoint the exact moment of failure:

0:000> !tt 50%
0:000> ba w4 <suspected_address>
0:000> g-

Reverse-continue from the crash to find the previous write to the corrupted location.

Step 4: Stress Testing with Thread Fuzzing. Tools like Undo’s LiveRecorder include thread fuzzing
capabilities that systematically explore different thread interleavings to expose concurrency bugs. If available,
run the test suite under thread fuzzing to provoke latent races.

Step 5: Check Compiler Optimizations. Intermittent failures that only occur in release builds may be due to
the optimizer exploiting undefined behavior or making assumptions that are violated. Compile with
-fno-strict-aliasing and -fwrapv to see if the problem disappears, which can indicate strict aliasing or

signed overflow issues.

Example: Data Race on Counter

#include <thread>

#include <iostream>
int counter = 0;

void increment() {
for (int i = 0; i < 100000; ++i) {
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++counter; // Data race

int main() {
std::thread t1(increment);
std::thread t2(increment);
t1.join();
t2.join();
std::cout << counter << '\n'; // Unpredictable output

return 0;

TSan will report a data race on counter with two threads writing concurrently. The fix is to use

std: :atomic<int> or protect the increment with a mutex.

Symptom: Build Fails with Cryptic Template Error

The compiler produces hundreds of lines of template instantiation backtrace, ending with an error that is difficult
to interpret. The actual error is buried deep within library code.

Common Root Causes

» Type does not satisfy the requirements of a template (missing member function, wrong type).

SFINAE failure that eliminates all viable overloads.
* Deeply nested template instantiations exceeding compiler limits.

* Attempting to instantiate a template with an incomplete type.

Diagnostic Workflow

Step 1: Reduce Error Verbosity. Use compiler flags to limit the template backtrace and make the output

manageable:

clang++ -ftemplate-backtrace-limit=3 my_code.cpp

This limits the instantiation notes to three levels, showing the immediate context of the error.
Step 2: Use static_assert for Early Validation. Add static_assert statements with clear error messages

at template boundaries to catch violations before deep instantiation:
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template<typename T>
void process(T value) {
static_assert(std::is_copy_constructible_v<T>,
"process() requires a copy-constructible type");
/] ...

Step 3: Use Concepts (C++20) for Clear Constraints. Replace SFINAE or unconstrained templates with

concepts to get direct error messages at the call site:

template<typename T>

concept Sortable = requires(T& c) {
std::sort(c.begin(), c.end());

I

template<Sortable Container>

void my_sort(Container& c) { std::sort(c.begin(), c.end()); }

When a type fails to satisfy Sortable, the compiler reports that the constraint was not satisfied at the point of
the call, not deep in the implementation.
Step 4: Analyze Template Instantiation with Templight. For complex metaprogramming, use Templight to

generate a trace of template instantiations and identify where the failure occurs:

templight -c -std=c++20 -templight-trace=trace.xml problematic.cpp

Analyze the trace to see the sequence of instantiations and pinpoint the exact template argument that caused the
failure.
Step 5: Use C++ Insights. Paste the failing code into C++ Insights (online or local) to see the compiler’s view

of the instantiated code. This can reveal unexpected type deductions or implicit conversions.

Example: Missing Member Function

#include <algorithm>

#include <vector>

struct NotSortable {
int* begin() { return nullptr; }
// Missing end()

s

int main() {
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NotSortable ns;
// std::sort(ns.begin(), ns.end()); // Error: no member named 'end'

return 0;

With unconstrained templates, the error will point to the std: : sort implementation, not the call site. With

concepts or static_assert, the error is localized to the point of instantiation.

Symptom: Performance Degradation After Upgrade

The application’s performance significantly degrades after a compiler upgrade, library update, or code change,

even though the functionality remains correct.

Common Root Causes
* Change in compiler optimization heuristics (inlining decisions, loop unrolling).
¢ Introduction of hidden copies due to changed move semantics or implicit conversions.
* New standard library implementation with different performance characteristics.
+ Unintended O(n?) algorithm due to changed data structure usage.

* Increased memory allocation due to loss of Small Buffer Optimization (SBO).

Diagnostic Workflow

Step 1: Profile with perf and Hotspot (WSL2). Capture a performance profile of the degraded build and

compare it to a baseline profile from the previous version:

perf record -g ./my_app_before
perf report -i perf.data --stdio > before.txt
perf record -g ./my_app_after
perf report -i perf.data --stdio > after.txt

Use Hotspot to generate flame graphs for both versions and visually compare them. Look for functions that have
become significantly wider (more CPU time) in the new version.

Step 2: Analyze with Windows Performance Toolkit. For native Windows applications, use Windows
Performance Recorder (WPR) to capture a trace and Windows Performance Analyzer (WPA) to examine CPU

usage, disk I/O, and memory allocations:



312

wpr -start CPU -start FileIO -start Heap -filemode
my_app.exe
wpr -stop trace.etl

wpa trace.etl

In WPA, use the "CPU Usage (Sampled)" graph to identify hot functions and the "Heap" graph to analyze
allocation patterns.
Step 3: Inspect Generated Assembly. Use Compiler Explorer (godbolt.org) to compare the assembly

generated by the old and new compilers for the hotspot functions. Look for:

* Missing inlining of small functions.

Additional bounds checks or exception handling overhead.
» Unexpected memory allocations.

¢ Vectorization differences.

Step 4: Check for Unnecessary Copies. Use Clang-Tidy with the performance-* checks to identify

inefficient patterns:

clang-tidy my_code.cpp -checks='-x,performance-*' -- -std=c++20

Pay attention to performance-unnecessary-value-param and performance-for-range-copy warnings.
Step 5: Use Heaptrack to Compare Allocation Patterns. Run both versions under Heaptrack and compare the

allocation profiles. An increase in temporary allocations or a loss of SBO can significantly impact performance.

Example: Lost Inlining

// Before: compiler inlined this function

inline int add(int a, int b) { return a + b; }

// After upgrade: compiler chose not to inline, causing call overhead
int main() {
int sum = 0;
for (int i = 0; i < 1000000000; ++i) {
sum = add(sum, i);
3

return sum;
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The flame graph for the degraded version will show add as a distinct function consuming significant time,
whereas in the baseline it was inlined and not visible as a separate function. The fix may involve adding
__forceinline or [[gnu: :always_inline]] to critical functions, or adjusting compiler flags like —param

inline-unit-growth.

Appendix C: Glossary of Terms

This glossary provides concise definitions for technical terms, acronyms, and concepts encountered throughout
this book. Entries are organized alphabetically and span debugging techniques, modern C++ language features,

compiler toolchains, and performance analysis.

A

AddressSanitizer (ASan): A fast memory error detector that identifies out-of-bounds accesses to heap, stack,
and global objects, as well as use-after-free and use-after-return errors. It operates by instrumenting compiled
code and maintaining shadow memory that tracks the accessibility of every 8-byte memory chunk. ASan is
available in Clang, GCC, and MSVC.

Access Violation: A Windows exception (code 0xC0000005) raised when a process attempts to read from or
write to a memory address that it does not have permission to access. This is the Windows equivalent of a
segmentation fault.

Assertion: A runtime check that verifies a condition expected to be true. The standard assert macro terminates
the program if the condition is false in debug builds and is removed in release builds when NDEBUG is defined.
C++26 introduces contract_assert as a language-level replacement.

Asynchronous Logging: A logging technique where log messages are queued to a background thread for
writing, decoupling the caller from I/O latency. Libraries like spdlog support asynchronous logging to improve
performance in high-throughput applications.

Attribute: A C++ language feature introduced in C++11 that provides a standardized syntax for specifying
additional information to the compiler. Examples include [[nodiscard]], [[1ikely]], [[unlikely]], and

[[assume]l.

B

Binary Module Interface (BMI): The compiled representation of a C++20 module interface unit. The BMI

contains the exported declarations and is consumed by other translation units that import the module. BMI
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formats are compiler-specific and not portable across toolchains.

Breakpoint: A debugging mechanism that instructs the debugger to suspend program execution when a
specified location (function, source line, or memory address) is reached. Conditional breakpoints suspend
execution only when an associated expression evaluates to true.

Buffer Overflow: A memory safety violation where data is written beyond the bounds of an allocated buffer.

This can corrupt adjacent memory, leading to crashes, incorrect behavior, or security vulnerabilities.

C

Cachegrind: A Valgrind tool that simulates how a program interacts with the CPU cache hierarchy and branch
predictor. It reports instruction and data cache misses, enabling optimization of memory access patterns.
Catchpoint: A breakpoint that triggers when a specific system event occurs, such as throwing a C++ exception,
loading a shared library, or receiving a signal. In GDB, catch throw is a common catchpoint for debugging
exceptions.

Clang-Tidy: A Clang-based static analysis and linting tool for C++. It provides a wide range of checks
organized into categories such as bugprone-*, modernize-#*, performance-*, and cppcoreguidelines—-x.
Clang-Tidy can automatically apply fixes for many detected issues.

Concept: A C++20 language feature that allows specifying constraints on template parameters. Concepts
improve error messages by failing at the point of template use rather than deep within instantiation, and they
enable overload resolution based on constraints.

constexpr: A C++11 keyword indicating that a function or variable can be evaluated at compile time. C++14,
C++17, and C++20 have progressively expanded the capabilities of constexpr functions, allowing dynamic
allocation and virtual functions in certain contexts.

consteval: A C++20 keyword that declares an immediate function. Every call to a consteval function must
produce a compile-time constant; the function cannot be called at runtime.

Continuous Integration (CI): The practice of automatically building and testing code changes when they are
committed to version control. CI pipelines are critical for running static analyzers, sanitizers, and test suites on
every change.

Contract: A language feature introduced in C++26 that formalizes design-by-contract. Contracts include
preconditions (pre), postconditions (post), and internal assertions (contract_assert). Contract evaluation
behavior can be controlled by build modes (ignore, observe, enforce).

Core Dump: A file containing a snapshot of a process’s memory at the time of a crash or unhandled exception.
On Windows, these are called crash dumps (typically with . dmp extension) or minidumps (. mdmp). Core dumps

are essential for post-mortem debugging.
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Coroutine: A C++20 language feature that enables functions to suspend execution and later resume from the
point of suspension. Coroutines are implemented as state machines by the compiler, with local variables stored
in a heap-allocated coroutine frame.

Cppcheck: A dedicated open-source static analysis tool for C and C++ that emphasizes minimizing false

positives. It detects memory leaks, buffer overruns, null pointer dereferences, and other common defects.

D

Data Race: A form of undefined behavior that occurs when two or more threads access the same memory
location concurrently, at least one of the accesses is a write, and the accesses are not ordered by synchronization.
ThreadSanitizer (TSan) is the primary tool for detecting data races.

Deadlock: A situation where two or more threads are blocked indefinitely, each waiting for a resource held by
another. Deadlocks often arise from inconsistent mutex acquisition order.

Debug Adapter Protocol (DAP): A standardized protocol for communication between development tools and
debuggers. DAP enables any IDE or editor that implements the protocol to interact with any debugger that
provides a DAP server.

Distributed Tracing: A methodology for monitoring and debugging requests that span multiple services in a
distributed system. Traces are composed of spans, each representing a unit of work, with context propagated
across service boundaries. OpenTelemetry is the standard API for generating distributed traces.

DWAREF: The standard debugging information format used on Unix-like systems, including Linux and macOS.
DWAREF data describes the relationship between machine code and source code, including variable locations,

type information, and call frame layout. It is embedded in object files or stored in separate debug files.

E

Exception Handling: The C++ mechanism for propagating and handling errors using throw, try, and catch.
Structured Exception Handling (SEH) is the Windows-specific low-level exception mechanism that underlies

C++ exceptions on MSVC.

F

Flame Graph: A visualization of profiled call stacks where the width of each function block represents the
proportion of samples in which that function was observed. Flame graphs enable rapid identification of

performance hotspots. The x-axis represents sample population, and the y-axis represents call stack depth.
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Frame Pointer: A register (typically RBP on x86_64) used to point to the base of the current stack frame,
enabling reliable stack unwinding by debuggers and profilers. The -fno-omit-frame-pointer compiler flag

preserves frame pointers in optimized builds.

G

GDB (GNU Debugger): The standard debugger for the GNU toolchain, supporting C, C++, and many other
languages. GDB provides both command-line and machine interface (MI) access and is available on Windows
through MinGW-w64, MSYS2, and WSL2.

gdbserver: A lightweight program that implements the GDB remote serial protocol, enabling debugging of
applications on remote targets or embedded systems. GDB on the host machine connects to gdbserver over TCP
or a serial line.

Git Bisect: A Git command that performs a binary search through commit history to identify the specific
commit that introduced a regression. git bisect run automates this process using a test script.

GitHub Copilot: An Al-powered code completion and generation tool that integrates with Visual Studio Code,
Visual Studio, and JetBrains IDEs. Copilot uses a large language model trained on public code to suggest code

completions, generate functions, and explain code.

H

Happens-Before: A relationship between operations in a multithreaded program that establishes ordering
guarantees. If operation A happens-before operation B, then the effects of A are visible to B. Synchronization
primitives such as mutex lock/unlock and atomic operations with acquire/release semantics establish
happens-before relationships.

Heap: A region of memory used for dynamic allocation, managed by functions such as malloc, free, new, and
delete. The heap grows and shrinks as memory is allocated and deallocated during program execution.
Heaptrack: A low-overhead heap memory profiler for Linux that traces every allocation and deallocation. It
provides graphical analysis of memory usage over time, allocation hotspots, and temporary allocations. On
Windows, it can be used via WSL2.

Helgrind: A Valgrind tool for detecting synchronization errors in multithreaded programs that use POSIX
threads. Helgrind detects data races, lock order violations that could lead to deadlock, and misuse of the
pthreads APIL.

Hotspot: A graphical performance analysis tool that visualizes Linux perf data as interactive flame graphs.

Hotspot enables easy exploration of profiling results and identification of CPU bottlenecks.
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I

Immediate Context: In SFINAE, the immediate context refers to the function type, template parameter
declarations, and expressions directly within the template declaration. Substitution failures in the immediate
context are not errors (SFINAE); failures in deeper contexts, such as the instantiation of a class template, are
hard errors.

Inferior: In GDB terminology, an inferior represents a process being debugged. GDB can manage multiple

inferiors simultaneously, each with its own address space and execution state.

J

Jaeger: An open-source distributed tracing system originally developed by Uber. Jaeger collects, stores, and
visualizes trace data, enabling analysis of request flows across microservices. It now natively supports the
OpenTelemetry Protocol (OTLP).

Junie: JetBrains’ Al coding agent, integrated into CLion and other JetBrains IDEs. Junie can autonomously

complete tasks such as generating tests, fixing bugs, writing documentation, and describing execution paths.

L

LeakSanitizer (LSan): A memory leak detector that identifies heap allocations that are no longer reachable
from the program’s root set. LSan is integrated with AddressSanitizer but can also be used as a standalone tool.
LLDB: The debugger from the LLVM project, designed with a modern modular architecture. LLDB uses the
Clang parser for expression evaluation, providing superior C++ support, and is the default debugger for macOS
and iOS development. It is available on Windows through the LLVM installer.

Ildb-server: The server component of LLDB that enables remote debugging. 1ldb-server supports both the
gdb-remote protocol (for compatibility) and LLDB’s native platform protocol, which provides enhanced
functionality such as file transfer and process listing.

LLVM: A collection of modular and reusable compiler and toolchain technologies. LLVM includes the Clang

C/C++ compiler, the LLDB debugger, and various static analysis and sanitizer tools.

M

Massif: A Valgrind heap profiler that periodically takes snapshots of the program’s heap, recording which
allocation sites are responsible for the live memory. Massif is useful for understanding long-term memory

retention and identifying data structures that grow excessively.
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Memcheck: Valgrind’s default and most widely used tool, which detects memory errors such as use of
uninitialized memory, use-after-free, buffer overflows, and memory leaks. Memcheck imposes a 20-30x
slowdown.

Memory Leak: A situation where dynamically allocated memory is no longer reachable by the program but has
not been deallocated. Memory leaks cause the program’s memory footprint to grow over time and can eventually
exhaust system resources.

MemorySanitizer (MSan): A detector for reads of uninitialized memory. MSan tracks the initialization status
of every byte of memory using shadow memory and reports when a computation depends on an uninitialized
value. MSan requires that all code, including libraries, be compiled with instrumentation.

MinGW-w64: A port of the GNU toolchain to Windows, providing GCC, GDB, and associated utilities.
MinGW-w64 produces native Windows executables and supports both 32-bit and 64-bit targets.

Module (C++20): A language feature that provides an alternative to header files for organizing and
encapsulating code. Modules improve compile times, isolate preprocessor macros, and enable explicit control
over exported interfaces.

MSYS2: A software distribution and building platform for Windows that provides a Unix-like environment,
including a package manager (pacman) and up-to-date versions of GCC, Clang, GDB, and other development

tools.

N

Ninja: A lightweight, speed-focused build system designed to execute build graphs generated by higher-level

meta-build systems like CMake. Ninja is particularly effective for incremental builds in large codebases.

0]

Off-CPU Analysis: A profiling technique that measures time spent by threads when they are not executing on
the CPU, such as when blocked waiting for I/O, locks, or timers. Off-CPU analysis reveals latency issues that are
invisible to on-CPU profiling.

OpenTelemetry: A vendor-neutral observability framework that provides APIs, SDKs, and tools for generating
and collecting telemetry data, including traces, metrics, and logs. The OpenTelemetry C++ SDK enables C++
applications to export telemetry data to backends such as Jaeger, Prometheus, and commercial observability
platforms.

OTLP (OpenTelemetry Protocol): The native protocol used by OpenTelemetry SDKs to export telemetry data
to collectors and backends. OTLP supports gRPC and HTTP transports and is the recommended export protocol
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for OpenTelemetry-instrumented applications.

P

PDB (Program Database): Microsoft’s proprietary debug information format, used by Visual Studio, WinDbg,
and the MSVC toolchain. PDB files contain symbol information, source file references, type data, and, with
recent versions, profile-guided optimization data.

perf: The standard performance profiling tool on Linux, providing access to hardware performance counters,
software events, and tracepoints. perf is a sampling profiler that captures call stacks and aggregates them to
identify hotspots. On Windows, perf can be used within WSL2.

Post-Mortem Debugging: The practice of analyzing a program’s state after it has crashed or terminated
abnormally, typically by examining a core dump or crash dump file. Post-mortem debugging is essential for
diagnosing failures in production environments where interactive debugging is not feasible.

ProcDump: A command-line utility from the Sysinternals suite that captures process crash dumps based on
triggers such as unhandled exceptions, CPU usage thresholds, or memory thresholds. ProcDump is widely used
for capturing diagnostic data on Windows production systems.

PVS-Studio: A commercial static code analyzer for C, C++, C#, and Java. PVS-Studio provides deep
inter-procedural analysis, data-flow tracking, taint analysis, and extensive check sets for detecting bugs, security

vulnerabilities, and compliance violations.

R

Record and Replay: A debugging technique where a program’s execution is recorded in its entirety, capturing
all non-deterministic inputs. The recording can be replayed deterministically under a debugger, enabling reverse
execution and reproducible analysis of intermittent bugs. rr and WinDbg TTD are leading record-and-replay
tools.

Reverse Debugging: The ability to execute a program backward, undoing the effects of instructions and
restoring previous program states. Reverse debugging enables developers to start at the point of failure and work
backward to discover the root cause. It is implemented by record-and-replay systems and by some debuggers
natively.

rr: An open-source record-and-replay debugger for Linux. rr records a program’s execution with low overhead
and allows deterministic replay under GDB, including reverse execution commands such as reverse-step and

reverse-continue.
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S

Sanitizer: A family of dynamic testing tools that instrument compiled code to detect specific categories of
runtime errors. Google’s sanitizer suite includes AddressSanitizer (ASan), ThreadSanitizer (TSan),
UndefinedBehaviorSanitizer (UBSan), LeakSanitizer (LSan), and MemorySanitizer (MSan).

Segmentation Fault: A Unix/Linux signal (SIGSEGV) raised when a process attempts to access memory that it
is not allowed to access. This is the Unix equivalent of a Windows access violation.

SFINAE (Substitution Failure Is Not An Error): A principle in C++ template metaprogramming where an
invalid substitution of template arguments in the immediate context of a function template declaration does not
cause a compilation error. Instead, the template is simply removed from overload resolution.

Shadow Memory: A dedicated memory region used by sanitizers to track metadata about application memory.
In AddressSanitizer, every 8 bytes of application memory correspond to a single byte of shadow memory that
encodes the accessibility of those bytes.

spdlog: A fast, header-only logging library for C++. spdlog supports synchronous and asynchronous logging,
multiple output sinks (console, file, syslog, network), custom formatting, and integration with structured logging
formats like JSON.

Span: In distributed tracing, a span represents a single unit of work with a start time, duration, and associated
metadata (tags or attributes). Spans are linked by parent-child relationships to form a trace. In the C++ Core
Guidelines Support Library (GSL), gs1: : span is a non-owning view of contiguous memory.

Stack: A region of memory used for function call frames, local variables, and return addresses. The stack grows
and shrinks as functions are called and return. Stack overflow occurs when the stack exceeds its allocated size,
typically due to deep recursion or large local allocations.

Static Analysis: The process of examining source code without executing it to detect potential defects, security
vulnerabilities, and violations of coding standards. Static analysis tools include Clang-Tidy, Cppcheck, and
PVS-Studio.

static_assert: A compile-time assertion that verifies a constant expression during compilation. If the expression
is false, compilation fails with a specified error message. static_assert is a key tool for enforcing template
constraints and validating compile-time assumptions.

Symbol File: A file containing debugging information that maps compiled machine code back to source code,
variable names, and type definitions. On Windows, symbol files are PDB files; on Unix-like systems, DWARF
information is embedded in executables or stored in separate debug files.

Symbol Server: A centralized repository that stores symbol files for all builds of an application. Debuggers can
automatically download matching symbols from a symbol server, enabling accurate crash dump analysis even

without local access to build artifacts.
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T

Taint Analysis: A security-focused static analysis technique that tracks the flow of untrusted (tainted) data from
sources (e.g., user input, network) to sinks (e.g., system calls, database queries). Taint analysis identifies
potential injection vulnerabilities.

Templight: A Clang-based tool for profiling and debugging C++ template instantiations. Templight records the
time and memory consumption of each template instantiation and provides a trace that can be analyzed to
identify compilation bottlenecks.

ThreadSanitizer (TSan): A dynamic data race detector that instruments memory accesses and synchronization
operations to detect unsynchronized concurrent accesses. TSan is the premier tool for finding data races in
multithreaded C++ programs.

Time-Travel Debugging (TTD): A debugging methodology that allows navigating through a recorded execution
trace both forward and backward in time. TTD enables root cause analysis of complex bugs by working

backward from a failure to its origin. WinDbg TTD is Microsoft’s implementation for Windows.

U

Undefined Behavior: Program behavior for which the C++ standard imposes no requirements. Undefined
behavior can manifest as crashes, incorrect results, or apparently correct operation, and it may vary across
compilers, optimization levels, and executions. Examples include signed integer overflow, dereferencing a null
pointer, and data races.

UndefinedBehaviorSanitizer (UBSan): A fast detector for a wide range of undefined behaviors in C and C++
programs. UBSan checks for signed integer overflow, division by zero, misaligned access, invalid casts, and
other operations with undefined semantics.

Use-After-Free: A memory safety violation where a program accesses memory after it has been deallocated.
Use-after-free errors can lead to crashes, data corruption, or security vulnerabilities. AddressSanitizer is highly

effective at detecting use-after-free errors.

\Y%

Valgrind: A dynamic binary instrumentation framework that includes tools for detecting memory errors
(Memcheck), threading errors (Helgrind, DRD), heap profiling (Massif), and cache simulation (Cachegrind).

Valgrind runs on Linux and can be used on Windows via WSL2.



322

\u4

Watchpoint: A debugging mechanism that suspends program execution when the value of a specified variable
or memory location changes. Watchpoints are also known as data breakpoints. Hardware watchpoints use
dedicated CPU debug registers for efficiency; software watchpoints are slower but unlimited.

WER (Windows Error Reporting): The Windows service that captures crash data when applications fail.
WER can be configured to generate local crash dumps for specific applications or system-wide, enabling
post-mortem debugging of production failures.

WinDbg: Microsoft’s advanced debugger for Windows, capable of debugging user-mode and kernel-mode code,
analyzing crash dumps, and performing time-travel debugging. WinDbg uses a command-line interface and

supports extensive scripting and automation.

X

XML Test Reports: A standardized output format for test results, typically conforming to the JUnit XML

schema. CI systems consume XML test reports to display test pass/fail trends and detailed failure information.

Appendix D: Example Project Configurations

This appendix provides ready-to-use configuration files and templates for integrating debugging tools into C++
projects. The examples are tailored for Windows development environments and cover the essential build
systems, IDEs, and continuous integration pipelines discussed throughout this book. Each configuration is

self-contained and can be adapted to your specific project structure.

CMakeLists.txt with Integrated Sanitizers and Static Analysis

The following CMakeLists. txt demonstrates a modern CMake setup (version 3.20+) that enables
AddressSanitizer, UndefinedBehaviorSanitizer, and Clang-Tidy integration. The configuration detects the

compiler and applies appropriate flags for MSVC, Clang, and GCC.

cmake_minimum_required(VERSION 3.20)
project(DebuggingDemo VERSION 1.0.0 LANGUAGES CXX)

# Set C++ standard

set (CMAKE_CXX_STANDARD 23)

set (CMAKE_CXX_STANDARD_REQUIRED ON)
set (CMAKE_CXX_EXTENSIONS OFF)
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# Default build type if not specified
if (NOT CMAKE_BUILD_TYPE AND NOT CMAKE_CONFIGURATION_TYPES)

set (CMAKE_BUILD_TYPE Debug CACHE STRING "Build type" FORCE)
endif ()

# Options for enabling sanitizers

option(ENABLE_ASAN "Enable AddressSanitizer"” OFF)
option(ENABLE_UBSAN "Enable UndefinedBehaviorSanitizer"” OFF)
option(ENABLE_TSAN "Enable ThreadSanitizer"” OFF)

# Helper function to apply sanitizer flags
function(configure_sanitizers target)
1f (ENABLE_ASAN)
if (CMAKE_CXX_COMPILER_ID STREQUAL "MSVC")
target_compile_options(${target} PRIVATE /fsanitize=address /Zi /0d)
target_link_options(${target} PRIVATE /fsanitize=address)
else()
target_compile_options(${target} PRIVATE -fsanitize=address -g -01 -fno-omit-frame-pointer)
target_link_options(${target} PRIVATE -fsanitize=address)
endif ()
endif ()

if (ENABLE_UBSAN)
if (CMAKE_CXX_COMPILER_ID STREQUAL "MSVC")
target_compile_options(${target} PRIVATE /fsanitize=undefined)
target_link_options(${target} PRIVATE /fsanitize=undefined)
else()
target_compile_options(${target} PRIVATE -fsanitize=undefined -fno-omit-frame-pointer)
target_link_options(${target} PRIVATE -fsanitize=undefined)
endif ()
endif ()

if (ENABLE_TSAN)
if (NOT CMAKE_CXX_COMPILER_ID STREQUAL "MSVC")
target_compile_options(${target} PRIVATE -fsanitize=thread -g -01 -fno-omit-frame-pointer)
target_link_options(${target} PRIVATE -fsanitize=thread)
else()
message (WARNING "ThreadSanitizer is not supported by MSVC. Use clang-cl.”)
endif ()
endif ()

endfunction()
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# Configure Clang-Tidy if available
find_program(CLANG_TIDY_EXE NAMES clang-tidy)
if (CLANG_TIDY_EXE)
set (CMAKE_CXX_CLANG_TIDY
${CLANG_TIDY_EXE};
-checks=-*,bugprone-*, performance-*,modernize-*, cppcoreguidelines-*;
-header-filter=.%)
endif ()

# Add executable
add_executable(my_app main.cpp helper.cpp)

# Apply sanitizer configuration

configure_sanitizers(my_app)

# Set debug postfix for sanitizer builds

if (ENABLE_ASAN OR ENABLE_UBSAN OR ENABLE_TSAN)
set_target_properties(my_app PROPERTIES DEBUG_POSTFIX "_sanitized")

endif ()

# Enable testing
enable_testing()
add_test (NAME MyAppUnitTests COMMAND my_app --gtest_output=xml:test_results.xml)

CMakePresets.json for Multi-Configuration Debugging

CMake presets provide a standardized way to share build configurations across the development team. The
following CMakePresets. json defines three presets: a baseline debug configuration, an ASan+UBSan

configuration, and a TSan configuration for use with clang-cl on Windows.

"version”: 6,
"configurePresets”: [
{

"name”: "windows-base",
"hidden": true,
"generator”: "Visual Studio 17 2022",
"architecture”: "x64",
"binaryDir": "${sourceDir}/build/${presetName}”

"cacheVariables"”: {
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"CMAKE_CXX_STANDARD": "23",
"CMAKE_EXPORT_COMPILE_COMMANDS": "ON"

"name”: "windows-debug”,
"displayName”: "Windows Debug"”,
"description”: "Debug build with full symbols and no sanitizers”,
"inherits"”: "windows-base”,
"cacheVariables”: {
"CMAKE_BUILD_TYPE": "Debug",
"CMAKE_MSVC_DEBUG_INFORMATION_FORMAT": "ProgramDatabase"”

"name”: "windows-asan-ubsan”,
"displayName”: "Windows ASan+UBSan”,
"description”: "Debug build with AddressSanitizer and UndefinedBehaviorSanitizer”,
"inherits"”: "windows-base”,
"cacheVariables”: {
"CMAKE_BUILD_TYPE": "Debug",
"ENABLE_ASAN": "ON",
"ENABLE_UBSAN": "ON",
"CMAKE_MSVC_DEBUG_INFORMATION_FORMAT": "ProgramDatabase"

"name”: "windows-tsan-clang”,

"displayName”: "Windows TSan (clang-cl)",

"description”: "Debug build with ThreadSanitizer using clang-cl”,

"inherits"”: "windows-base”,

"generator”: "Ninja",

"toolchainFile": ""

"cacheVariables”: {
"CMAKE_BUILD_TYPE": "Debug"”,
"CMAKE_C_COMPILER": "clang-cl.exe",
"CMAKE_CXX_COMPILER": "clang-cl.exe",
"ENABLE_TSAN": "ON"

b

"environment”: {
"CC": "clang-cl.exe",

"CXX": "clang-cl.exe"
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3
4o
"buildPresets”: [
{
"name”: "windows-debug-build”,

"configurePreset”: "windows-debug”

"name”: "windows-asan-ubsan-build”,

"configurePreset”: "windows-asan-ubsan”

"name”: "windows-tsan-clang-build”,
"configurePreset”: "windows-tsan-clang”
3
Ay
"testPresets”: [
{
"name”: "windows-debug-test”,
"configurePreset”: "windows-debug”,

"output”: {"outputOnFailure”: true}

Visual Studio .vexproj Debug Property Sheets

Visual Studio property sheets (. props files) allow you to encapsulate common debug settings and apply them
across multiple projects. The following property sheet configures a project for maximum debuggability with
MSVC, including full debug information, disabled optimizations, and AddressSanitizer.

Create a file named DebugSettings.props and import it into your projects via the Property Manager.

<?xml version="1.0" encoding="utf-8"7>
<Project ToolsVersion="4.0" xmlns="http://schemas.microsoft.com/developer/msbuild/2003">
<ImportGroup Label="PropertySheets” />
<PropertyGroup Label="UserMacros”" />
<PropertyGroup>
<_PropertySheetDisplayName>Debug Settings</_PropertySheetDisplayName>
</PropertyGroup>

<ItemDefinitionGroup>
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<ClCompile>
<!-- Generate full debug information (Program Database) -->
<DebugInformationFormat>ProgramDatabase</DebugInformationFormat>
<!-- Disable optimizations -->
<Optimization>Disabled</Optimization>
<!-- Enable basic runtime checks and stack protection -->
<BasicRuntimeChecks>EnableFastChecks</BasicRuntimeChecks>
<BufferSecurityCheck>true</BufferSecurityCheck>
<!-- Enable C++ exceptions -->
<ExceptionHandling>Async</ExceptionHandling>
<!-- Treat warnings as errors -->
<WarninglLevel>Level4</WarninglLevel>
<TreatWarningAsError>true</TreatWarningAsError>
<!-- AddressSanitizer (requires VS 2019 16.9+) -->
<EnableASAN>true</EnableASAN>
<!-- Additional debug macros -->
<PreprocessorDefinitions>_DEBUG;_CRTDBG_MAP_ALLOC;%(PreprocessorDefinitions)</PreprocessorDefinitions>
</ClCompile>
<Link>
<!-- Generate debug information for the linker -->

<GenerateDebugInformation>true</GenerateDebugInformation>

<!-- Link with debug runtime -->
<AdditionalOptions>/DEBUG:FULL %(AdditionalOptions)</AdditionalOptions>
</Link>

</ItemDefinitionGroup>
<ItemGroup />

</Project>

Visual Studio Code launch.json for C++ Debugging

The following launch. json configuration supports debugging C++ applications on Windows using either the
Visual Studio debugger (MSVC) or GDB (MinGW-w64). Place this file in the . vscode folder of your

workspace.

"version”: "0.2.0",
"configurations”: [
{
"name”: "MSVC Debug”,
"type": "cppvsdbg”,

"request”: "launch”,
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"program”: "${workspaceFolder}/build/Debug/my_app.exe",

"args": [1,

"stopAtEntry”: false,

"cwd": "${workspaceFolder}"

"environment”: [],

"console”: "integratedTerminal”,

"preLaunchTask”: "MSVC Build”,

"symbolOptions”: {
"cachePath”: "${workspaceFolder}/.symbols",
"searchPaths"”: [

"https://msdl.microsoft.com/download/symbols”

"name”: "GDB Debug (MinGW)",

"type": "cppdbg”,

"request”: "launch"”,

"program”: "${workspaceFolder}/build/mingw/my_app.exe",
"args": [],

"stopAtEntry”: false,

"cwd": "${workspaceFolder}"

"environment”: [],

"externalConsole”: false,

"MIMode"”: "gdb",

"miDebuggerPath”: "C:/mingw64/bin/gdb.exe",

"setupCommands”: [

{
"description”: "Enable pretty-printing”,
"text": "-enable-pretty-printing”,
"ignoreFailures": true
1
{
"description”: "Set disassembly flavor to Intel”,
"text": "set disassembly-flavor intel”,
"ignoreFailures”: true
3
g
"preLaunchTask”: "MinGW Build”,
"logging": {

"modulelLoad”: false,

"trace”: false
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"name”: "Attach to Process (MSVC)",

"type": "cppvsdbg",

"request”: "attach”,

"processId”: "${command:pickProcess}”,

"program”: "${workspaceFolder}/build/Debug/my_app.exe"

Corresponding tasks. json for building:

"version”: "2.0.0",
"tasks": [
{
"label”: "MSVC Build”,
"type": "shell”,
"command”: "cmake",
"args": [
"--build”, "${workspaceFolder}/build”,
"--config", "Debug”,
"--target"”, "my_app”

i
"group”: {
"kind": "build",
"isDefault”: true
1

"problemMatcher”: ["$msCompile"],
"dependsOn”: ["CMake Configure MSVC"]

"label”: "CMake Configure MSVC",
"type": "shell”,
"command”: "cmake",
"args": [
"-S"  "${workspaceFolder}",
"-B", "${workspaceFolder}/build”,
"-G", "Visual Studio 17 2022",
"-A", "x64"
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g
"problemMatcher”: []

"label”: "MinGW Build”,

"type": "shell”,

"command”: "cmake",

"args": [
"--build”, "${workspaceFolder}/build/mingw",
"--config"”, "Debug”

ip

"group”: "build",

"problemMatcher”: ["$gcc"],

"dependsOn”: ["CMake Configure MinGW"]

"label”: "CMake Configure MinGW",

"type": "shell”,

"command”: "cmake",

"args": [
"-S", "${workspaceFolder}",
"-B", "${workspaceFolder}/build/mingw",
"-G", "MinGW Makefiles”,
"~DCMAKE_BUILD_TYPE=Debug",
"-DCMAKE_CXX_COMPILER=g++.exe"

ip

"problemMatcher”: []

CLion Run/Debug Configuration Templates

CLion stores run/debug configurations in the . idea/runConfigurations directory as XML files. The
following template configures a debug session with AddressSanitizer enabled and environment variables for

ASan options. Save as MyApp_ASan. xml.

<component name="ProjectRunConfigurationManager">
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<configuration default="false"” name="MyApp ASan” type="CMakeRunConfiguration” factoryName="Application”
< singleton="false" PROGRAM_PARAMS="" REDIRECT_INPUT="false" ELEVATE="false" USE_EXTERNAL_CONSOLE="false"
— EMULATE_TERMINAL="false" WORKING_DIR="file://$PROJECT_DIR$" PASS_PARENT_ENVS_2="true"
< PROJECT_NAME="DebuggingDemo" TARGET_NAME="my_app"” CONFIG_NAME="Debug"
< RUN_TARGET_PROJECT_NAME="DebuggingDemo” RUN_TARGET_NAME="my_app">
<envs>
<env name="ASAN_OPTIONS"” value="detect_leaks=1:halt_on_error=0:log_path=asan_report.txt"” />
<env name="UBSAN_OPTIONS" value="print_stacktrace=1:halt_on_error=0" />
</envs>
<method v="2">
<option name="com. jetbrains.cidr.execution.CidrBuildBeforeRunTaskProvider$BuildBeforeRunTask"
— enabled="true" />
</method>
</configuration>

</component>

For remote debugging with gdbserver (e.g., debugging an application in WSL2 from CLion on Windows), the

configuration XML would include:

<component name="ProjectRunConfigurationManager">
<configuration default="false"” name="Remote GDB" type="GDBRemoteDebugConfigurationType"
— factoryName="GDB Remote Debug">
<option name="HOST" value="localhost" />
<option name="PORT" value="1234" />
<option name="SYMBOL_FILE"” value="$PROJECT_DIR$/build/my_app"” />
<option name="SYSROOT" value="" />
<method v="2" />
</configuration>

</component>

GitLab CI/CD Pipeline with Artifact Capture

The following .gitlab-ci.yml configures a pipeline that builds a C++ project with sanitizers, runs tests, and
captures core dumps and sanitizer reports as artifacts on failure. It is designed for a Windows runner using
PowerShell.
stages:

- build

- test

variables:
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GIT_SUBMODULE_STRATEGY: recursive

BUILD_DIR: "$CI_PROJECT_DIR/build”

ASAN_OPTIONS: "detect_leaks=1:halt_on_error=0:1log_path=asan_report”
UBSAN_OPTIONS: "print_stacktrace=1:halt_on_error=0"

build_asan:

stage: build

tags:
- windows
- msvc2022

script:
- mkdir $env:BUILD_DIR
- cd $env:BUILD_DIR

- cmake .. -G "Visual Studio 17 2022" -A x64 -DENABLE_ASAN=ON -DENABLE_UBSAN=ON
- cmake --build . --config Debug --parallel

artifacts:
paths:

- $env:BUILD_DIR/Debug/

expire_in: 1 day

test_asan:
stage: test
tags:
- windows
- msvc2022
needs:
- build_asan
script:
- cd $env:BUILD_DIR
-
# Configure Windows Error Reporting to capture full dumps
New-Item -Path "HKLM:\SOFTWARE\Microsoft\Windows\Windows Error Reporting\LocalDumps” -Force
New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows\Windows Error Reporting\LocalDumps"” -Name
— "DumpFolder"” -PropertyType ExpandString -Value "$env:CI_PROJECT_DIR\CrashDumps”
New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows\Windows Error Reporting\LocalDumps"” -Name
— "DumpType" -PropertyType DWord -Value 2
New-Item -Path "$env:CI_PROJECT_DIR\CrashDumps"” -ItemType Directory -Force
- ctest -C Debug --output-on-failure --verbose
after_script:
-
if (Test-Path "$env:CI_PROJECT_DIR\CrashDumps\#*.dmp") {
Write-Host "Crash dumps found, archiving..."”
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Compress-Archive -Path "$env:CI_PROJECT_DIR\CrashDumps\*.dmp"” -DestinationPath
— "$env:CI_PROJECT_DIR\crash_dumps.zip”
}
artifacts:
when: on_failure
paths:
- asan_report.x
- crash_dumps.zip
- $env:BUILD_DIR/Testing/Temporary/LastTest.log

expire_in: 30 days

For GitHub Actions, an equivalent workflow file . github/workflows/debug.yml would be structured
similarly, using the actions/upload-artifact action to preserve diagnostics. The configuration uses the

same CMake presets defined earlier for consistency.

Appendix E: Further Reading and Resources

This appendix curates a comprehensive collection of official documentation, reference materials, and community
resources for the tools, techniques, and language features covered throughout this book. The resources are
organized by category and include primary sources maintained by the respective toolchain and library authors.

All resources are freely accessible online unless otherwise noted.

Official Compiler Documentation

GCC (GNU Compiler Collection): The official GCC website provides complete documentation for all releases,
including the GCC Manual, which details command-line options, language standards support, and built-in
functions. The GCC Wiki contains practical guides for specific platforms and features. The
gcc.gnu.org/onlinedocs page offers HTML and PDF versions of manuals for every GCC version, including
the latest GCC 14 series with C++23 and early C++26 support.

Clang/LLVM: The LLVM Project website hosts comprehensive documentation for Clang, including the Clang
Compiler User’s Manual, which covers diagnostic flags, sanitizers, and C++ standards conformance. The Clang
Static Analyzer documentation explains available checkers and how to write custom checks. The Clang-Tidy
documentation lists all checks with examples and configuration options. The AddressSanitizer, ThreadSanitizer,
and other sanitizer documentation resides under the compiler-rt project pages.

Microsoft Visual C++ (MSVC): Microsoft Learn (formerly MSDN) is the authoritative source for MSVC

documentation. Key sections include the C++ Language Reference, the MSVC Compiler Options reference
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(covering flags like /fsanitize, /Zi, and /W4), and the Microsoft C++ Team Blog, which announces new
features and provides deep dives into optimizations and debugging improvements. The Visual Studio
documentation includes extensive guides on using the integrated debugger, diagnostic tools, and performance
profiler.

Intel C++ Compiler (icx/icpx): Intel’s compiler documentation covers the Intel oneAPI DPC++/C++ Compiler,
which supports modern C++ standards and integrates with Intel VTune Profiler and Inspector for advanced

performance and correctness analysis.

Sanitizer and Instrumentation Tool References

AddressSanitizer, ThreadSanitizer, MemorySanitizer, LeakSanitizer, UndefinedBehaviorSanitizer: The
primary documentation for Google’s sanitizers is maintained in the compiler-rt repository on GitHub under
the LLVM project. Each sanitizer has its own documentation page with detailed explanations of how it works,
runtime options, supported platforms, and limitations. The Google Sanitizers Wiki (hosted on GitHub) provides
an overview and links to research papers that describe the underlying algorithms.

Valgrind: The Valgrind website hosts the Valgrind User Manual, which includes separate chapters for
Memcheck, Helgrind, DRD, Massif, Cachegrind, and Callgrind. The manual explains each tool’s capabilities,
command-line options, and how to interpret output. The Valgrind Quick Start Guide is an excellent entry point
for new users.

Dr. Memory: The Dr. Memory website provides documentation for this cross-platform memory debugging
tool, which runs on Windows without requiring WSL. The User’s Guide covers installation, basic usage, and
integration with test suites.

Application Verifier: Microsoft’s Application Verifier documentation on Microsoft Learn explains how to use
this tool to detect heap corruption, handle leaks, and other Windows-specific programming errors. It is

particularly valuable for debugging complex Windows applications that interact heavily with the Win32 APL.

Debugger and Profiler Manuals

GDB (GNU Debugger): The official GDB Manual, available in multiple formats from
sourceware.org/gdb/documentation, is the definitive reference. It covers all commands, the Python API,
remote debugging, and target-specific features. The GDB Internals manual is useful for developers extending
GDB.

LLDB: The LLDB documentation, part of the LLVM project, includes a tutorial, a command reference

organized by functional area, and guides on using the Python scripting interface. The LLDB website also hosts
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tutorials on advanced topics such as remote debugging and custom data formatters.

WinDbg: Microsoft Learn provides the WinDbg documentation, including the Debugger Command Reference,
which lists all commands with syntax and examples. The Debugging Tools for Windows help file (installed with
the Windows SDK) contains offline documentation. The Defrag Tools YouTube series and blog by Microsoft
engineers offer practical walkthroughs of advanced WinDbg features, including Time Travel Debugging.
Windows Performance Toolkit (WPR/WPA): Microsoft Learn hosts comprehensive documentation for the
Windows Performance Recorder and Windows Performance Analyzer. The WPA Cookbook provides
step-by-step guides for common profiling scenarios. Bruce Dawson’s blog and GitHub repositories contain
invaluable insights into Windows performance analysis.

perf: The Linux kernel source tree contains the perf documentation under tools/perf/Documentation. The
perf.wiki.kernel.org community wiki provides tutorials and examples. Brendan Gregg’s website and books
are seminal resources for flame graph generation and performance analysis methodology.

Hotspot: The Hotspot GitHub repository includes a README with installation instructions and usage
examples. KDAB, the maintainer, publishes blog posts and webinar recordings demonstrating advanced
profiling workflows.

Heaptrack: The Heaptrack GitHub repository contains the user manual and build instructions. KDAB’s blog
features case studies on using Heaptrack to diagnose memory issues in large C++ applications.

rr (Record and Replay): The rr website (rr-project.org) hosts the user guide, a technical paper describing
the design, and a collection of debugging recipes. The rr GitHub repository is active and contains the latest
release notes.

Undo: Undo’s official website provides product documentation for LiveRecorder and UDB, including tutorials,
API references, and integration guides for CI/CD systems. The Undo blog features in-depth technical articles on

time-travel debugging and case studies from customers.

C++ Language and Standard Library References

ISO C++ Standards: The official C++ standards (C++11 through C++26) are available for purchase from ISO
and national standards bodies. Draft versions of upcoming standards are publicly accessible on the C++
Standards Committee’s GitHub repository, providing insight into future language features.

cppreference.com: This community-maintained wiki is the most comprehensive and up-to-date online
reference for the C++ language and standard library. It documents every language feature, library component,
and compiler support status across GCC, Clang, and MSVC.

C++ Core Guidelines: The official C++ Core Guidelines repository on GitHub, maintained by Bjarne

Stroustrup and Herb Sutter, provides a set of rules and best practices for modern C++ development. The
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accompanying Guidelines Support Library (GSL) implements types and functions that facilitate compliance.
Compiler Explorer (godbolt.org): This interactive website allows you to compile C++ code with a wide range
of compilers and versions, view the generated assembly, and compare output. It is an essential tool for
understanding compiler optimizations and debugging code generation issues.

C++ Insights: The C++ Insights website and GitHub repository show the compiler’s transformation of modern
C++ syntax into its underlying representation, revealing how templates are instantiated, lambdas become classes,
and structured bindings are lowered. It is invaluable for debugging complex template and coroutine code.
Standard Library Implementations: The source code for major standard library implementations is publicly
available and serves as a valuable reference for understanding behavior and debugging issues. The GNU
libstdc++ is part of GCC, the LLVM libc++ is part of the LLVM project, and the Microsoft STL is open-source
on GitHub.

Static and Dynamic Analysis Tools Documentation

Clang-Tidy: The Clang-Tidy documentation, part of the LLVM project, lists every check with examples of
compliant and non-compliant code. The documentation explains how to write custom checks and integrate
Clang-Tidy with CMake and IDE:s.

Cppcheck: The Cppcheck Manual, available on the official website, describes the analysis engine, available
checks, and command-line options. The HTML report generation and suppression mechanisms are thoroughly
documented.

PVS-Studio: The PVS-Studio website provides a comprehensive knowledge base with descriptions of every
diagnostic rule, code examples, and explanations of potential pitfalls. The documentation covers integration with
Visual Studio, CMake, and CI systems.

SonarQube: The SonarQube documentation covers installation, configuration, and the extensive set of C++
rules provided by the sonar-cxx plugin. The documentation explains quality gates, code coverage integration,
and reporting.

CodeChecker: The CodeChecker GitHub repository includes a user guide, deployment instructions, and a
description of the web-based defect viewer. The documentation explains incremental analysis and integration

with the Clang Static Analyzer and Clang-Tidy.

Build System and Package Manager Resources

CMake: The CMake documentation is the definitive resource, including the CMake Tutorial, the CMake
Reference Manual, and the Mastering CMake book (available online). The CMake community wiki and
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Kitware’s blog provide practical examples and best practices.

Ninja: The Ninja Manual is concise and covers all command-line options and the build.ninja file syntax. It is
essential for understanding how to optimize build performance.

vepkg: Microsoft’s vepkg package manager for C++ has extensive documentation on Microsoft Learn, covering
installation, package creation, and integration with CMake and MSBuild.

Conan: The Conan documentation includes tutorials, a reference manual, and guides for creating and

consuming packages. It is a popular choice for cross-platform dependency management.

Logging and Observability Libraries

spdlog: The spdlog GitHub repository contains the complete library source and a comprehensive README
with usage examples, performance benchmarks, and explanations of features such as asynchronous logging,
custom formatters, and sinks.

OpenTelemetry C++ SDK: The OpenTelemetry website hosts the specification and SDK documentation. The
C++ SDK GitHub repository includes examples demonstrating trace, metric, and log export to OTLP backends
such as Jaeger and Prometheus.

Jaeger: The Jaeger website provides architecture overviews, deployment guides, and a tutorial for instrumenting

applications with OpenTelemetry. The Jaeger Operator for Kubernetes simplifies production deployment.

Community and Support Channels

Stack Overflow: The c++, gdb, 11db, valgrind, and address-sanitizer tags on Stack Overflow are active
communities where developers ask and answer technical questions. The site’s strict question-and-answer format
makes it an excellent resource for finding solutions to specific problems.

Reddit: The r/cpp subreddit is a vibrant community for discussing C++ news, tools, and techniques. The
r/cpp_questions subreddit is dedicated to answering technical questions from learners and professionals alike.
CppCon and Conference Videos: The CppCon YouTube channel hosts recordings of hundreds of talks
covering all aspects of C++ development, including many dedicated to debugging, performance analysis, and
tooling. The ACCU, Meeting C++, and Core C++ conferences also provide excellent video content.

Compiler and Toolchain Issue Trackers: When encountering what appears to be a compiler or tool bug, the
official issue trackers are the correct venue for reporting. The GCC Bugzilla, LLVM GitHub Issues, and
Microsoft Developer Community are monitored by the respective development teams.

ISO C++ Standards Committee Papers: The open-std.org website hosts the mailing lists and papers of the
C++ Standards Committee (WG21). Reading the papers provides deep insight into the rationale behind language
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features and the evolution of the standard.

Technical Blogs and Newsletters: Many prominent C++ experts and toolchain maintainers write technical
blogs. Following blogs such as those by Herb Sutter, Andrzej Krzemieriski, Jonathan Boccara, and the Visual
C++ Team provides ongoing education and awareness of emerging practices. The cpplang Slack workspace and
the #include<C++> Discord server offer real-time discussion with a global community of C++ developers.
This curated collection of resources provides a foundation for continued learning and mastery of modern C++
debugging. The field evolves rapidly, and staying connected with the official documentation and community

channels is the best way to remain current with new tools, techniques, and language features.



References

This chapter provides a curated list of authoritative resources referenced throughout the book. The materials are
organized by category and include official documentation, seminal books, technical specifications, and trusted

online references. All resources are publicly accessible or available through standard channels.

Official Compiler and Toolchain Documentation

* GCC Manual: GNU Compiler Collection Documentation. Free Software Foundation. Available at
https://gcc.gnu.org/onlinedocs/. Covers command-line options, language standards support, and

platform-specific features for GCC 13 and 14.

* Clang Compiler User’s Manual: LLVM Project. Available at
https://clang.1llvm.org/docs/UsersManual.html. Comprehensive documentation for Clang 18 and

later, including diagnostic flags, sanitizers, and C++ standards conformance.

* Microsoft Visual C++ Documentation: Microsoft Learn. Available at
https://learn.microsoft.com/en-us/cpp/. Official reference for MSVC compiler options, debugger

usage, and Visual Studio diagnostic tools.

¢ LLVM Sanitizers Documentation: LLVM compiler-rt Project. Available at
https://github.com/google/sanitizers. Detailed specifications for AddressSanitizer,

ThreadSanitizer, MemorySanitizer, LeakSanitizer, and UndefinedBehaviorSanitizer.

* Valgrind User Manual: Valgrind Developers. Available at
https://valgrind.org/docs/manual/manual.html. Complete documentation for Memcheck,
Helgrind, DRD, Massif, Cachegrind, and Callgrind.
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GDB User Manual: GNU Project. Available at
https://sourceware.org/gdb/current/onlinedocs/gdb/. Definitive reference for GDB 17,
including Python API and remote debugging.

LLDB Documentation: LLVM Project. Available at https://11db.11lvm.org/. Tutorials, command
reference, and scripting guides for LLDB 20.

WinDbg Documentation: Microsoft Learn. Available at
https://learn.microsoft.com/en-us/windows-hardware/drivers/debugger/. Debugger

command reference and Time Travel Debugging guides.

CMake Documentation: Kitware. Available at https://cmake.org/documentation/. Reference for

CMake 3.20 and later, including presets and C++ module support.

Ninja Build System Manual: Ninja Authors. Available at https://ninja-build.org/manual.html.

Specification of the Ninja build language and command-line usage.

C++ Language Standards and Core Guidelines

ISO/IEC 14882:2020: Programming Languages — C++. International Organization for Standardization.
The official C++20 standard.

ISO/IEC 14882:2024: Programming Languages — C++. International Organization for Standardization.
The official C++23 standard.

ISO/IEC 14882:2026: Programming Languages — C++ (Draft). International Organization for

Standardization. Working draft of the C++26 standard, including contracts and other new features.

C++ Core Guidelines: Bjarne Stroustrup and Herb Sutter, editors. Available at
https://isocpp.github.io/CppCoreGuidelines/. A set of rules and best practices for modern C++

development.

Guidelines Support Library (GSL): Microsoft and Contributors. Available at
https://github.com/microsoft/GSL. Reference implementation of types and functions supporting the

C++ Core Guidelines.
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Foundational Books

¢ The C++ Programming Language, 4th Edition. Bjarne Stroustrup. Addison-Wesley Professional, 2013.

The definitive book on C++ by the language creator, covering C++11.

 Effective Modern C++. Scott Meyers. O’Reilly Media, 2014. Practical guidance on using C++11 and

C++14 features correctly.

¢ C++ Templates: The Complete Guide, 2nd Edition. David Vandevoorde, Nicolai M. Josuttis, and
Douglas Gregor. Addison-Wesley Professional, 2017. The authoritative reference on C++ template

programming.

¢ C++ Concurrency in Action, 2nd Edition. Anthony Williams. Manning Publications, 2019.

Comprehensive coverage of multithreading and concurrency in C++11, 14, and 17.

* The Art of Debugging with GDB, DDD, and Eclipse. Norman Matloff and Peter Jay Salzman. No
Starch Press, 2008. Classic text on debugging principles and GDB usage.

¢ Why Programs Fail: A Guide to Systematic Debugging, 2nd Edition. Andreas Zeller. Morgan
Kaufmann, 2009. Fundamental debugging methodology and automated debugging techniques.

 Systems Performance: Enterprise and the Cloud, 2nd Edition. Brendan Gregg. Addison-Wesley

Professional, 2020. Definitive guide to performance analysis and flame graphs.

Technical Specifications and Protocols

* DWAREF Debugging Information Format Version 5. DWARF Standards Committee. Available at
https://dwarfstd.org/. Specification of the debugging information format used by GCC, Clang, and
LLDB.

* Microsoft PDB Format. Microsoft Corporation. Internal documentation and public interfaces for the

Program Database debug information format.

* Debug Adapter Protocol (DAP). Microsoft Corporation. Available at
https://microsoft.github.io/debug-adapter-protocol/. Specification for the protocol enabling
IDE and debugger integration.
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* OpenTelemetry Specification. OpenTelemetry Authors. Available at
https://opentelemetry.io/docs/specs/otel/. Vendor-neutral standard for traces, metrics, and

logs.

* OTLP Specification. OpenTelemetry Authors. Available at
https://opentelemetry.io/docs/specs/otlp/. Protocol specification for exporting telemetry data

to collectors and backends.

Online References and Community Resources

¢ cppreference.com. Community-maintained wiki providing comprehensive documentation of the C++

language and standard library. Available at https://en.cppreference.com/.

* Compiler Explorer (godbolt.org). Interactive online tool for compiling C++ code and inspecting

generated assembly across multiple compilers and versions. Available at https://godbolt.org/.

¢ C++ Insights. Andreas Fertig. Online tool showing the compiler’s transformation of modern C++ syntax.

Available at https://cppinsights.io/.

¢ Quick C++ Benchmarks. Fred Tingaud. Online micro-benchmarking tool for comparing C++ code

performance. Available at https://quick-bench.com/.

» Stack Overflow. Community question and answer site with extensive coverage of C++ debugging topics.

Tags: c++, gdb, 11db, valgrind, address-sanitizer.

* CppCon YouTube Channel. Recordings of conference presentations covering all aspects of C++

development. Available at https://www.youtube.com/user/CppCon.

* Reddit r/cpp. Community discussion forum for C++ news, tools, and techniques. Available at

https://www.reddit.com/r/cpp/.

Tool-Specific Resources

* rr: Lightweight Record and Replay Debugging. Robert O’Callahan et al. Mozilla Corporation.

Available at https://rr-project.org/. Technical paper and user documentation for the rr debugger.

¢ Undo Suite Documentation. Undo Ltd. Available at https://docs.undo.io/. Product documentation

for LiveRecorder and UDB time-travel debugging tools.
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* Heaptrack Documentation. KDAB. Available at https://github.com/KDE/heaptrack. User manual

and build instructions for the heap memory profiler.

* Hotspot Documentation. KDAB. Available at https://github.com/KDAB/hotspot. Documentation

and tutorials for the perf visualization tool.

¢ Templight Documentation. Zoltan Porkoldb et al. Available at
https://github.com/mikael-s-persson/templight. Tool for profiling and debugging C++ template

instantiations.

* spdlog Documentation. Gabi Melman. Available at https://github.com/gabime/spdlog. Fast C++

logging library with extensive examples and API reference.

* Google Benchmark Documentation. Google Inc. Available at

https://github.com/google/benchmark. Micro-benchmarking framework with statistical analysis.

¢ Jaeger Documentation. Jaeger Authors. Available at https://www. jaegertracing.io/docs/.

Distributed tracing system with OpenTelemetry integration.

Research Papers and Articles

e AddressSanitizer: A Fast Address Sanity Checker. Konstantin Serebryany, Derek Bruening, Alexander
Potapenko, Dmitry Vyukov. Proceedings of the 2012 USENIX Annual Technical Conference.

* ThreadSanitizer: Data Race Detection in Practice. Konstantin Serebryany, Timur Iskhodzhanov.

Proceedings of the 2009 Workshop on Binary Instrumentation and Applications.

* UndefinedBehaviorSanitizer: A Fast Undefined Behavior Detector. LLVM Project. Technical

documentation describing the design and implementation of UBSan.

* Time Travel Debugging for Windows Applications. Microsoft Corporation. Defrag Tools Episode 186
and WinDbg TTD technical documentation.

* rr: Record and Replay for Debugging. Robert O’Callahan, Chris Jones, Nathan Froyd, Kyle Huey,
Albert Noll, Nimrod Partush. Communications of the ACM, 2017.

¢ ChatDBG: An Al-Powered Debugging Assistant. University of Massachusetts Amherst. Technical

report and software documentation for the first LLM-based debugger assistant.
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Additional Reading

Perf Wiki. Community-maintained documentation for the Linux perf profiling tool. Available at

https://perf.wiki.kernel.org/.

Brendan Gregg’s Blog. Articles on performance analysis, flame graphs, and systems observability.

Available at https://www.brendangregg.com/.

The LLVM Blog. Official announcements and technical articles from the LLVM project. Available at
https://blog.1llvm.org/.

Microsoft C++ Team Blog. Deep dives into MSVC features, optimizations, and debugging
improvements. Available at https://devblogs.microsoft.com/cppblog/.

KDAB Blog. Articles on Qt, C++, profiling, and debugging tools. Available at
https://www.kdab.com/blog/.

JetBrains CLion Blog. Tips and tutorials for debugging C++ with CLion and JetBrains tools. Available
at https://blog. jetbrains.com/clion/.
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